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Disclaimer

This document is for authorised use by the intended recipient(s) only. It may contain proprietary material,
confidential information and/or be subject to legal privilege. It should not be copied, disclosed to,

retained, or used by any other party.

Microsoft, Windows and Active Directory are either registered trademarks or trademarks of Microsoft

Corporation in the United States and/or other countries.
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Contiguration Item

Provides general information for this item.

g% General Information

Name IIS-SERVER
Description Windows Server 2022 |IS Server

Primary Owner Name Contoso Support

Primary Owner Contact support@contoso.com

@ System Information

Item Path Demonstration Company

Identifier 222ea59a-4d48-4f32-ab42-32be5090755
Item ID 1035

Version ID 1.02

Check Out Status Available

*Y Custom Item Details

This is a demo Windows Server 2022 1IS Server.
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Client Information

Provides information about the client that was used to generate the information and the data used by

the client to uniquely identify this item.

g4 Item Identifiers

Primary Identifier IIS-SERVER
Secondary Identifier VMware-56 4d fa 54 57 48 6 92-d9 1e 6e e4 99 02 b8 fb
Tertiary Identifier

Environment Identifier

2 Client Information

Client Machine Name XCS-2K25-DEMO

Client Identifier a5f92aec-9e9a-4d75-80d9-108e72daf65b
Client IP Address 192.168.128.6

Client Scan Date 14 February 2025 16:40 (today)

Client Service Username CONTOSO\sysadmin

Client Version 17.0.5.0

Scan Profile

Target IIS-SERVER
Profile Name s

Profile Identifier ff1480a2-f58e-469a-a260-b988a7c67039
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Relationships

Provides a summary of the relationships between this item and other items in the environment.

23 4 Relationships

1000 Outbound Demonstration Company Container Contained Within
& Internal Outbound Default Web Site IIS Site Hosts IIS Site
£} Internal Outbound Classic .NET AppPool 1IS Application Pool Hosts IIS Application Pool
{3 Internal Outbound DefaultAppPool 1IS Application Pool Hosts 1IS Application Pool
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Relationship Map

Relationship Map ft

Demonstration Company S 15-5ERVER
ItemID 1000 ] ltemiD 1036
Container @n 1I1S-SERVER

|1 Application Pools

@B Default Web Site £} Classic NET AppPool

£} DefaultsppPool
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Server Summary

Internet Information Services (I1S) for Windows® Server is a flexible, secure and manageable Web server.

[+ Host Information

Computer Fully Qualified Domain Name 1IS-SERVER.contoso.com
Operating System Name Microsoft Windows Server 2022 Datacenter

Service Pack None Installed

Ey
5 Microggg

Windows
Server Datacenter

DPULAR

SM

i

2022

&
3
&
2
&
o
=
w
"

g+ 2 Application Pools

{it Classic .NET AppPool Application Pool Identity

{3# DefaultAppPool Application Pool Identity

4 1 Sites
N

&5 Default Web Site %SystemDrive%\inetpub\wwwroot
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Application Pools

Application pools define a group of one or more worker processes, configured with common settings

that can serve requests to one or more applications.

g+ 2 Application Pools

{it Classic .NET AppPool Stopped Application Pool Identity

{:# DefaultAppPool Started v4.0 Application Pool Identity
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Classic NET AppPool

Application pools define a group of one or more worker processes, configured with common settings

that can serve requests to one or more applications.

{1 General

Auto-Start False

Enable 32-Bit Applications False

Managed Pipeline Mode Classic

Managed Runtime Version v2.0

Queue Length 1,000

Security Identifier S-1-5-82-1036420768-1044797643-1061213386-2937092688-4282445334
Start Mode On Demand

State Stopped

&5 Applications

Application Names

£} CPU

o

Limit (Percent)

Limit Action No Action

(&)]

Limit Interval (Minutes)
Processor Affinity Enabled False
Processor Affinity Mask 4294967295

Processor Affinity Mask (64-bit) 4294967295

o

Processor Group

4% Process Model

Generate Events Idle Timeout (Minutes)

Identity Application Pool Identity

N
o

Idle Timeout (Minutes)
Idle Timeout Action Terminate
Load User Profile False
Maximum Worker Processes

Ping Enabled True

Ping Maximum Response Time (Seconds) 90

w
o

Ping Period (Seconds)

©o
o

Shutdown Time Limit (Seconds)

[y

©
o

Startup Time Limit (Seconds)
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& Process Orphaning

Enabled False
Executable

Parameters

€2 Rapid Fail Protection

vice Unavailable Response Type HTTP Level
Enabled True

ure Interval (M 5
Maximum Failures 5
Shutdown Executable

Shutdown Parameters

¢, Recycling

Disable Overlapped Recycle False

Disable Recycle For Configuration Changes False

Generate Events Application Pool Configuration Change
ISAPI Reported Unhealthy

Manual Recycle

Private Memory Limit Exceeded
Regular Time Interval

Request Limit Exceeded

Specific Time

Virtual Memory Limit Exceeded

;
:
0

Virtual Memory Limit (KB)
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DefaultAppPool

Application pools define a group of one or more worker processes, configured with common settings

that can serve requests to one or more applications.

£} General

Auto-Start True

Enable 32-Bit Applications False

Managed Pipeline Mode Integrated

Managed Runtime Version v4.0

Queue Length 1,000

Security Identifier S-1-5-82-3006700770-424185619-1745488364-794895919-4004696415
Start Mode On Demand

State Started

&5 Applications

Application Names Default Web Site
Default Web Site/ContosoApp

£} CPU

o

Limit (Percent)

Limit Action No Action

()]

Limit Interval (Minutes)
Processor Affinity Enabled False
Processor Affinity Mask 4294967295

Processor Affinity Mask (64-bit) 4294967295

o

Processor Group

&% Process Model

Generate Events Idle Timeout (Minutes)

Identity Application Pool Identity

N
o

Idle Timeout (Minutes)
Idle Timeout Action Terminate

Load User Profile False

1

Maximum Worker Processes
Ping Enabled True

Ping Maximum Response Time (Seconds) 90

w
o

Ping Period (Seconds)

(o]
o

Shutdown Time Limit (Seconds)

©
o

Startup Time Limit (Seconds)
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& Process Orphaning

Enabled False
Executable

Parameters

€2 Rapid Fail Protection

vice Unavailable Response Type HTTP Level
Enabled True

ure Interval (M 5
Maximum Failures 5
Shutdown Executable

Shutdown Parameters

¢, Recycling

Disable Overlapped Recycle False

Disable Recycle For Configuration Changes False

Generate Events Application Pool Configuration Change
ISAPI Reported Unhealthy

Manual Recycle

Private Memory Limit Exceeded
Regular Time Interval

Request Limit Exceeded

Specific Time

Virtual Memory Limit Exceeded

;
:
0

Virtual Memory Limit (KB)
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Host

This section provides information about the host platform.

[+ General Settings

Computer Fully Qualified Domain Name 1IS-SERVER.contoso.com
Operating System Name Microsoft Windows Server 2022 Datacenter

Service Pack None Installed

Ey
5 Microggg

Windows
Server Datacenter

SMOPULA,

i

2022

JAUIDIEIE(] JBN)

= Hardware

Manufacturer VMware, Inc.
Model VMware7,1

Serial Number VMware-56 4d fa 54 57 48 f6 92-d9 1e 6e e4 99 02 b8 fb

Processors Intel(R) Core(TM) i9-10885H CPU @ 2.40GHz
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Service

Provides details of the World Wide Web Publishing Service running on the host system.

1 Windows Service

Name W3SVvC
Display Name World Wide Web Publishing Service

Description Provides Web connectivity and administration through the Internet Information Services Manager

M Advanced

Allow Interaction With Desktop False

C:\Windows\system32\svchost.exe -k iissvcs
Service Execution Type Share Process

Start Mode Automatic

Service State Running

4% Dependencies

WAS
HTTP

Service Depends On

Ll Log On

Account Name localSystem

) Recovery

First Failure Action Take No Action
Second Failure Action Take No Action
Subsequent Failure Action Take No Action
Reset Failure Count 0 days

Enable Actions for Stops with Errors False
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Platform

Provides information about the features installed on the hosting platform.

g Roles And Features

.NET Framework 3.5 Features Installed
.NET Framework 3.5 (includes .NET 2.0 and 3.0) Installed
[] HTTP Activation Available
[C] Non-HTTP Activation Available

.NET Framework 4.8 Features Installed
.NET Framework 4.8 Installed
ASP.NET 4.8 Installed
WCF Services Installed

[] HTTP Activation Available
[[] Message Queuing (MSMQ) Activation Available
[C] Named Pipe Activation Available
[] TCP Activation Available
TCP Port Sharing Installed

[T] Active Directory Certificate Services Available
[] certificate Enrollment Policy Web Service Available
[] certificate Enrollment Web Service Available
[] cCertification Authority Available
[] cCertification Authority Web Enrollment Available
[] Network Device Enroliment Service Available
[T] Online Responder Available

[] Active Directory Domain Services Available

[] Active Directory Federation Services Available

[] Active Directory Lightweight Directory Services Available

[] Active Directory Rights Management Services Available
[] Active Directory Rights Management Server Available
[T] 1dentity Federation Support Available

[] Background Intelligent Transfer Service (BITS) Available
[] compact Server Available
[] us Server Extension Available

[] BitLocker Drive Encryption Available

[] BitLocker Network Unlock Available

[] BranchCache Available

Page 17 of 76 Contoso Technical Services



[] client for NFS Available
[] Containers Available
[] Data Center Bridging Available
[] Device Health Attestation Available
[] DHCP Server Available
[] DirectPlay Available
[C] DNs server Available
[[] Enhanced Storage Available
[] Failover Clustering Available
[] Fax Server Available
File and Storage Services Installed
[] File and iSCSI Services Available
[] BranchCache for Network Files Available
[[] Data Deduplication Available
[] DFS Namespaces Available
[] DFS Replication Available
[] File Server Available
[] File Server Resource Manager Available
[] File Server VSS Agent Service Available

[] iscslI Target Server Available
[] iscslI Target Storage Provider (VDS and VSS hardware providers) Available
[] Sserverfor NFS Available
[C] Work Folders Available
Storage Services Installed
[] Group Policy Management Available
[[] Host Guardian Hyper-V Support Available
[] Host Guardian Service Available
[] Hyper-v Available
[C] 1O Quality of Service Available
[] ns Hostable Web Core Available
[] Internet Printing Client Available
[] 1P Address Management (IPAM) Server Available
[] LPR Port Monitor Available
[] Management OData IIS Extension Available
[C] Media Foundation Available
[] Message Queuing Available
[[] Message Queuing DCOM Proxy Available
[[] Message Queuing Services Available
[] Directory Service Integration Available
[] HTTP Support Available
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Message Queuing Server Available

U
[] Message Queuing Triggers Available
L]

Multicasting Support Available

[] Routing Service Available
Microsoft Defender Antivirus Installed
[] Multipath /O Available
[] MultiPoint Connector Available
[C] MultiPoint Connector Services Available
[] MultiPoint Manager and MultiPoint Dashboard Available
[] Network Controller Available
[C] Network Load Balancing Available
[] Network Policy and Access Services Available
[] Network Virtualization Available
[[] Peer Name Resolution Protocol Available
[] Print and Document Services Available
[] Internet Printing Available
[C] LPD Service Available
[] Print Server Available
[] Quality Windows Audio Video Experience Available
[C] RAS Connection Manager Administration Kit (CMAK) Available
[] Remote Access Available
[[] DirectAccess and VPN (RAS) Available
[[] Routing Available
[] web Application Proxy Available
[[] Remote Assistance Available
[[] Remote Desktop Services Available
[] Remote Desktop Connection Broker Available
[] Remote Desktop Gateway Available
[] Remote Desktop Licensing Available
[[] Remote Desktop Session Host Available
[[] Remote Desktop Virtualization Host Available
[[] Remote Desktop Web Access Available
[] Remote Differential Compression Available
[] Remote Server Administration Tools Available
[[] Feature Administration Tools Available
[] BitLocker Drive Encryption Administration Utilities Available
[] BitLocker Drive Encryption Tools Available

[] BitLocker Recovery Password Viewer Available

[] BITS Server Extensions Tools Available
[] DataCenterBridging LLDP Tools Available
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[] Failover Clustering Tools
[] Failover Cluster Automation Server
Failover Cluster Command Interface

Failover Cluster Management Tools

OO O

Failover Cluster Module for Windows PowerShell
IP Address Management (IPAM) Client
Network Load Balancing Tools
Shielded VM Tools
SMTP Server Tools
SNMP Tools
Storage Migration Service Tools
Storage Replica Module for Windows PowerShell

System Insights Module for Windows PowerShell

Ooogodoodgao

WINS Server Tools
[[] Role Administration Tools
[] Active Directory Certificate Services Tools
[[] Certification Authority Management Tools
[] online Responder Tools
[] Active Directory Rights Management Services Tools
[] AD DS and AD LDS Tools
[] Active Directory module for Windows PowerShell
[] AD DS Tools
[T] Active Directory Administrative Center
[] AD DS Snap-Ins and Command-Line Tools
[] AD LDS Snap-Ins and Command-Line Tools
[[] DHCP Server Tools
[] DNS server Tools
[] Fax Server Tools
[T] File Services Tools
[[] DFs Management Tools
[] File Server Resource Manager Tools
[[] services for Network File System Management Tools
[] Hyper-V Management Tools
[] Hyper-V GUI Management Tools
[C] Hyper-V Module for Windows PowerShell
[] Network Controller Management Tools
[] Network Policy and Access Services Tools
[] Print and Document Services Tools
[] Remote Access Management Tools

[[] Remote Access GUI and Command-Line Tools
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[[] Remote Access module for Windows PowerShell
[[] Remote Desktop Services Tools
[] Remote Desktop Gateway Tools
[] Remote Desktop Licensing Diagnoser Tools
[] Remote Desktop Licensing Tools
[] Volume Activation Tools
[] windows Deployment Services Tools
[] windows Server Update Services Tools
[] API and PowerShell cmdlets
[] User Interface Management Console
[] RPC over HTTP Proxy
[] Setup and Boot Event Collection
[] simple TCP/IP Services
[C] SMB 1.0/CIFS File Sharing Support
[] SMB 1.0/CIFS Client
[] SMB 1.0/CIFS Server
[] sSMB Bandwidth Limit
[] smTP Server
[] SNMP Service
[C] SNMP wMI Provider
Software Load Balancer
Storage Migration Service

Storage Migration Service Proxy

I O N

Storage Replica

[

System Data Archiver
System Insights
Telnet Client

TFTP Client

VM Shielding Tools for Fabric Management

I I

Volume Activation Services

[

Web Server (1IS)
FTP Server
FTP Extensibility
FTP Service
Management Tools

1IS 6 Management Compatibility

1IS 6 Management Console
1IS 6 Metabase Compatibility
1IS 6 Scripting Tools

1IS 6 WMI Compatibility
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Installed
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IIS Management Console Installed

1IS Management Scripts and Tools Installed
Management Service Installed
Web Server Installed
Application Development Installed
.NET Extensibility 3.5 Installed
.NET Extensibility 4.8 Installed
Application Initialization Installed
ASP Installed
ASP.NET 3.5 Installed
ASP.NET 4.8 Installed
CGl Installed
ISAPI Extensions Installed
ISAPI Filters Installed
Server Side Includes Installed
WebSocket Protocol Installed
Common HTTP Features Installed
Default Document Installed
Directory Browsing Installed
HTTP Errors Installed
HTTP Redirection Installed
Static Content Installed
WebDAV Publishing Installed
Health and Diagnostics Installed
Custom Logging Installed
HTTP Logging Installed
Logging Tools Installed
ODBC Logging Installed
Request Monitor Installed
Tracing Installed
Performance Installed
Dynamic Content Compression Installed
Static Content Compression Installed
Security Installed
Basic Authentication Installed
Centralized SSL Certificate Support Installed
Client Certificate Mapping Authentication Installed
Digest Authentication Installed
11S Client Certificate Mapping Authentication Installed
IP and Domain Restrictions Installed
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Request Filtering Installed

URL Authorization Installed
Windows Authentication Installed

[[] webDAV Redirector Available
[[] windows Biometric Framework Available
[] windows Deployment Services Available
[[] Deployment Server Available
[] Transport Server Available
[] windows Identity Foundation 3.5 Available
[[] Windows Internal Database Available
Windows PowerShell Installed
Windows PowerShell 2.0 Engine Installed
Windows PowerShell 5.1 Installed
[] windows PowerShell Desired State Configuration Service Available
[] windows PowerShell Web Access Available
[] windows Process Activation Service Available
[C] .NET Environment 3.5 Available
[] configuration APIs Available
[] Process Model Available
[] windows Search Service Available
[] windows Server Backup Available
[] windows Server Migration Tools Available
[] windows Server Update Services Available
[] sSQL Server Connectivity Available
[] wID Connectivity Available
[] wsus services Available
[] windows Standards-Based Storage Management Available
[] Windows Subsystem for Linux Available
[C] windows TIFF IFilter Available
[] winRM lIS Extension Available
[] WINS server Available
[] wireless LAN Service Available
WoW64 Support Installed
XPS Viewer Installed
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Server Certificates

Server certificates are the SSL digital certificates available to the web server.

= 1 Server Certificates

= WMSvc-SHA2-1IS-SERVER Personal WMSvc-SHA2-1IS-SERVER WMSVC-SHA2 Sunday, May 28, 2034
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WMSvc-SHAZ-IIS-SERVER

Server certificates are the SSL digital certificates available to the web server.

1 General

Archived False

Subject Name WMSvc-SHA2-1IS-SERVER
Subject CN=WMSvc-SHA2-IIS-SERVER
Has Private Key True

Issuer CN=WMSvc-SHA2-1IS-SERVER
Issuer Name WMSvc-SHA2-1IS-SERVER
Valid From Thursday, May 30, 2024

Expiry Date Sunday, May 28, 2034

Key Usage Data encipherment

Digital Signature
Key encipherment

Enhanced Key Usages Server Authentication (1.3.6.1.5.5.7.3.1)

M Certificate Details

Public Key RSA (2048 Bits)

Serial Number 5066188BDBAE5SE894696B838E1FEAGAS
Signature Algorithm sha256RSA

Version 3

CRL Distribution Points

Subiject Alternative Names

M Properties

Friendly Name WMSVC-SHA2

Thumbprint 8288C3CCB203896DA77C79EC44C325919B271033

Purposes Enable all purposes for this certificate
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Server Configuration

The server configuration is the global configuration that apply to all sites on the server unless overridden.
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ASP.NET Features

The ASP.NET related features configuration.

a 1 .NET Authorization Rules

[, Allow All Users Local

a1 .NET Compilation > Batch

Batch Compilations True
Maximum Batch Generated File Size (KB) 1,000
Maximum Batch Size 1,000

Batch Timeout 15 minutes

M .NET Compilation > Behavior

Debug False
Enable Prefetch False
Enable Profiling Optimizations All
Number Of Recompiles 15
Optimize Compilations False
URL Line Pragmas False

VB.NET Explicit Compile Option True

VB.NET Strict Compile Option False

T .NET Compilation > General

Assemblies mscorlib
Microsoft.CSharp, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b03f5f7f11d50a3a
*

Code Subdirectories

<
o

Default Language

Temporary Directory

.NET Error Page Settings

Mode Remote Only
Redirect Mode Response Redirect

Default Redirect

Allow Nested Errors False

1 .NET Error Pages

Status Code
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E 404 https://www.contoso.com/404.aspx Local

&h .NET Globalization

Culture Display Name Invariant Language (Invariant Country)
Enable Client Based Culture False

Ul Culture Display Name Invariant Language (Invariant Country)
File Encoding Windows-1252

Request Encoding utf-8

Response Header Encoding utf-8

Response Encoding utf-8

mz  NET Trust

Trust Level Full

+— 1 Application Settings

7= appSetting 1 Local

= 1 Connection Strings

Name Provider Name Value Entry
Type

. LocalSqlServer System.Data.SqlClient data source=.\SQLEXPRESS;Integrated Inherited
Security=SSPI;AttachDBFilename=|DataDirectory|aspnetdb.mdf;User
Instance=true

Ef Machine Key

Validation Method SHAL
Encryption Method Auto
Validation Key AutoGenerate,|solateApps

Decryption Key AutoGenerate,|solateApps
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&1 Pages and Controls > Behavior

Buffer True

Client ID Mode Predictable

el
o1

Control Rendering Compatibility Version

Render All Hidden Fields At Top Of Form True
Master Page File
Style Sheet Theme
Theme

enticated View State True
Enable View State True

Maximum Page State Field Length -1

m
>
<)
=
()
>

&1 Pages and Controls > Compilation

Page Base Type System.Web.Ul.Page

User

(@]
o
jos}
)
1%}
@
_|
<
°
@

System.Web.UIl.UserControl

Compilation Mode Always

&1 Pages and Controls > General

Namespaces System

System.Collections
System.Collections.Generic
System.Collections.Specialized
System.ComponentModel.DataAnnotations
System.Configuration

System.Ling

System.Text
System.Text.RegularExpressions
System.Web

System.Web.Caching
System.Web.DynamicData
System.Web.SessionState
System.Web.Security
System.Web.Profile

System.Web.UI
System.Web.Ul.WebControls
System.Web.Ul.WebControls.WebParts
System.Web.Ul.HtmIControls
System.Xml.Ling

5] Pages and Controls > Services

Enable Session State True

Validate Request True

& 4 Providers

&2 AspNetSglMembershipProvider .NET User System.Web.Security.SqIMembershipProvider Inherited
52 AspNetSqlProfileProvider .NET Profile System.Web.Profile.SqlProfileProvider Inherited
%2 AspNetSglRoleProvider .NET Role System.Web.Security.SglRoleProvider Inherited
&2 AspNetWindowsTokenRoleProvider .NET Role System.Web.Security.WindowsTokenRoleProvider Inherited
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iz Session State > General

Mode In Process

Use Hosting Identity For Impersonation True

iz Session State > Cookie Settings

Cookie Mode Use Cookies
Cookie Name ASP.NET_Sessionld

Session Timeout (Minutes) 20

t7 SMTP

From Address

Delivery Method SMTP Server

Host

Port 25

Authentication Type Not Required
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IS Features

The IS related features configuration.

k3 ASP > Behavior

Code Page

Enable Buffering

Enable Chunked Encoding
Enable HTML Fallback
Enable Parent Paths
Locale ID

Restart On Configuration Change

o

True

True

True

False

o

True

E73  ASP > Behavior > Limits

Client Connection Test Interval
Maximum Requesting Entity Body Limit
Queue Length

Request Queue Timeout

Response Buffering Limit

Script Timeout

Threads Per Processor Limit

3 seconds
200,000

3,000

{Not Configured}
4,194,304

1 minutes and 30 seconds

N
[¢)]

E73  ASP > Compilation

Script Language

VBScript

E2 ASP > Compilation > Debugging

Calculate Line Numbers

Catch COM Component Exceptions
Enable Client Side Debugging
Enable Log Error Requests

Enable Server Side Debugging

= T

—
o
«Q
=
=
o
=
(2]
(e]
-
o
(=]

Run On End Functions Anonymously

Script Error Message

Send Errors To Browser
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True

True

False

True

False

False

True

An error occurred on the server when processing the URL. Please contact the system

administrator. <p/> If you are the system administrator please click <a

href="https://go.microsoft.com/fwlink/?LinkID=82731">here</a> to find out more about this

error.

False
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E. ASP > Services > Cache

Cache Directory %SystemDrive%\inetpub\temp\ASP Compiled Templates
Enable Type Library Caching True

Maximum Disk Cached Files 2,000

Maximum Memory Cached Files 500

Maximum Script Engines Cached 250

E ASP > Services > COM+

Enable Side By Side Component False
Enable Tracker False
Execute In MTA False

Component Threading Model False

(]
=}

Side By Side Component

Use Partition False

EIL ASP > Services > Session

Enable Session State True
4,294,967,295
New ID On Secure Connection True

Session Timeout 20 minutes

<
)
X
=
c
=S
w
@
1)
@,

= Authentication > Active Directory Client Certificate Mapping Authentication

Enabled False

- Authentication > Anonymous Authentication

Enabled True

Identity IUSR

Password {Not Documented}

- Authentication > ASP.NET Impersonation

Enabled False

= Authentication > Basic Authentication

Enabled False

- Authentication > Digest Authentication

Enabled False
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- Authentication > Forms Authentication

Enabled False

- Authentication > Windows Authentication

Enabled False

a 1 Authorization Rules

[, Allow All Users Local

il col

Timeout 15 minutes
Use New Console For Each Invocation False

Impersonate User True

#° Compression (Dynamic)

Enabled True

#° Compression (Static)

Enabled True
Minimum File Size 2,700 bytes
Cache Directory %SystemDrive%\inetpub\temp\IIS Temporary Compressed Files

Maximum Dis 100 MB

= Default Documents

Enabled True

= 6 Default Documents

o

[% Default.htm Local
[% Default.asp Local
[% index.htm Local
[% index.html Local
[% iisstart.htm Local
[% default.aspx Local

o Directory Browsing

Enabled False
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Error Pages Settings

Detailed errors for local requests and custom error pages for remote requests
Default Path

Default Path Type File

10 Error Pages

& 401 %SystemDrive%\inetpub\custern<LANGUAGE-TAG>\401.htm File Local
&h 403 %SystemDrive%\inetpub\custern<LANGUAGE-TAG>\403.htm File Local
& 404 %SystemDrive%\inetpub\custern<LANGUAGE-TAG>\404.htm File Local
& 405 %SystemDrive%\inetpub\custern<LANGUAGE-TAG>\405.htm File Local
&5 406 %SystemDrive%\inetpub\custern<LANGUAGE-TAG>\406.htm File Local
& 412 %SystemDrive%\inetpub\custern<LANGUAGE-TAG>\412.htm File Local
& 431 %SystemDrive%\inetpub\custern<LANGUAGE-TAG>\431.htm File Local
& 500 %SystemDrive%\inetpub\custern<LANGUAGE-TAG>\500.htm File Local
&h 501 %SystemDrive%\inetpub\custern<LANGUAGE-TAG>\501.htm File Local
& 502 %SystemDrive%\inetpub\custern<LANGUAGE-TAG>\502.htm File Local

s 1 Failed Request Tracing Rules

Associated Providers Status Codes Entry Type

ASP, ASPNET, ISAPI Extension, WWW Server 401.3-999 Not Set Local
405

1 FastCGI Applications

¥, C:\FastCGI\FastCGl.exe arg 4 200

3% Handler Mappings Settings

Read
Script

Access Policies

s 5 Handler Mappings

Name

4 ASPClassic *.asp GET, HEAD, POST Local
% ISAPI-dIl (Disabled) *.dll * Local
4  OPTIONSVerbHandler L OPTIONS Local
&, PageHandlerFactory-ISAPI-4.0_32bit  *.aspx GET, HEAD, POST, DEBUG Local
S WebDAV * PROPFIND, PROPPATCH, MKCOL, PUT, COPY, DELETE, MOVE, LOCK, Local

UNLOCK
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@, HTTP Redirection

Enabled False

E HTTP Response Headers Settings

Enable HTTP Keep-Alive True

Expire Web Content No Control

E 1HTTP Response Headers

E. X-Powered-By ASP.NET Local

= P and Domain Restrictions Settings

Allow Unspecified Clients True

Enable Domain Name Restrictions False
Enable Proxy Mode False

Deny Action Forbidden
Deny By Concurrent Requests Not Enabled

Deny By Request Rate Not Enabled

Enable Logging Only Mode False

= 2 IP and Domain Restrictions

=& Allow 1.1.1.1 (255.255.255.255) Local

45 Deny 1.1.1.2 (255.255.255.0) Local

@ |SAPI and CGI Restrictions Settings

Allow Unspecified CGI Modules False

Allow Unspecified ISAPI Modules False

@ 6 ISAPI and CGI Restrictions

¥, Active Server Pages True %windir%\system32\inetsrv\asp.dl|

¥, ASP.NET v2.0.50727 True %windir%\Microsoft. NET\Framework64\v2.0.50727\aspnet_isapi.dll
¥, ASP.NET v2.0.50727 True %windir%\Microsoft. NET\Framework\v2.0.50727\aspnet_isapi.dll
¥, ASP.NET v4.0.30319 True %windir%\Microsoft. NET\Framework\v4.0.30319\aspnet_isapi.dll
¥, ASP.NET v4.0.30319 True %windir%\Microsoft. NET\Framework64\v4.0.30319\aspnet_isapi.dll
. WebDAV True %windir%\system32\inetsrv\webdav.dll
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¥ 4 ISAPI Filters

Y ASP.Net_2.0.50727-64 %windir%\Microsoft. NET\Framework64\v2.0.50727\aspnet_filter.dll Local
Y ASP.Net 2.0.50727.0 %windir%\Microsoft. NET\Framework\v2.0.50727\aspnet_filter.dll Local
Y ASP.Net_4.0_32bit %windir%\Microsoft. NET\Framework\v4.0.30319\aspnet_filter.dll Local
Y ASP.Net_4.0_64bit %windir%\Microsoft. NET\Framework64\v4.0.30319\aspnet_filter.dll Local
7] Logging

Enabled True
Mode Site
Log File Format w3C

Fields Date

Time
ClientlP
UserName
ServerlP
Method
UriStem
UriQuery
HttpStatus
Win32Status
TimeTaken
ServerPort
UserAgent
Referer
HttpSubStatus

Custom Fields

Directory %SystemDrive%\inetpub\logs\LogFiles
Log File Encoding UTF-8

Event Destination Log File Only

Log File Rollover Method Daily

= 2 MIME Types

[ .css text/css Local

[ .html text/html Local

== 16 Modules

e 2
Type
= WebDAVModule Native Local
== OutputCache System.Web.Caching.OutputCacheModule Managed Local
= Session System.Web.SessionState.SessionStateModule Managed Local
= WindowsAuthentication System.Web.Security. WindowsAuthenticationModule Managed Local
= FormsAuthentication System.Web.Security.FormsAuthenticationModule Managed Local
= DefaultAuthentication System.Web.Security. DefaultAuthenticationModule Managed Local
== RoleManager System.Web.Security.RoleManagerModule Managed Local

Page 36 of 76 Contoso Technical Services



= UrlAuthorization System.Web.Security.UrlAuthorizationModule Managed Local
= FileAuthorization System.Web.Security.FileAuthorizationModule Managed Local
== Anonymousldentification System.Web.Security.AnonymousldentificationModule Managed Local
= Profile System.Web.Profile.ProfileModule Managed Local
== UrlMappingsModule System.Web.UrIMappingsModule Managed Local
= UrlRoutingModule-4.0 System.Web.Routing.UrlRoutingModule Managed Local
= ScriptModule-4.0 System.Web.Handlers.ScriptModule, System.Web.Extensions, Version=4.0.0.0, Managed Local
Culture=neutral, PublickeyToken=31bf3856ad364e35
== ApplicationinitializationModule Native Local
= WebSocketModule Native Local

5 Output Caching Settings

Enable Cache True
Enable Kernel Cache True
Maximum Response Size (Bytes) 262,144

Maximum Cache Size No Limit

5 1 Output Caching Rules

User Mode Policy Kernel Mode Policy Entry Type

I .aspx Use File Change Notifications Use Time Intervals (00:00:30) Local

[ Request Filtering Settings

Allow Unlisted File Extensions True

Allow Unlisted Verbs True

Allow High-Bit Characters True

Allow Double Escaping False
Maximum Allowed Content Length (Bytes) 30,000,000
Maximum URL Length (Bytes) 4,096

Maximum Query String (Bytes) 2,048

0 2 Request Filtering File Extensions

Extension Allowed

[ .rules True

[ b False

1 Request Filtering Headers

Filtering Header 256
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= 8 Request Filtering Hidden Segments

App_Browsers Hidden
App_code Hidden
App_Data Hidden
=l App_GlobalResources Hidden
E App

=] App_LocalResources Hidden
E App_

=] App_WebReferences Hidden
E App_

bin Hidden
web.config Hidden

» 2 Request Filtering Query Strings

Query String Allowed

?. allowed Always Allow

&

%o denied Deny

# 1 Request Filtering Rules

INETE] Scan URL Scan Query Headers File Extensions Deny Strings
String
.vb

5 Filtering Rule True False header .aspx

= 1 Request Filtering URLs

URL Allowed

= /contoso True

o=

£ 2 Request Filtering Verbs

Verb Allowed

£ GET True

fn POST False

#+ WebDav Authoring Rules > Authoring Behavior

Allow Unknown MIME Types True

Default MIME Type application/octet-stream

@+ WebDav Authoring Rules > Lock Behavior

Allow Locks True
Lock Store webdav_simple_lock

Require Lock For Writing False
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@+ WebDav Authoring Rules > Property Behavior

Allow Anonymous Property Queries False
Allow Custom Properties True

Allow Property Queries With Infinite Depth False

Properties

@+ WebDav Authoring Rules > Request Filtering Behavior

Allow File Extension Filtering True
Allow Hidden Segment Filtering True

Allow Verb Filtering True

#+ WebDav Authoring Rules > WebDav Behavior

Allow Hidden Files False

Compatability Flags Allow Multiple Property Sections
Return Compact XML

Return IsCollection Property
Return IsHidden Property
Return MS-Author-Via Header

Require SSL False

#+ 1 WebDav Authoring Rules

#+ *.bas, wsvc.axd Roles: Admin, Guest Read Local
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Management Features

The management related features configuration.

[z Centralized Certificates Settings

Enabled False

8 Management Service

Enable Remote Management False

Credentials Type Windows Credentials Only

IP Address All Unassigned

Port 8172

Certificate Name WMSVC-SHA2

Certificate Thumbprint 8288C3CCB203896DA77C79EC44C325919B271033
Enable Logging True

Logging Directory %SystemDrive%\Inetpub\logs\WMSvc

Enable Failed Request Tracing False

Allow Access For Unspecified Clients True

R- 2 Management Service Users

Enabled

Enabled

? Shared Configuration

Enabled False
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Sites

A site is a container for applications and virtual directories, which can be accessed through one or more

unique bindings.

g 1 Sites
T S S

&b Default Web Site Started %SystemDrive%\inetpub\wwwroot
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Default Web Site

A site is a container for applications and virtual directories, which can be accessed through one or more

unique bindings.

& General

Application Pool DefaultAppPool

Enabled Protocols http

Preload Enabled False
Server Auto Start True

State Started

[y

Path

Physical Path %SystemDrive%\inetpub\wwwroot

Connect As Application user (pass-through authentication)

Authentication Logon Method Clear Text

{3 Failed Request Tracing

Enabled False

8 HSTS

Enabled False

=« Limits

Maximum Bandwidth No Limit
Connection Timeout (Seconds) 120

Maximum Concurrant Connections No Limit

Maximum URL Segments 32
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ASP.NET Features

The ASP.NET related features configuration.

& 1 .NET Authorization Rules

[, Allow All Users Inherited

a1 .NET Compilation > Batch

Batch Compilations True
Maximum Batch Generated File Size (KB) 1,000
Maximum Batch Size 1,000

Batch Timeout 15 minutes

1 .NET Compilation > Behavior

Debug False
Enable Prefetch False
Enable Profiling Optimizations All

Number Of Recompiles 15

Optimize Compilations False
URL Line Pragmas False
VB.NET Explicit Compile Option True

VB.NET Strict Compile Option False

I .NET Compilation > General

Assemblies mscorlib
Microsoft.CSharp, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b03f5{7f11d50a3a
*

Code Subdirectories

<
o

Default Language

Temporary Directory

.NET Error Page Settings

Mode Remote Only
Redirect Mode Response Redirect
Default Redirect

Allow Nested Errors False

1 .NET Error Pages

[E 404 https://www.contoso.com/404.aspx Inherited
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&F .NET Globalization

Culture Display Name Invariant Language (Invariant Country)
Enable Client Based Culture False

Ul Culture Display Name Invariant Language (Invariant Country)
File Encoding Windows-1252

Request Encoding utf-8

utf-8

Response Encoding utf-8

Response Header Encoding

ne  .NET Trust

Trust Level Full

»— 1 Application Settings

%= appSetting 1 Inherited

> 1 Connection Strings

Name Provider Name Value Entry
Type

w: LocalSqlServer System.Data.SqlClient data source=\SQLEXPRESS;Integrated Inherited
Security=SSPI;AttachDBFilename=|DataDirectory|aspnetdb.mdf;User
Instance=true

E? Machine Key

Validation Method SHA1
Encryption Method Auto

Validation Key AutoGenerate,|solateApps

Decryption Key AutoGenerate,|solateApps

5] Pages and Controls > Behavior

Buffer True

Client ID Mode Predictable

4.5

Control Rendering Compatibility Version
Render All Hidden Fields At Top Of Form True
Master Page File
Style Sheet Theme
Theme

henticated View State True

Enable View State True

'
[y

Maximum Page State Field Length

Page 44 of 76 Contoso Technical Services



&1 Pages and Controls > Compilation

Page Base Type System.Web.Ul.Page

User C Base Type System.Web.UIl.UserControl

Compilation Mode Always

&1 Pages and Controls > General

Namespaces System

System.Collections
System.Collections.Generic
System.Collections.Specialized
System.ComponentModel.DataAnnotations
System.Configuration

System.Ling

System.Text
System.Text.RegularExpressions
System.Web

System.Web.Caching
System.Web.DynamicData
System.Web.SessionState
System.Web.Security
System.Web.Profile

System.Web.UI
System.Web.Ul.WebControls
System.Web.Ul.WebControls.WebParts
System.Web.Ul.HtmIControls
System.Xml.Ling

5] Pages and Controls > Services

Enable Session State True

Validate Request True

& 4 Providers

&2 AspNetSglMembershipProvider .NET User System.Web.Security.SgIMembershipProvider Inherited
52 AspNetSqlProfileProvider .NET Profile System.Web.Profile.SqlProfileProvider Inherited
%2 AspNetSglRoleProvider .NET Role System.Web.Security.SglRoleProvider Inherited
&2 AspNetWindowsTokenRoleProvider .NET Role System.Web.Security.WindowsTokenRoleProvider Inherited

atm Session State > General

Mode In Process

Use Hosting Identity For Impersonation True

am  Session State > Cookie Settings

Cookie Mode Use Cookies

Cookie Name ASP.NET_Sessionld

Session Timeout (Minutes) 20
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f7 SMTP

From Address

Delivery Method SMTP Server

Host

Port 25

Authentication Type Not Required
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Bindings

A site binding is the combination of protocol, port, address, and hostname on which the site listens for

requests.

+ 2Bindings

80

4% http All Unassigned

4 https contoso 443 All Unassigned

Page 47 of 76 Contoso Technical Services



http *:80:
A site binding is the combination of protocol, port, address, and hostname on which the site listens for

requests.

4 General

Protocol http
IP Address All Unassigned

Port 80

Hostname
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https *:443:contoso

A site binding is the combination of protocol, port, address, and hostname on which the site listens for

requests.

4 General

Protocol https
IP Address All Unassigned
Port 443

Hostname contoso

= HTTPS Settings

Disable HTTP/2 False
Disable Legacy TLS False
Disable OCSP Stapling False
Disable QUIC False
Disable TLS 1.3 over TCP False

Require Server Name Indication True

Use Centralized Certificate Store False

Certificate

Certificate Name WMSVC-SHA2

Certificate Store My

Certificate Thumbprint 8288C3CCB203896DA77C79EC44C325919B271033
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lIS Features

The IIS related features configuration.

EI2 ASP > Behavior

Code Page

Enable Buffering

Enable Chunked Encoding
Enable HTML Fallback
Enable Parent Paths
Locale ID

Restart On Configuration Change

o

True

True

True

False

True

EI2 ASP > Behavior > Limits

Client Connection Test Interval
Maximum Requesting Entity Body Limit
Queue Length

Request Queue Timeout

Response Buffering Limit

Script Timeout

Threads Per Processor Limit

3 seconds

200,000

3,000

{Not Configured}
4,194,304

1 minutes and 30 seconds

25

E. ASP > Compilation

Script Language

VBScript

E73  ASP > Compilation > Debugging

Calculate Line Numbers

Catch COM Component Exceptions
Enable Client Side Debugging
Enable

Log Error Requests

Enable Server Side Debugging

,_
o
«Q
m
=
=
o
=
)
—
(]

09

Run On End Functions Anonymously

Script Error Message

Send Errors To Browser
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True

True

False

True

False

False

True

An error occurred on the server when processing the URL. Please contact the system

administrator. <p/> If you are the system administrator please click <a

href="https://go.microsoft.com/fwlink/?LinkID=82731">here</a> to find out more about this

error.

False
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E. ASP > Services > Cache

Cache Directory %SystemDrive%\inetpub\temp\ASP Compiled Templates
Enable Type Library Caching True

Maximum Disk Cached Files 2,000

Maximum Memory Cached Files 500

Maximum Script Engines Cached 250

E ASP > Services > COM+

Enable Side By Side Component False
Enable Tracker False
Execute In MTA False

Component Threading Model False

(]
=}

Side By Side Component

Use Partition False

EIL ASP > Services > Session

Enable Session State True
4,294,967,295
New ID On Secure Connection True

Session Timeout 20 minutes

<
)
X
=
c
=S
w
@
1)
@,

= Authentication > Active Directory Client Certificate Mapping Authentication

Enabled False

- Authentication > Anonymous Authentication

Enabled True

Identity IUSR

Password {Not Documented}

- Authentication > ASP.NET Impersonation

Enabled False

= Authentication > Basic Authentication

Enabled False

- Authentication > Digest Authentication

Enabled False
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- Authentication > Forms Authentication

Enabled False

- Authentication > Windows Authentication

Enabled False

a 1 Authorization Rules

[, Allow All Users Inherited

il col

Timeout 15 minutes
Use New Console For Each Invocation False

Impersonate User True

#° Compression (Dynamic)

Enabled True

#° Compression (Static)

Enabled True

= Default Documents

Enabled True

= 6 Default Documents

Name Entry Type

[} Default.ntm Inherited
[} Default.asp Inherited
[% index.htm Inherited
[% index.html Inherited
[% iisstart.htm Inherited
[% default.aspx Inherited

o Directory Browsing

Enabled False
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Error Pages Settings

Detailed errors for local requests and custom error pages for remote requests
Default Path

Default Path Type File

10 Error Pages

& 401 %SystemDrive%!\inetpub\custern<LANGUAGE-TAG>\401.htm File Inherited
&h 403 %SystemDrive%\inetpub\custern<LANGUAGE-TAG>\403.htm File Inherited
& 404 %SystemDrive%\inetpub\custern<LANGUAGE-TAG>\404.htm File Inherited
& 405 %SystemDrive%\inetpub\custern<LANGUAGE-TAG>\405.htm File Inherited
&5 406 %SystemDrive%\inetpub\custern<LANGUAGE-TAG>\406.htm File Inherited
& 412 %SystemDrive%\inetpub\custern<LANGUAGE-TAG>\412.htm File Inherited
& 431 %SystemDrive%!\inetpub\custern<LANGUAGE-TAG>\431.htm File Inherited
&h 500 %SystemDrive%\inetpub\custern<LANGUAGE-TAG>\500.htm File Inherited
&h 501 %SystemDrive%\inetpub\custern<LANGUAGE-TAG>\501.htm File Inherited
& 502 %SystemDrive%\inetpub\custern<LANGUAGE-TAG>\502.htm File Inherited

s 1 Failed Request Tracing Rules

Associated Providers Status Codes Entry Type

ASP, ASPNET, ISAPI Extension, WWW Server 401.3-999 Not Set Inherited
405

3£ Handler Mappings Settings

Access Policies Read
Script

3E 5 Handler Mappings

Name Path Verbs Entry
Type

4  ASPClassic *.asp GET, HEAD, POST Inherited
= ISAPI-dIl (Disabled) *.dll * Inherited
4 OPTIONSVerbHandler k OPTIONS Inherited
S, PageHandlerFactory-ISAPI-4.0_32bit  *.aspx GET, HEAD, POST, DEBUG Inherited
S WebDAV * PROPFIND, PROPPATCH, MKCOL, PUT, COPY, DELETE, MOVE, Inherited

LOCK, UNLOCK

@, HTTP Redirection

Enabled False
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[B HTTP Response Headers Settings

Enable HTTP Keep-Alive True

Expire Web Content No Control

E 1HTTP Response Headers

E. X-Powered-By ASP.NET Inherited

o |P and Domain Restrictions Settings

Allow Unspecified Clients True
Enable Domain Name Restrictions False
Enable Proxy Mode False

Deny Action Forbidden
Deny By Concurrent Requests Not Enabled

Deny By Request Rate Not Enabled

Enable Logging Only Mode False

= 2 IP and Domain Restrictions

<& Allow 1.1.1.1 (255.255.255.255) Inherited

<45 Deny 1.1.1.2 (255.255.255.0) Inherited

T 4 ISAPI Filters

Y ASP.Net_2.0.50727-64 %windir%\Microsoft. NET\Framework64\v2.0.50727\aspnet _filter.dll Inherited
Y ASP.Net_2.0.50727.0 %windir%\Microsoft. NET\Framework\v2.0.50727\aspnet_filter.dll Inherited
Y ASP.Net_4.0_32bit %windir%\Microsoft. NET\Framework\v4.0.30319\aspnet_filter.dll Inherited
Y ASP.Net_4.0_64bit %windir%\Microsoft. NET\Framework64\v4.0.30319\aspnet_filter.dll Inherited
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Tl Logging

Enabled True
Mode Site
Log File Format w3C

Fields Date

Time
ClientIP
UserName
ServerlP
Method
UriStem
UriQuery
HttpStatus
Win32Status
TimeTaken
ServerPort
UserAgent
Referer
HttpSubStatus

Custom Fields

Directory %SystemDrive%\inetpub\logs\LogFiles
Log File Encoding UTF-8

Event Destination Log File Only

Log File Rollover Method Daily

& 2 MIME Types

] .css text/css Inherited

[l .html text/html Inherited

= 16 Modules

Name Type Name Module Type
Type
L]

= WebDAVModule Native Inherited
= OutputCache System.Web.Caching.OutputCacheModule Managed Inherited
B Session System.Web.SessionState.SessionStateModule Managed Inherited
= WindowsAuthentication System.Web.Security.WindowsAuthenticationModule Managed Inherited
= FormsAuthentication System.Web.Security. FormsAuthenticationModule Managed Inherited
= DefaultAuthentication System.Web.Security. DefaultAuthenticationModule Managed Inherited
= RoleManager System.Web.Security.RoleManagerModule Managed Inherited
= UrlAuthorization System.Web.Security.UrlAuthorizationModule Managed Inherited
aa FileAuthorization System.Web.Security.FileAuthorizationModule Managed Inherited
= Anonymousldentification System.Web.Security.AnonymousldentificationModule Managed Inherited
= Profile System.Web.Profile.ProfileModule Managed Inherited
= UrlMappingsModule System.Web.UrIMappingsModule Managed Inherited
= UrlRoutingModule-4.0 System.Web.Routing.UrIRoutingModule Managed Inherited
= ScriptModule-4.0 System.Web.Handlers.ScriptModule, System.Web.Extensions, Managed Inherited
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Version=4.0.0.0, Culture=neutral, PublicKeyToken=31bf3856ad364e35

= ApplicationinitializationModule Native Inherited
= WebSocketModule Native Inherited

5 Output Caching Settings

Enable Cache True
Enable Kernel Cache True
Maximum Response Size (Bytes) 262,144

Maximum Cache Size No Limit

5 1 Output Caching Rules

User Mode Policy Kernel Mode Policy Entry Type

1 .aspx Use File Change Notifications Use Time Intervals (00:00:30) Inherited

¢ Request Filtering Settings

Allow Unlisted File Extensions True

Allow Unlisted Verbs True

Allow High-Bit Characters True

Allow Double Escaping False
Maximum Allowed Content Length (Bytes) 30,000,000
Maximum URL Length (Bytes) 4,096

Maximum Query String (Bytes) 2,048

O 2 Request Filtering File Extensions

Extension Allowed

[% .rules True

[ .vb False

1 Request Filtering Headers

5| Filtering Header 256
= g

= 8 Request Filtering Hidden Segments

App_Browsers Hidden
App_code Hidden
App_Data Hidden
App_GlobalResources Hidden
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App_LocalResources Hidden
App_WebReferences Hidden
bin Hidden
web.config Hidden

» 2 Request Filtering Query Strings

Query String Allowed

?. allowed Always Allow

%o denied Deny

# 1 Request Filtering Rules

Name Scan URL Scan Query Headers File Extensions Deny Strings
String
.vb

@ Filtering Rule True False header .aspx

= 1 Request Filtering URLs

URL Allowed

= /contoso True

&

£ 2 Request Filtering Verbs

Verb Allowed

£ GET True

fn POST False

& SSL Settings

Require SSL False

Client Certificates Ignore

@+ WebDav Authoring Rules > Authoring Behavior

Allow Unknown MIME Types True

Default MIME Type application/octet-stream

#+ WebDav Authoring Rules > Lock Behavior

Allow Locks True
Lock Store webdav_simple_lock

Require Lock For Writing False
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@+ WebDav Authoring Rules > Property Behavior

Allow Anonymous Property Queries False
Allow Custom Properties True

Allow Property Queries With Infinite Depth False

Properties

@+ WebDav Authoring Rules > Request Filtering Behavior

Allow File Extension Filtering True
Allow Hidden Segment Filtering True

Allow Verb Filtering True

#+ WebDav Authoring Rules > WebDav Behavior

Allow Hidden Files False

Compatability Flags Allow Multiple Property Sections
Return Compact XML

Return IsCollection Property
Return IsHidden Property
Return MS-Author-Via Header

Require SSL False

#+ 1 WebDav Authoring Rules

#+ *.bas, wsvc.axd Roles: Admin, Guest Read Inherited

Page 58 of 76 Contoso Technical Services



NTFS Permissions

Provides information about the NTFS permissions assigned to the physical directory.

® Security

® 6 NTFS Permissions

w2  BUILTIN\Administrators True Allow Full control This folder, subfolders and
files
w2 BUILTINVIS_IUSRS False Allow Read & execute This folder, subfolders and
files
&% BUILTIN\Users True Allow Read & execute This folder, subfolders and
files
w2 CREATOR OWNER True Allow Full control Subfolders and files only
w2 NT AUTHORITY\SYSTEM True Allow Full control This folder, subfolders and
files
e NT True Allow Full control This folder, subfolders and
SERVICE\TrustedInstaller files

S 1 NTFS Audit Rules

&% CONTOSO\Administrator False Success Read & execute This folder, subfolders and
files
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Applications

An application is a group of files that delivers content or provides services over protocols, such as HTTP.

&5 1 Applications

Virtual Path Physical Path Application Pool

&b /ContosoApp C:\ContosoApp DefaultAppPool
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/ContosoApp

An application is a group of files that delivers content or provides services over protocols, such as HTTP.

&b General

Application Pool DefaultAppPool
Enabled Protocols http

Preload Enabled False

Site Name Default Web Site

Virtual Path /ContosoApp

Path

Physical Path C:\ContosoApp

Connect As Application user (pass-through authentication)

Authentication Logon Method Clear Text
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ASP.NET Features

The ASP.NET related features configuration.

& 1 .NET Authorization Rules

[, Allow All Users Inherited

1 .NET Compilation > Batch

Batch Compilations True
Maximum Batch Generated File Size (KB) 1,000
Maximum Batch Size 1,000

Batch Timeout 15 minutes

I .NET Compilation > Behavior

Debug False
Enable Prefetch False
Enable Profiling Optimizations All
Number Of Recompiles 15
Optimize Compilations False
URL Line Pragmas False

VB.NET Explicit Compile Option True

VB.NET Strict Compile Option False

M .NET Compilation > General

Assemblies mscorlib
Microsoft.CSharp, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b03f5{7f11d50a3a
*

Code Subdirectories

<
o

Default Language

Temporary Directory

.NET Error Page Settings

Mode Remote Only
Redirect Mode Response Redirect
Default Redirect

Allow Nested Errors False

1 .NET Error Pages

= 404 https://www.contoso.com/404.aspx Inherited
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&F .NET Globalization

Culture Display Name Invariant Language (Invariant Country)
Enable Client Based Culture False

Ul Culture Display Name Invariant Language (Invariant Country)
File Encoding Windows-1252

Request Encoding utf-8

utf-8

Response Encoding utf-8

Response Header Encoding

ne  .NET Trust

Trust Level Full

»— 1 Application Settings

%= appSetting 1 Inherited

> 1 Connection Strings

Name Provider Name Value Entry
Type

w: LocalSqlServer System.Data.SqlClient data source=\SQLEXPRESS;Integrated Inherited
Security=SSPI;AttachDBFilename=|DataDirectory|aspnetdb.mdf;User
Instance=true

E? Machine Key

Validation Method SHA1
Encryption Method Auto

Validation Key AutoGenerate,|solateApps

Decryption Key AutoGenerate,|solateApps

5] Pages and Controls > Behavior

Buffer True

Client ID Mode Predictable

4.5

Control Rendering Compatibility Version
Render All Hidden Fields At Top Of Form True
Master Page File
Style Sheet Theme
Theme

henticated View State True

Enable View State True

'
[y

Maximum Page State Field Length
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&1 Pages and Controls > Compilation

Page Base Type System.Web.Ul.Page

User C Base Type System.Web.UIl.UserControl

Compilation Mode Always

&1 Pages and Controls > General

Namespaces System

System.Collections
System.Collections.Generic
System.Collections.Specialized
System.ComponentModel.DataAnnotations
System.Configuration

System.Ling

System.Text
System.Text.RegularExpressions
System.Web

System.Web.Caching
System.Web.DynamicData
System.Web.SessionState
System.Web.Security
System.Web.Profile

System.Web.UI
System.Web.Ul.WebControls
System.Web.Ul.WebControls.WebParts
System.Web.Ul.HtmIControls
System.Xml.Ling

5] Pages and Controls > Services

Enable Session State True

Validate Request True

& 4 Providers

&2 AspNetSglMembershipProvider .NET User System.Web.Security.SgIMembershipProvider Inherited
52 AspNetSqlProfileProvider .NET Profile System.Web.Profile.SqlProfileProvider Inherited
%2 AspNetSglRoleProvider .NET Role System.Web.Security.SglRoleProvider Inherited
&2 AspNetWindowsTokenRoleProvider .NET Role System.Web.Security.WindowsTokenRoleProvider Inherited

atm Session State > General

Mode In Process

Use Hosting Identity For Impersonation True

am  Session State > Cookie Settings

Cookie Mode Use Cookies

Cookie Name ASP.NET_Sessionld

Session Timeout (Minutes) 20
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f7 SMTP

From Address

Delivery Method SMTP Server

Host

Port 25

Authentication Type Not Required
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[IS Features

The IIS related features configuration.

EIi ASP > Behavior

Code Page

Enable Buffering

Enable Chunked Encoding

Enable HTML Fallback

Enable Parent Paths

Locale ID

Restart On Configuration Change

o

True

True

True

False

o

True

k3 ASP > Behavior > Limits

Client Connection Test Interval
Maximum Requesting Entity Body Limit
Queue Length

Request Queue Timeout

Response Buffering Limit

Script Timeout

Threads Per Processor Limit

3 seconds
200,000

3,000

{Not Configured}
4,194,304

1 minutes and 30 seconds

N
(&)]

F. ASP > Compilation

Script Language

VBScript

E73  ASP > Compilation > Debugging

Calculate Line Numbers
Catch COM Component Exceptions
Enable Client Side Debugging

Enable Log Error Requests

Enable Server

@
v}
(1]
o
=

Q

Log Errors To NT Log

Run On End Functions Anonymously

Script Error Message

Send Errors To Browser
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True

True

False

True

False

False

True

An error occurred on the server when processing the URL. Please contact the system

administrator. <p/> If you are the system administrator please click <a

href="https://go.microsoft.com/fwlink/?LinkID=82731">here</a> to find out more about this

error.
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E. ASP > Services > Cache

Cache Directory %SystemDrive%\inetpub\temp\ASP Compiled Templates
Enable Type Library Caching True

Maximum Disk Cached Files 2,000

Maximum Memory Cached Files 500

Maximum Script Engines Cached 250

E ASP > Services > COM+

Enable Side By Side Component False
Enable Tracker False
Execute In MTA False

Component Threading Model False
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Side By Side Component

Use Partition False

EIL ASP > Services > Session

Enable Session State True
4,294,967,295
New ID On Secure Connection True

Session Timeout 20 minutes
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= Authentication > Active Directory Client Certificate Mapping Authentication

Enabled False

- Authentication > Anonymous Authentication

Enabled True

Identity IUSR

Password {Not Documented}

- Authentication > ASP.NET Impersonation

Enabled False

= Authentication > Basic Authentication

Enabled False

- Authentication > Digest Authentication

Enabled False
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- Authentication > Forms Authentication

Enabled False

- Authentication > Windows Authentication

Enabled False

a 1 Authorization Rules

[, Allow All Users Inherited

il col

Timeout 15 minutes
Use New Console For Each Invocation False

Impersonate User True

#° Compression (Dynamic)

Enabled True

#° Compression (Static)

Enabled True

= Default Documents

Enabled True

= 6 Default Documents

Name Entry Type

[} Default.ntm Inherited
[} Default.asp Inherited
[% index.htm Inherited
[% index.html Inherited
[% iisstart.htm Inherited
[% default.aspx Inherited

o Directory Browsing

Enabled False
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Error Pages Settings

Detailed errors for local requests and custom error pages for remote requests
Default Path

Default Path Type File

10 Error Pages

& 401 %SystemDrive%!\inetpub\custern<LANGUAGE-TAG>\401.htm File Inherited
&h 403 %SystemDrive%\inetpub\custern<LANGUAGE-TAG>\403.htm File Inherited
& 404 %SystemDrive%\inetpub\custern<LANGUAGE-TAG>\404.htm File Inherited
& 405 %SystemDrive%\inetpub\custern<LANGUAGE-TAG>\405.htm File Inherited
&5 406 %SystemDrive%\inetpub\custern<LANGUAGE-TAG>\406.htm File Inherited
& 412 %SystemDrive%\inetpub\custern<LANGUAGE-TAG>\412.htm File Inherited
& 431 %SystemDrive%!\inetpub\custern<LANGUAGE-TAG>\431.htm File Inherited
&h 500 %SystemDrive%\inetpub\custern<LANGUAGE-TAG>\500.htm File Inherited
&h 501 %SystemDrive%\inetpub\custern<LANGUAGE-TAG>\501.htm File Inherited
& 502 %SystemDrive%\inetpub\custern<LANGUAGE-TAG>\502.htm File Inherited

s 1 Failed Request Tracing Rules

Associated Providers Status Codes Entry Type

ASP, ASPNET, ISAPI Extension, WWW Server 401.3-999 Not Set Inherited
405

3£ Handler Mappings Settings

Access Policies Read
Script

3E 5 Handler Mappings

Name Path Verbs Entry
Type

4  ASPClassic *.asp GET, HEAD, POST Inherited
= ISAPI-dIl (Disabled) *.dll * Inherited
4 OPTIONSVerbHandler k OPTIONS Inherited
S, PageHandlerFactory-ISAPI-4.0_32bit  *.aspx GET, HEAD, POST, DEBUG Inherited
S WebDAV * PROPFIND, PROPPATCH, MKCOL, PUT, COPY, DELETE, MOVE, Inherited

LOCK, UNLOCK

@, HTTP Redirection

Enabled False
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[B HTTP Response Headers Settings

Enable HTTP Keep-Alive True

Expire Web Content No Control

E 1HTTP Response Headers

E. X-Powered-By ASP.NET Inherited

o |P and Domain Restrictions Settings

Allow Unspecified Clients True
Enable Domain Name Restrictions False
Enable Proxy Mode False

Deny Action Forbidden
Deny By Concurrent Requests Not Enabled

Deny By Request Rate Not Enabled

Enable Logging Only Mode False

= 2 IP and Domain Restrictions

<& Allow 1.1.1.1 (255.255.255.255) Inherited

<45 Deny 1.1.1.2 (255.255.255.0) Inherited

T 4 ISAPI Filters

Y ASP.Net_2.0.50727-64 %windir%\Microsoft. NET\Framework64\v2.0.50727\aspnet _filter.dll Inherited
Y ASP.Net_2.0.50727.0 %windir%\Microsoft. NET\Framework\v2.0.50727\aspnet_filter.dll Inherited
Y ASP.Net_4.0_32bit %windir%\Microsoft. NET\Framework\v4.0.30319\aspnet_filter.dll Inherited
Y ASP.Net_4.0_64bit %windir%\Microsoft. NET\Framework64\v4.0.30319\aspnet_filter.dll Inherited
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Tl Logging

Enabled True
Mode Site
Log File Format w3C

Fields Date

Time
ClientIP
UserName
ServerlP
Method
UriStem
UriQuery
HttpStatus
Win32Status
TimeTaken
ServerPort
UserAgent
Referer
HttpSubStatus

Custom Fields

Directory %SystemDrive%\inetpub\logs\LogFiles
Log File Encoding UTF-8

Event Destination Log File Only

Log File Rollover Method Daily

& 2 MIME Types

] .css text/css Inherited

[l .html text/html Inherited

= 16 Modules

Name Type Name Module Type
Type
L]

= WebDAVModule Native Inherited
= OutputCache System.Web.Caching.OutputCacheModule Managed Inherited
B Session System.Web.SessionState.SessionStateModule Managed Inherited
= WindowsAuthentication System.Web.Security.WindowsAuthenticationModule Managed Inherited
= FormsAuthentication System.Web.Security. FormsAuthenticationModule Managed Inherited
= DefaultAuthentication System.Web.Security. DefaultAuthenticationModule Managed Inherited
= RoleManager System.Web.Security.RoleManagerModule Managed Inherited
= UrlAuthorization System.Web.Security.UrlAuthorizationModule Managed Inherited
aa FileAuthorization System.Web.Security.FileAuthorizationModule Managed Inherited
= Anonymousldentification System.Web.Security.AnonymousldentificationModule Managed Inherited
= Profile System.Web.Profile.ProfileModule Managed Inherited
= UrlMappingsModule System.Web.UrIMappingsModule Managed Inherited
= UrlRoutingModule-4.0 System.Web.Routing.UrIRoutingModule Managed Inherited
= ScriptModule-4.0 System.Web.Handlers.ScriptModule, System.Web.Extensions, Managed Inherited
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Version=4.0.0.0, Culture=neutral, PublicKeyToken=31bf3856ad364e35

= ApplicationinitializationModule Native Inherited
= WebSocketModule Native Inherited

5 Output Caching Settings

Enable Cache True
Enable Kernel Cache True
Maximum Response Size (Bytes) 262,144

Maximum Cache Size No Limit

5 1 Output Caching Rules

User Mode Policy Kernel Mode Policy Entry Type

1 .aspx Use File Change Notifications Use Time Intervals (00:00:30) Inherited

¢ Request Filtering Settings

Allow Unlisted File Extensions True

Allow Unlisted Verbs True

Allow High-Bit Characters True

Allow Double Escaping False
Maximum Allowed Content Length (Bytes) 30,000,000
Maximum URL Length (Bytes) 4,096

Maximum Query String (Bytes) 2,048

O 2 Request Filtering File Extensions

Extension Allowed

[% .rules True

[ .vb False

1 Request Filtering Headers

5| Filtering Header 256
= g

= 8 Request Filtering Hidden Segments

App_Browsers Hidden
App_code Hidden
App_Data Hidden
App_GlobalResources Hidden
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App_LocalResources Hidden
App_WebReferences Hidden
bin Hidden
web.config Hidden

» 2 Request Filtering Query Strings

Query String Allowed

?. allowed Always Allow

%o denied Deny

# 1 Request Filtering Rules

Name Scan URL Scan Query Headers File Extensions Deny Strings
String
.vb

@ Filtering Rule True False header .aspx

= 1 Request Filtering URLs

URL Allowed

= /contoso True

&

£ 2 Request Filtering Verbs

Verb Allowed

£ GET True

fn POST False

& SSL Settings

Require SSL False

Client Certificates Ignore

@+ WebDav Authoring Rules > Authoring Behavior

Allow Unknown MIME Types True

Default MIME Type application/octet-stream

#+ WebDav Authoring Rules > Lock Behavior

Allow Locks True
Lock Store webdav_simple_lock

Require Lock For Writing False
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@+ WebDav Authoring Rules > Property Behavior

Allow Anonymous Property Queries False
Allow Custom Properties True

Allow Property Queries With Infinite Depth False

Properties

@+ WebDav Authoring Rules > Request Filtering Behavior

Allow File Extension Filtering True
Allow Hidden Segment Filtering True

Allow Verb Filtering True

#+ WebDav Authoring Rules > WebDav Behavior

Allow Hidden Files False

Compatability Flags Allow Multiple Property Sections
Return Compact XML

Return IsCollection Property
Return IsHidden Property
Return MS-Author-Via Header

Require SSL False

#+ 1 WebDav Authoring Rules

#+ *.bas, wsvc.axd Roles: Admin, Guest Read Inherited
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NTFS Permissions

Provides information about the NTFS permissions assigned to the physical directory.

® Security

% 5NTFS Permissions

w2  BUILTIN\Administrators True Allow Full control This folder, subfolders and
files

w2 BUILTIN\Users True Allow Read & execute This folder, subfolders and
files

ws  BUILTIN\Users True Allow Create files / write data This folder and subfolders

Create folders / append data

&% CREATOR OWNER True Allow Full control Subfolders and files only
&% NT AUTHORITY\SYSTEM True Allow Full control This folder, subfolders and
files

/A O NTFS Audit Rules

There are no audit rules found.
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Version History

The version history displays the changes that have been made to the documentation of this item over

time - either automatically when a change has been detected, or manually by users of the system.

¥ 3versions

£ 1.02 CONTOSO\sysadmin Friday, February 14, 2025 4:48 PM Added custom item details
£ 1.01 CONTOSO\sysadmin Friday, February 14, 2025 4:47 PM Added primary owner
£ 1.00 CONTOSO\sysadmin Friday, February 14, 2025 4:40 PM Item created.
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