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Disclaimer
This document is for authorised use by the intended recipient(s) only. It may contain proprietary material,
 confidential information and, or be subject to legal privilege. It should not be copied, disclosed to, 
retained or used by, any other party.

Microsoft, Windows and Active Directory are either registered trademarks or trademarks of Microsoft 
Corporation in the United States and/or other countries.
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Exchange Organization
Information
There is no description configured for this Exchange Organization. This can be set using the XIA 
Configuration Server interface.

Item Properties
Description Exchange Online (15.20.1643.16)

Item Name contoso.com

Item ID 1041

Primary Owner Name

Primary Owner Contact

Scanned on Date 14 May 2019

Client Version 11.0.7.17018

Relationships
Item ID Direction Name Type Relationship Type

1000 Outbound Contoso Technical Services Container Contained Within
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Relationship Map
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Organization Summary
Microsoft Exchange is an enterprise-class email and calendaring system, available either as a 
cloud-based solution, or as an on-premises installation.

General Settings

Name contoso.com

Identifier 0595cddd-0312-4163-b74a-dacf20028cd8

Organization Type Exchange Online

RBAC Configuration Version 15.20.1643.16

Version 15.20.1643.16
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Compliance Management
Compliance Management functionality provides the ability to create policies to manage email lifecycle, 
retain messages for the length of time based on business, legal, and regulatory requirements, and 
preserve email records for litigation and investigation purposes.
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Journal Rules
Journaling is the ability to record all communications, including email communications, in an 
organization for use in the organization's email retention or archival strategy. To meet an increasing 
number of regulatory and compliance requirements, many organizations must maintain records of 
communications that occur when employees perform daily business tasks.

General Settings

Undeliverable Report Address undeliverable@contoso.com

2 Journal Rules

Name Enabled Recipient Send To

Journal Rule 1 True user@contoso.com journal1@contoso.com

Journal Rule 2 False user@contoso.com journal2@contoso.com
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Journal Rule 1
Journaling is the ability to record all communications, including email communications, in an 
organization for use in the organization's email retention or archival strategy. To meet an increasing 
number of regulatory and compliance requirements, many organizations must maintain records of 
communications that occur when employees perform daily business tasks.

General Settings

Name Journal Rule 1

GUID 9f884605-5a28-48f8-8f9b-d9f566d55f10

Last Updated 09/04/2018 10:18:41

Settings

Enabled True

Journal Email Address journal1@contoso.com

Recipient user@contoso.com

Scope All messages
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Journal Rule 2
Journaling is the ability to record all communications, including email communications, in an 
organization for use in the organization's email retention or archival strategy. To meet an increasing 
number of regulatory and compliance requirements, many organizations must maintain records of 
communications that occur when employees perform daily business tasks.

General Settings

Name Journal Rule 2

GUID 9e163652-fb6e-4ae8-b763-5a43b237bff4

Last Updated 09/04/2018 10:53:06

Settings

Enabled False

Journal Email Address journal2@contoso.com

Recipient user@contoso.com

Scope External messages only
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Retention Policies
Retention policies help organizations to manage email lifecycle and reduce legal risks associated with 
email and other communications.

3 Retention Policies

Name Tags

Default MRM Policy 1 Month Delete
1 Week Delete
1 Year Delete
5 Year Delete
6 Month Delete
Default 2 year move to archive
Junk Email
Never Delete
Personal 1 year move to archive
Personal 5 year move to archive
Personal never move to archive
Recoverable Items 14 days move to archive

Retention Policy 1 1 Year Delete
Default 2 year move to archive

Retention Policy 2
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Default MRM Policy
Retention policies help organizations to manage email lifecycle and reduce legal risks associated with 
email and other communications.

General Settings

Name Default MRM Policy

GUID 3e02ad53-e044-4da5-b88a-7e8e3aa736c7

Last Updated 29/05/2018 15:55:06

12 Retention Policy Tags

Name Type Retention Period Retention Action

1 Month Delete Personal When the item reaches 30 days old Delete and allow recovery

1 Week Delete Personal When the item reaches 7 days old Delete and allow recovery

1 Year Delete Personal When the item reaches 365 days old Delete and allow recovery

5 Year Delete Personal When the item reaches 1825 days old Delete and allow recovery

6 Month Delete Personal When the item reaches 180 days old Delete and allow recovery

Default 2 year move to archive Default When the item reaches 730 days old Move to archive

Junk Email Junk Email When the item reaches 30 days old Delete and allow recovery

Never Delete Personal Never Delete and allow recovery

Personal 1 year move to archive Personal When the item reaches 365 days old Move to archive

Personal 5 year move to archive Personal When the item reaches 1825 days old Move to archive

Personal never move to archive Personal Never Move to archive

Recoverable Items 14 days move to archive Recoverable
 Items

When the item reaches 14 days old Move to archive
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Retention Policy 1
Retention policies help organizations to manage email lifecycle and reduce legal risks associated with 
email and other communications.

General Settings

Name Retention Policy 1

GUID 4f88651a-5610-4752-80a3-1e80cb1be3a9

Last Updated 11/04/2018 13:56:49

2 Retention Policy Tags

Name Type Retention Period Retention Action

1 Year Delete Personal When the item reaches 365 days old Delete and allow recovery

Default 2 year move to archive Default When the item reaches 730 days old Move to archive
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Retention Policy 2
Retention policies help organizations to manage email lifecycle and reduce legal risks associated with 
email and other communications.

General Settings

Name Retention Policy 2

GUID c67ad6a9-01c0-41d4-9df8-9fc589fb331f

Last Updated 11/04/2018 13:50:19

There are no tags configured for this retention policy.
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Retention Tags
Retention tags are used to apply retention settings to folders and individual items such as email 
messages and voice mail. These settings specify how long a message remains in a mailbox and the 
action to take when the message reaches the specified retention age.

16 Retention Policy Tags

Name Type Retention Period Retention Action

1 Month Delete Personal When the item reaches 30 days old Delete and allow recovery

1 Week Delete Personal When the item reaches 7 days old Delete and allow recovery

1 Year Delete Personal When the item reaches 365 days old Delete and allow recovery

5 Year Delete Personal When the item reaches 1825 days old Delete and allow recovery

6 Month Delete Personal When the item reaches 180 days old Delete and allow recovery

AsyncOperationNotification Personal When the item reaches 30 days old Delete and allow recovery

AutoGroup Personal When the item reaches 30 days old Delete and allow recovery

Default 2 year move to archive Default When the item reaches 730 days old Move to archive

Deleted Items Deleted 
Items

When the item reaches 30 days old Delete and allow recovery

Junk Email Junk Email When the item reaches 30 days old Delete and allow recovery

ModeratedRecipients Personal When the item reaches 2 days old Delete and allow recovery

Never Delete Personal Never Delete and allow recovery

Personal 1 year move to archive Personal When the item reaches 365 days old Move to archive

Personal 5 year move to archive Personal When the item reaches 1825 days old Move to archive

Personal never move to archive Personal Never Move to archive

Recoverable Items 14 days move to archive Recoverable
 Items

When the item reaches 14 days old Move to archive
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Mail Flow
This section describes the configuration of the mail flow within the organization including the address 
policies, send and receive connectors and transport rules.
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Accepted Domains
An accepted domain is any SMTP namespace for which Microsoft Exchange sends or receives emails.

2 Accepted Domains

Name Domain Name Type

accepteddomain.com accepteddomain.com Internal Relay

contoso.com contoso.com Internal Relay
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accepteddomain.com
An accepted domain is any SMTP namespace for which Microsoft Exchange sends or receives emails.

General Settings

Name accepteddomain.com

GUID 2e9e5bae-d0e3-4648-86c9-b39a256f1b0e

Last Updated 09/04/2018 11:47:31

Accepted Domain Settings

Domain Name accepteddomain.com

Domain Type Internal Relay

DKIM Enabled True

Default False

Accept Subdomains True
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contoso.com
An accepted domain is any SMTP namespace for which Microsoft Exchange sends or receives emails.

General Settings

Name contoso.com

GUID b5473913-b2df-4ade-bfe4-fc09a06d2a91

Last Updated 30/05/2018 16:29:03

Accepted Domain Settings

Domain Name contoso.com

Domain Type Internal Relay

DKIM Enabled True

Default True

Accept Subdomains False
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Remote Domains
Remote domains allow control of mail flow to domains outside of the Exchange Online domain.

2 Remote Domains

Name Domain Name

Default *

Remote Domain remotedomain.contoso.com
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Default
Remote domains allow control of mail flow to domains outside of the Exchange Online domain.

General Settings

Name Default

GUID 691bc26c-4e27-4010-960e-7b8470d79b05

Last Updated 03/08/2017 03:19:27

Remote Domain Settings

Domain Name *

Out of Office Automatic Reply Types Allow only external Out of Office replies

Use Rich-Text Format Follow user settings

Automatic Replies

Allow Automatic Replies True

Allow Automatic Forwarding True

Message Reporting

Allow Delivery Reports True

Allow Non-delivery Reports True

Allow Meeting Forward Notifications False

Supported Character Set

MIME Character Set Western European (ISO)

Non-MIME Character Set Western European (ISO)
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Remote Domain
Remote domains allow control of mail flow to domains outside of the Exchange Online domain.

General Settings

Name Remote Domain

GUID c1ab8488-f93c-441c-8c13-41a6bc2c9d8c

Last Updated 11/04/2018 13:24:52

Remote Domain Settings

Domain Name remotedomain.contoso.com

Out of Office Automatic Reply Types Allow only external Out of Office replies

Use Rich-Text Format Never use rich text format

Automatic Replies

Allow Automatic Replies True

Allow Automatic Forwarding False

Message Reporting

Allow Delivery Reports False

Allow Non-delivery Reports False

Allow Meeting Forward Notifications True

Supported Character Set

MIME Character Set Korean (ISO)

Non-MIME Character Set Chinese Simplified (GB18030)
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Rules
Mail flow rules, also known as transport rules, are used to identify and take action on messages that flow 
through an Exchange organization.

2 Rules

Name Enabled Priority

Transport Rule 1 False 0

Transport Rule 2 True 1
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Transport Rule 1
Mail flow rules, also known as transport rules, are used to identify and take action on messages that flow 
through an Exchange organization.

General Settings

Name Transport Rule 1

GUID b21b45cd-e9d7-4555-b4d2-f20d350122b1

Last Updated 30/05/2018 14:38:27

Settings

Audit Mode Medium

Comments

Defer Message On Processing Error True

Enabled False

Mode Enforce

Priority 0

Rule Version 15.0.5.3

Match Sender Address Header

Stop Processing More Rules False

Details

Description If the message:
 Is sent to 'Inside the organization'
Take the following actions:
 Set audit severity level to 'Medium'
 and Send the incident report to user@contoso.com, include these message properties in the report: 
bcc'd recipients
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Transport Rule 2
Mail flow rules, also known as transport rules, are used to identify and take action on messages that flow 
through an Exchange organization.

General Settings

Name Transport Rule 2

GUID 18db81a1-935b-49f8-9edc-9abc05dedbe3

Last Updated 30/05/2018 14:52:41

Settings

Audit Mode Low

Comments Transport Rule 2 comments.

Defer Message On Processing Error True

Enabled True

Mode Test without Policy Tips

Priority 1

Rule Version 15.0.2.0

Match Sender Address Header

Stop Processing More Rules True

Details

Description If the message:
 The message size is larger than or equal to '512 KB (524,288 bytes)'
Take the following actions:
 Set audit severity level to 'Low'
 and Delete the message without notifying the recipient or sender
 and Stop processing more rules
Activation date: 08/06/2018 13:30:00
Expiry date: 05/07/2018 13:30:00
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Mobile
This section provides configuration settings for mobile devices.
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Mobile Mailbox Policies
Mobile device mailbox policies allow a common set of policies and security settings to be applied to a 
collection of ActiveSync users.

2 Mobile Device Mailbox Policies

Name Default Last Modified

Default False 13/04/2018 14:20:39

Mobile Mailbox Policy True 30/05/2018 15:42:00
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Default
Mobile device mailbox policies allow a common set of policies and security settings to be applied to a 
collection of ActiveSync users.

General Settings

Name Default

Default False

Allow Non-Provisionable Devices True

GUID b777db50-0189-446b-91ab-8ef2e1f8cc16

Last Updated 13/04/2018 14:20:39

Security

Require Password False

Device

Allow Removable Storage True

Allow Camera True

Allow Wi-Fi True

Allow Infrared True

Allow Internet Sharing True

Allow Remote Desktop True

Allow Bluetooth Allow

Sync Settings

Include Past Calendar Items All

Include Past Email Items All

Limit Email Size Unlimited

Allow Direct Push When Roaming True

Allow HTML Email True

Allow Attachments True

Maximum Attachment Size Unlimited
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Mobile Mailbox Policy
Mobile device mailbox policies allow a common set of policies and security settings to be applied to a 
collection of ActiveSync users.

General Settings

Name Mobile Mailbox Policy

Default True

Allow Non-Provisionable Devices True

GUID 644256b9-6833-4673-8acb-b6c0843f05fb

Last Updated 30/05/2018 15:42:00

Security

Require Password True

Allow Simple Passwords True

Require Alphanumeric Passwords True

Required Character Sets 3

Require Device Encryption False

Minimum Password Length 0

Maximum Failed Password Attempts 0

Require Sign-in after the device has been inactive
 for (minutes)

22

Enforce Password Lifetime (days) 0

Password Recycle Count 33

Device

Allow Removable Storage True

Allow Camera True

Allow Wi-Fi True

Allow Infrared True

Allow Internet Sharing True

Allow Remote Desktop True

Allow Bluetooth Allow
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Sync Settings

Include Past Calendar Items All

Include Past Email Items All

Limit Email Size Unlimited

Allow Direct Push When Roaming True

Allow HTML Email True

Allow Attachments True

Maximum Attachment Size Unlimited
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Organization
This section provides organization level configuration settings.
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Add-Ins
Add-ins are applications that extend the functionality of Outlook clients by adding information or tools 
that users can access without having to leave Outlook.

6 Add-Ins

Name Provider Enabled Default State

Action Items Microsoft True Enabled

Bing Maps Microsoft True Enabled

Insights Microsoft True Enabled

My Templates Microsoft True Enabled

Suggested Meetings Microsoft True Enabled

Unsubscribe Microsoft True Enabled
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Action Items
Add-ins are applications that extend the functionality of Outlook clients by adding information or tools 
that users can access without having to leave Outlook.

General Settings

Name Action Items

Description Shows Action Item suggestions from your email. This add-in will not share your data with any 
third-party service.

Add-In Settings

Enabled True

Default State Enabled

Permissions Read\write mailbox

Provider Name Microsoft

Version 1.0
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Bing Maps
Add-ins are applications that extend the functionality of Outlook clients by adding information or tools 
that users can access without having to leave Outlook.

General Settings

Name Bing Maps

Description Map addresses found in your email. This add-in will send addresses to Bing but will not share your data
 with any third-party service.

Add-In Settings

Enabled True

Default State Enabled

Permissions Restricted

Provider Name Microsoft

Version 1.1
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Insights
Add-ins are applications that extend the functionality of Outlook clients by adding information or tools 
that users can access without having to leave Outlook.

General Settings

Name Insights

Description Get insights about your work, while you work. Insights to help you protect time to get work done, 
automatic to dos, and more.

Add-In Settings

Enabled True

Default State Enabled

Permissions Read\write mailbox

Provider Name Microsoft

Version 2.6.0.0
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My Templates
Add-ins are applications that extend the functionality of Outlook clients by adding information or tools 
that users can access without having to leave Outlook.

General Settings

Name My Templates

Description

Add-In Settings

Enabled True

Default State Enabled

Permissions Read\write item

Provider Name Microsoft

Version 1.0
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Suggested Meetings
Add-ins are applications that extend the functionality of Outlook clients by adding information or tools 
that users can access without having to leave Outlook.

General Settings

Name Suggested Meetings

Description Shows meeting suggestions found in your email and allows you to add them to your calendar. This 
add-in will not share your data with any third-party service.

Add-In Settings

Enabled True

Default State Enabled

Permissions Read\write mailbox

Provider Name Microsoft

Version 1.1
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Unsubscribe
Add-ins are applications that extend the functionality of Outlook clients by adding information or tools 
that users can access without having to leave Outlook.

General Settings

Name Unsubscribe

Description This add-in is triggered by messages from subscription email feeds, and allows you to block the sender 
or unsubscribe from the source. This add-in will not share your data with any third-party service.

Add-In Settings

Enabled True

Default State Enabled

Permissions Read\write mailbox

Provider Name Microsoft

Version 1.0
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Permissions
Microsoft Exchange provides permissions based on the Role Based Access Control (RBAC) permissions 
model, which can be used to grant permissions to administrators and users.
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Admin Roles
Admin role groups combine together permissions that can be assigned to administrators in the 
organization.

16 Admin Roles

Name Description

Compliance Management This role group will allow a specified user, responsible for compliance, to 
properly configure and manage compliance settings within Exchange in 
accordance with their policy.

Discovery Management Members of this management role group can perform searches of mailboxes
 in the Exchange organization for data that meets specific criteria.

Help Desk Members of this management role group can view and manage the 
configuration for individual recipients and view recipients in an Exchange 
organization. Members of this role group can only manage the configuration 
each user can manage on his or her own mailbox. Additional  permissions 
can be added by assigning additional management roles to this role group.

HelpdeskAdmins_1404554458 Membership in this role group is synchronized across services and managed
 centrally. This role group is not manageable through Microsoft Exchange. 
Members of this role group may include cross-service helpdesk or password 
administrators, as well as external partner groups and Microsoft Support. By 
default, this group is not assigned any roles. However, it will be a member of 
the View-Only Organization Management role group and will inherit the 
rights of that group.

Hygiene Management Members of this management role group can manage Exchange anti-spam 
features and grant permissions for antivirus products to integrate with 
Exchange.

Organization Management Members of this management role group have permissions to manage 
Exchange objects and their properties in the Exchange organization. 
Members can also delegate role groups and management roles in the 
organization. This role group shouldn't be deleted.

Recipient Management Members of this management role group have rights to create, manage, and 
remove Exchange recipient objects in the Exchange organization.

Records Management Members of this management role group have permissions to manage and 
dispose record content.

RIM-MailboxAdmins249649434ebd453887d6f8bfa850517f

Role Group This is a sample role group.

Security Administrator Membership in this role group is synchronized across services and managed
 centrally. This role group is not manageable through the administrator 
portals. Members of this role group may include cross-service 
administrators, as well as external partner groups and Microsoft Support. By 
default, this group may not be assigned any roles. However, it will be a 
member of the Security Administrators role groups and will inherit the 
capabilities of that role group.

Security Reader Membership in this role group is synchronized across services and managed
 centrally. This role group is not manageable through the administrator 
portals. Members of this role group may include cross-service 
administrators, as well as external partner groups and Microsoft Support. By 
default, this group may not be assigned any roles. However, it will be a 
member of the Security Reader role groups and will inherit the capabilities of
 that role group.

TenantAdmins_453723128 Membership in this role group is synchronized across services and managed
 centrally. This role group is not manageable through Microsoft Exchange. 
Members of this role group may include cross-service administrators, as well
 as external partner groups and Microsoft Support. By default, this group 
may not be assigned any roles. However, it will be a member of the 
Organization Management role group and will inherit the capabilities of that 
role group.

UM Management Members of this management role group can manage Unified Messaging 
organization, server, and recipient configuration.
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View-Only Organization Management Members of this management role group can view recipient and 
configuration objects and their properties in the Exchange organization.

XIA Configuration Role Provides the ability for XIA Configuration to document the configuration.
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Compliance Management
Admin role groups combine together permissions that can be assigned to administrators in the 
organization.

General Settings

Name Compliance Management

Description This role group will allow a specified user, responsible for compliance, to properly configure and 
manage compliance settings within Exchange in accordance with their policy.

GUID d2f43f7f-d5ca-4fe3-8c34-9df3045e32af

Last Updated 05/04/2018 14:56:05

Role Group Settings

Managers Organization Management

Member Names Myan M. Mookle

Role Names Audit Logs
Compliance Admin
Data Loss Prevention
Information Rights Management
Journaling
Message Tracking
Retention Management
Transport Rules
View-Only Audit Logs
View-Only Configuration
View-Only Recipients

Write Scope Executive Mailboxes
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Discovery Management
Admin role groups combine together permissions that can be assigned to administrators in the 
organization.

General Settings

Name Discovery Management

Description Members of this management role group can perform searches of mailboxes in the Exchange 
organization for data that meets specific criteria.

GUID e941ebe2-9df7-4309-bf69-78072545ac91

Last Updated 03/08/2017 03:19:27

Role Group Settings

Managers Organization Management

Member Names

Role Names Legal Hold
Mailbox Search

Write Scope Default
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Help Desk
Admin role groups combine together permissions that can be assigned to administrators in the 
organization.

General Settings

Name Help Desk

Description Members of this management role group can view and manage the configuration for individual 
recipients and view recipients in an Exchange organization. Members of this role group can only 
manage the configuration each user can manage on his or her own mailbox. Additional  permissions 
can be added by assigning additional management roles to this role group.

GUID ff665767-d39f-4938-b8d6-bf057c7933ee

Last Updated 03/08/2017 03:19:27

Role Group Settings

Managers Organization Management

Member Names

Role Names Reset Password
User Options
View-Only Recipients

Write Scope Default
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HelpdeskAdmins_1404554458
Admin role groups combine together permissions that can be assigned to administrators in the 
organization.

General Settings

Name HelpdeskAdmins_1404554458

Description Membership in this role group is synchronized across services and managed centrally. This role group 
is not manageable through Microsoft Exchange. Members of this role group may include cross-service 
helpdesk or password administrators, as well as external partner groups and Microsoft Support. By 
default, this group is not assigned any roles. However, it will be a member of the View-Only 
Organization Management role group and will inherit the rights of that group.

GUID ac31a717-1604-4fae-9223-08e287a76b16

Last Updated 08/08/2017 13:35:13

Role Group Settings

Managers Organization Management

Member Names

Role Names

Write Scope Default
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Hygiene Management
Admin role groups combine together permissions that can be assigned to administrators in the 
organization.

General Settings

Name Hygiene Management

Description Members of this management role group can manage Exchange anti-spam features and grant 
permissions for antivirus products to integrate with Exchange.

GUID fb0d0848-4738-4cf9-9e4a-723c5cf3adb6

Last Updated 03/08/2017 03:19:27

Role Group Settings

Managers Organization Management

Member Names

Role Names Transport Hygiene
View-Only Configuration
View-Only Recipients

Write Scope Default
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Organization Management
Admin role groups combine together permissions that can be assigned to administrators in the 
organization.

General Settings

Name Organization Management

Description Members of this management role group have permissions to manage Exchange objects and their 
properties in the Exchange organization. Members can also delegate role groups and management 
roles in the organization. This role group shouldn't be deleted.

GUID 7cfbbec3-01e1-47da-b7d8-a306e9e8c411

Last Updated 18/12/2018 12:02:16
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Role Group Settings

Managers Organization Management

Member Names TenantAdmins_453723128

Role Names Address Lists
ApplicationImpersonation
ArchiveApplication
Audit Logs
Compliance Admin
Data Loss Prevention
Distribution Groups
E-Mail Address Policies
Federated Sharing
Information Rights Management
Journaling
Legal Hold
LegalHoldApplication
Mail Enabled Public Folders
Mail Recipient Creation
Mail Recipients
Mail Tips
Mailbox Import Export
Mailbox Search
MailboxSearchApplication
MeetingGraphApplication
Message Tracking
Migration
Move Mailboxes
My Custom Apps
My Marketplace Apps
My ReadWriteMailbox Apps
MyBaseOptions
MyContactInformation
MyDistributionGroupMembership
MyDistributionGroups
MyMailboxDelegation
MyMailSubscriptions
MyProfileInformation
MyRetentionPolicies
MyTeamMailboxes
MyTextMessaging
MyVoiceMail
OfficeExtensionApplication
Org Custom Apps
Org Marketplace Apps
Organization Client Access
Organization Configuration
Organization Transport Settings
Public Folders
Recipient Policies
Remote and Accepted Domains
Reset Password
Retention Management
Role Management
Security Admin
Security Group Creation and Membership
Security Reader
SendMailApplication
Team Mailboxes
TeamMailboxLifecycleApplication
Transport Hygiene
Transport Rules
UM Mailboxes
UM Prompts
Unified Messaging
User Options
UserApplication
View-Only Audit Logs
View-Only Configuration
View-Only Recipients

Write Scope Default
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Recipient Management
Admin role groups combine together permissions that can be assigned to administrators in the 
organization.

General Settings

Name Recipient Management

Description Members of this management role group have rights to create, manage, and remove Exchange 
recipient objects in the Exchange organization.

GUID 7ee14036-e111-437f-b405-087c8aeab287

Last Updated 03/08/2017 03:19:27

Role Group Settings

Managers Organization Management

Member Names

Role Names Distribution Groups
Mail Recipient Creation
Mail Recipients
Message Tracking
Migration
Move Mailboxes
Recipient Policies
Reset Password
Team Mailboxes

Write Scope Default

Page 52 of 147                                                                              Contoso Foods



Records Management
Admin role groups combine together permissions that can be assigned to administrators in the 
organization.

General Settings

Name Records Management

Description Members of this management role group have permissions to manage and dispose record content.

GUID 9c055929-6814-4616-8913-7f410567fbff

Last Updated 03/08/2017 03:19:27

Role Group Settings

Managers Organization Management

Member Names

Role Names Audit Logs
Journaling
Message Tracking
Retention Management
Transport Rules

Write Scope Default
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RIM-MailboxAdmins249649434ebd453887d6f8bfa850517f
Admin role groups combine together permissions that can be assigned to administrators in the 
organization.

General Settings

Name RIM-MailboxAdmins249649434ebd453887d6f8bfa850517f

Description

GUID 29bfd24b-05bc-4aa8-a820-2b81f2cf67e4

Last Updated 15/10/2017 22:06:56

Role Group Settings

Managers Organization Management

Member Names

Role Names ApplicationImpersonation

Write Scope Default
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Role Group
Admin role groups combine together permissions that can be assigned to administrators in the 
organization.

General Settings

Name Role Group

Description This is a sample role group.

GUID a8ebb149-d3c3-4c05-811c-3127c8faaf53

Last Updated 01/06/2018 14:26:16

Role Group Settings

Managers Organization Management
tsmith

Member Names

Role Names

Write Scope Default
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Security Administrator
Admin role groups combine together permissions that can be assigned to administrators in the 
organization.

General Settings

Name Security Administrator

Description Membership in this role group is synchronized across services and managed centrally. This role group 
is not manageable through the administrator portals. Members of this role group may include 
cross-service administrators, as well as external partner groups and Microsoft Support. By default, this 
group may not be assigned any roles. However, it will be a member of the Security Administrators role 
groups and will inherit the capabilities of that role group.

GUID 3cbaf7a9-e26d-4c5a-91e7-cc394e5e09a9

Last Updated 18/12/2018 11:30:14

Role Group Settings

Managers Organization Management

Member Names

Role Names Security Admin

Write Scope Default
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Security Reader
Admin role groups combine together permissions that can be assigned to administrators in the 
organization.

General Settings

Name Security Reader

Description Membership in this role group is synchronized across services and managed centrally. This role group 
is not manageable through the administrator portals. Members of this role group may include 
cross-service administrators, as well as external partner groups and Microsoft Support. By default, this 
group may not be assigned any roles. However, it will be a member of the Security Reader role groups 
and will inherit the capabilities of that role group.

GUID 29942a63-a36c-4927-b4d7-8862d48fb7b9

Last Updated 03/08/2017 03:19:27

Role Group Settings

Managers Organization Management

Member Names

Role Names Security Reader

Write Scope Default
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TenantAdmins_453723128
Admin role groups combine together permissions that can be assigned to administrators in the 
organization.

General Settings

Name TenantAdmins_453723128

Description Membership in this role group is synchronized across services and managed centrally. This role group 
is not manageable through Microsoft Exchange. Members of this role group may include cross-service 
administrators, as well as external partner groups and Microsoft Support. By default, this group may not
 be assigned any roles. However, it will be a member of the Organization Management role group and 
will inherit the capabilities of that role group.

GUID 515ac5c6-8045-4a76-8154-4809b0710d3f

Last Updated 18/12/2018 12:02:52

Role Group Settings

Managers Organization Management

Member Names tsmith
bcook

Role Names

Write Scope Default
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UM Management
Admin role groups combine together permissions that can be assigned to administrators in the 
organization.

General Settings

Name UM Management

Description Members of this management role group can manage Unified Messaging organization, server, and 
recipient configuration.

GUID 575e4e5d-50b0-47cd-9e5e-338a2003979f

Last Updated 03/08/2017 03:19:27

Role Group Settings

Managers Organization Management

Member Names

Role Names UM Mailboxes
UM Prompts
Unified Messaging

Write Scope Default
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View-Only Organization Management
Admin role groups combine together permissions that can be assigned to administrators in the 
organization.

General Settings

Name View-Only Organization Management

Description Members of this management role group can view recipient and configuration objects and their 
properties in the Exchange organization.

GUID a52b5a69-3d89-4cae-b6e8-be5a7da18894

Last Updated 18/12/2018 11:27:50

Role Group Settings

Managers Organization Management

Member Names HelpdeskAdmins_1404554458
tsmith

Role Names View-Only Configuration
View-Only Recipients

Write Scope Default
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XIA Configuration Role
Admin role groups combine together permissions that can be assigned to administrators in the 
organization.

General Settings

Name XIA Configuration Role

Description Provides the ability for XIA Configuration to document the configuration.

GUID 7d7f147c-cf8a-4536-bece-da437786d2e2

Last Updated 18/12/2018 13:16:53

Role Group Settings

Managers Organization Management
tsmith

Member Names asmith

Role Names E-Mail Address Policies
Mail Recipients
View-Only Configuration
View-Only Recipients

Write Scope Default
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Outlook Web App Policies
The Outlook Web App policies allow a common set of policy settings, such as feature availability and file 
access settings to be applied to Outlook Web App users.

3 Outlook Web App Policies

Name Last Modified

Outlook Web App Mailbox Policy 24/04/2018 14:36:51

Outlook Web App Mailbox Policy 2 24/04/2018 14:37:03

OwaMailboxPolicy-Default 03/08/2017 03:19:50
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Outlook Web App Mailbox Policy
The Outlook Web App policies allow a common set of policy settings, such as feature availability and file 
access settings to be applied to Outlook Web App users.

General Settings

Name Outlook Web App Mailbox Policy

GUID f0f683b2-5aee-496f-b7b3-aa55154e731d

Offline Access Never

Last Updated 24/04/2018 14:36:51

Communication Management

All Address Lists False

Contacts False

Exchange ActiveSync False

Instant Messaging False

LinkedIn Contact Sync False

Mobile Device Contact Sync False

Text Messaging False

Unified Messaging False

Information Management

Inbox Rules False

Journaling False

Notes False

Recover Deleted Items False

Security

Change Password False

Junk Email Filtering True

User Experience

Email Signature False

Interesting Calendars False

Local Events False

Places False

Premium Client False

Themes False

Weather False
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Time Management

Calendar False

Reminders and Notifications False

Tasks False

File Access

Direct File Access (Private) False

Direct File Access (Public) False
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Outlook Web App Mailbox Policy 2
The Outlook Web App policies allow a common set of policy settings, such as feature availability and file 
access settings to be applied to Outlook Web App users.

General Settings

Name Outlook Web App Mailbox Policy 2

GUID a8826ae9-2eda-43a8-94d2-aa9ebd8bae0a

Offline Access Never

Last Updated 24/04/2018 14:37:03

Communication Management

All Address Lists False

Contacts False

Exchange ActiveSync False

Instant Messaging False

LinkedIn Contact Sync False

Mobile Device Contact Sync False

Text Messaging False

Unified Messaging False

Information Management

Inbox Rules False

Journaling False

Notes False

Recover Deleted Items False

Security

Change Password True

Junk Email Filtering True

User Experience

Email Signature False

Interesting Calendars False

Local Events False

Places False

Premium Client False

Themes False

Weather False
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Time Management

Calendar False

Reminders and Notifications False

Tasks False

File Access

Direct File Access (Private) False

Direct File Access (Public) True
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OwaMailboxPolicy-Default
The Outlook Web App policies allow a common set of policy settings, such as feature availability and file 
access settings to be applied to Outlook Web App users.

General Settings

Name OwaMailboxPolicy-Default

GUID fa722014-a51a-4f73-b629-043a9ee7dac6

Offline Access Always

Last Updated 03/08/2017 03:19:50

Communication Management

All Address Lists True

Contacts True

Exchange ActiveSync True

Instant Messaging True

LinkedIn Contact Sync True

Mobile Device Contact Sync True

Text Messaging True

Unified Messaging True

Information Management

Inbox Rules True

Journaling True

Notes True

Recover Deleted Items True

Security

Change Password False

Junk Email Filtering True

User Experience

Email Signature True

Interesting Calendars True

Local Events False

Places True

Premium Client True

Themes True

Weather True
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Time Management

Calendar True

Reminders and Notifications True

Tasks True

File Access

Direct File Access (Private) True

Direct File Access (Public) True
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User Roles
User roles are policies that control what settings users can configure on their own mailboxes and on 
distribution groups they own. These settings include their display name, contact information, voice mail 
settings, and distribution group membership.

3 User Roles

Name Description

Default Role Assignment Policy This policy grants end users the permission to set their options in Outlook on the web and perform other
 self-administration tasks.

Role 1 This is a sample role assignment policy.

Role 2 This is another sample role assignment policy.
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Default Role Assignment Policy
A user role is a policy that controls what settings users can configure on their own mailboxes and on 
distribution groups they own.

General Settings

Name Default Role Assignment Policy

Description This policy grants end users the permission to set their options in Outlook on the web and perform 
other self-administration tasks.

GUID 09d029fc-9913-4454-9009-bed2681b3927

Last Updated 15/10/2017 22:07:05

Assigned Roles My Custom Apps
My Marketplace Apps
My ReadWriteMailbox Apps
MyAddressInformation
MyBaseOptions
MyDistributionGroupMembership
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Role 1
A user role is a policy that controls what settings users can configure on their own mailboxes and on 
distribution groups they own.

General Settings

Name Role 1

Description This is a sample role assignment policy.

GUID 816ff2b6-2a77-44ef-a62d-3bc8babc5252

Last Updated 05/04/2018 15:41:43

Assigned Roles My Custom Apps
My Marketplace Apps
MyMobileInformation
MyPersonalInformation
MyProfileInformation
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Role 2
A user role is a policy that controls what settings users can configure on their own mailboxes and on 
distribution groups they own.

General Settings

Name Role 2

Description This is another sample role assignment policy.

GUID 47b32f6f-e10d-4425-bc87-c3f9d91a15d2

Last Updated 05/04/2018 15:39:14

Assigned Roles MyContactInformation
MyDistributionGroups
MyMailSubscriptions
MyTeamMailboxes
MyTextMessaging
MyVoiceMail
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Protection
Microsoft Exchange Protection provides malware filtering for Exchange On-Premises and a cloud-based 
email filtering service for Exchange Online. These help protect the organization against spam and 
malware.
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Connection Filter
The connection filter allows the creation of a safe sender list and block list of IP addresses.

Default

Description This is a sample connection filter.

Allowed Addresses 4.5.6.7/32
1.2.3.0/24

Blocked Addresses 9.9.9.0/24
8.8.8.0/24

Enable Safe List True

Last Updated 13/04/2018 14:00:49
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Malware Filters
The malware filters are an anti-malware protection feature that helps to combat malware in the email 
messaging environment. Malware is comprised of viruses and spyware.

4 Malware Filters

Name Enabled Priority

Malware Filter Policy False 0

Malware Filter Policy 2 True 1

Malware Filter Policy 3 True 2

Default True Lowest
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Malware Filter Policy
The malware filters are an anti-malware protection feature that helps to combat malware in the email 
messaging environment. Malware is comprised of viruses and spyware.

General Settings

Name Malware Filter Policy

Description This is a sample malware filter policy.

Priority 0

Enabled False

Default False

Last Updated 02/04/2018 15:37:11

Settings

Response Delete the entire message

Common Attachment Filter True

Filtered File Types ace
ani
app
docm
exe
jar
reg
scr
vbe
vbs

Notify Internal Senders False

Notify External Senders False

Notify Administrators (Internal Senders) False

Notify Administrators (External 
Senders)

False

Custom Notification Settings

Use Customized Notification Text False

Applied To

Applied To If the message:
 Is sent to 'asmith@tailspin.com'
Take the following actions:
 Apply malware filter policy "Malware Filter Policy".
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Malware Filter Policy 2
The malware filters are an anti-malware protection feature that helps to combat malware in the email 
messaging environment. Malware is comprised of viruses and spyware.

General Settings

Name Malware Filter Policy 2

Description This is another sample malware filter policy.

Priority 1

Enabled True

Default False

Last Updated 02/04/2018 15:33:47

Settings

Response Delete the entire message

Common Attachment Filter True

Filtered File Types ace
ani
app
docm
exe
jar
reg
scr
vbe
vbs

Notify Internal Senders False

Notify External Senders False

Notify Administrators (Internal Senders) False

Notify Administrators (External 
Senders)

False

Custom Notification Settings

Use Customized Notification Text False

Applied To

Applied To If the message:
 Is sent to 'bsmith@tailspin.com'
Take the following actions:
 Apply malware filter policy "Malware Filter Policy 2".

Page 77 of 147                                                                              Contoso Foods



Malware Filter Policy 3
The malware filters are an anti-malware protection feature that helps to combat malware in the email 
messaging environment. Malware is comprised of viruses and spyware.

General Settings

Name Malware Filter Policy 3

Description This is sample malware filter policy 3.

Priority 2

Enabled True

Default False

Last Updated 02/04/2018 15:48:12

Settings

Response Delete all attachments and use custom alert text

Custom Alert Text Alert text

Common Attachment Filter True

Filtered File Types ace
ani
docm
exe
jar
reg
scr
vbe
vbs
cer

Notify Internal Senders True

Notify External Senders True

Notify Administrators (Internal Senders) True

Notify Administrator Address (Internal 
Senders)

internalsender@contoso.com

Notify Administrators (External 
Senders)

True

Notify Administrator Address (External 
Senders)

externalsender@contoso.com

Custom Notification Settings

Use Customized Notification Text True

Custom From Name From Name

Custom From Address customfrom@contoso.com

Custom Internal Message Subject Internal Subject

Custom Internal Message Body Internal message.

Custom External Message Subject External Subject

Custom External Message Body External message.
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Applied To

Applied To If the message:
 Is sent to a member of group 'room1@contoso.com'
Take the following actions:
 Apply malware filter policy "Malware Filter Policy 3".
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Default
The malware filters are an anti-malware protection feature that helps to combat malware in the email 
messaging environment. Malware is comprised of viruses and spyware.

General Settings

Name Default

Description

Priority Lowest

Enabled True

Default True

Last Updated 15/10/2017 22:07:23

Settings

Response Delete the entire message

Common Attachment Filter False

Notify Internal Senders False

Notify External Senders False

Notify Administrators (Internal Senders) False

Notify Administrators (External 
Senders)

False

Custom Notification Settings

Use Customized Notification Text False

Page 80 of 147                                                                              Contoso Foods



Outbound Spam
Outbound spam filtering is always enabled if you use the service for sending outbound email, thereby 
protecting organizations using the service and their intended recipients.

Default

Description This is a hosted outbound spam filter policy.

Bcc Suspicious Messages True

Bcc Suspicious Messages Addresses suspicious@contoso.com

Send Notification When a Sender is Blocked True

Send Notification When a Sender is Blocked 
Addresses

notifyspam@contoso.com

Last Updated 13/04/2018 14:52:31
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Spam Filters
Spam filters allow the ability to take an action on inbound messages identified as spam including 
whether to filter messages written in a specific language, or sent from specific countries or regions.

4 Spam Filters

Name Enabled Priority

Hosted Content Filter Policy False 0

Hosted Content Filter Policy 2 False 1

Redirect True 3

Default True Lowest
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Hosted Content Filter Policy
Spam filters allow the ability to take an action on inbound messages identified as spam including 
whether to filter messages written in a specific language, or sent from specific countries or regions.

General Settings

Name Hosted Content Filter Policy

Description This is a hosted content filter policy.

Priority 0

Enabled False

Default False

Last Updated 05/04/2018 10:38:11

Spam And Bulk Actions

Spam Action Redirect message to email address

High Confidence Spam Action Add X-header

Mark Bulk Email as Spam On

Bulk Threshold 5

Retain Spam for (Days) 14

Add X-Header Text xhearer3

Redirect to Email Addresses redirectedspam@contoso.com

Block Lists

Blocked Senders blockedsender1@domain.com
blockedsender2@domain.com

Blocked Sender Domains blocked1.com
blocked2.com

Allow Lists

Allowed Senders allowedsender1@domain.com
allowedsender2@domain.com

Allowed Sender Domains alloweddomain1.com
alloweddomain2.com

International Spam

Filter Messages by Language True

Filtered Languages Basque

Filter Messages by Country or Region True

Filtered Countries or Regions Azerbaijan
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Mark As Spam

Embed tags in HTML Off

Empty Messages Off

Form tags in HTML Off

Frame or IFrame tags in HTML Off

Conditional Sender ID Filtering: Hard 
Fail

Off

JavaScript or VBScript in HTML Off

NDR Backscatter Off

Object tags in HTML Off

Sensitive Word List Off

SPF Record: Hard Fail Off

Web bugs in HTML Off

Increase Spam Score

URL Redirect to .biz or .info Web Sites Off

Image Links to Remote Sites Off

Numeric IP Addresses in URL Off

URL Redirect to Other Port Off

Test Mode

Test Mode Action Send a Bcc message

Test Mode Bcc To Recipients asmith@contoso.com

Applied To

Applied To If the message:
 Is sent to 'contact@contoso.com'
Take the following actions:
 Apply hosted content filter policy "Hosted Content Filter Policy".
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Hosted Content Filter Policy 2
Spam filters allow the ability to take an action on inbound messages identified as spam including 
whether to filter messages written in a specific language, or sent from specific countries or regions.

General Settings

Name Hosted Content Filter Policy 2

Description This is a hosted content filter policy.

Priority 1

Enabled False

Default False

Last Updated 04/04/2018 16:44:54

Spam And Bulk Actions

Spam Action Prepend subject line with text

High Confidence Spam Action Add X-header

Mark Bulk Email as Spam On

Bulk Threshold 7

Retain Spam for (Days) 15

Add X-Header Text [SPAM]

Prepend Subject Line Text [SPAM]

Block Lists

Blocked Senders blockedsender@contoso.com

Blocked Sender Domains blockeddomain.com

Allow Lists

Allowed Senders allowedsender@domain.com

Allowed Sender Domains alloweddomain.com
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International Spam

Filter Messages by Language True

Filtered Languages Uzbek
Slovak
Vietnamese
Turkish
Welsh
Sami (Northern)
Serbian
Urdu
Ukrainian
Yiddish
Unknown Language (wen)
English
Albanian

Filter Messages by Country or Region True

Filtered Countries or Regions United Kingdom
Albania

Mark As Spam

Embed tags in HTML Off

Empty Messages Off

Form tags in HTML Off

Frame or IFrame tags in HTML Off

Conditional Sender ID Filtering: Hard 
Fail

On

JavaScript or VBScript in HTML Off

NDR Backscatter Off

Object tags in HTML Off

Sensitive Word List Off

SPF Record: Hard Fail Off

Web bugs in HTML Off

Increase Spam Score

URL Redirect to .biz or .info Web Sites Off

Image Links to Remote Sites Off

Numeric IP Addresses in URL Off

URL Redirect to Other Port Off

Test Mode

Test Mode Action Add X-header

Applied To

Applied To If the message:
 recipients's address domain portion belongs to any of these domains: 'contoso.com'
Take the following actions:
 Apply hosted content filter policy "Hosted Content Filter Policy 2".
Except if the message:
 recipients's address domain portion belongs to any of these domains: 'contososecure.com'
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Redirect
Spam filters allow the ability to take an action on inbound messages identified as spam including 
whether to filter messages written in a specific language, or sent from specific countries or regions.

General Settings

Name Redirect

Description

Priority 3

Enabled True

Default False

Last Updated 13/04/2018 15:04:38

Spam And Bulk Actions

Spam Action Redirect message to email address

High Confidence Spam Action Move message to Junk Email folder

Mark Bulk Email as Spam On

Bulk Threshold 7

Retain Spam for (Days) 15

Redirect to Email Addresses redirect@contoso.com

Block Lists

Blocked Senders

Blocked Sender Domains

Allow Lists

Allowed Senders

Allowed Sender Domains

International Spam

Filter Messages by Language False

Filter Messages by Country or Region False
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Mark As Spam

Embed tags in HTML Off

Empty Messages Off

Form tags in HTML Off

Frame or IFrame tags in HTML Off

Conditional Sender ID Filtering: Hard 
Fail

Off

JavaScript or VBScript in HTML Off

NDR Backscatter Off

Object tags in HTML Off

Sensitive Word List Off

SPF Record: Hard Fail Off

Web bugs in HTML Off

Increase Spam Score

URL Redirect to .biz or .info Web Sites Off

Image Links to Remote Sites Off

Numeric IP Addresses in URL Off

URL Redirect to Other Port Off

Test Mode

Test Mode Action None

Applied To

Applied To If the message:
 Is sent to 'demo@contoso.com'
Take the following actions:
 Apply hosted content filter policy "Redirect".
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Default
Spam filters allow the ability to take an action on inbound messages identified as spam including 
whether to filter messages written in a specific language, or sent from specific countries or regions.

General Settings

Name Default

Description

Priority Lowest

Enabled True

Default True

Last Updated 15/10/2017 22:07:14

Spam And Bulk Actions

Spam Action Move message to Junk Email folder

High Confidence Spam Action Move message to Junk Email folder

Mark Bulk Email as Spam On

Bulk Threshold 7

Retain Spam for (Days) 15

Block Lists

Blocked Senders

Blocked Sender Domains

Allow Lists

Allowed Senders

Allowed Sender Domains

International Spam

Filter Messages by Language False

Filter Messages by Country or Region False
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Mark As Spam

Embed tags in HTML Off

Empty Messages Off

Form tags in HTML Off

Frame or IFrame tags in HTML Off

Conditional Sender ID Filtering: Hard 
Fail

Off

JavaScript or VBScript in HTML Off

NDR Backscatter Off

Object tags in HTML Off

Sensitive Word List Off

SPF Record: Hard Fail Off

Web bugs in HTML Off

Increase Spam Score

URL Redirect to .biz or .info Web Sites Off

Image Links to Remote Sites Off

Numeric IP Addresses in URL Off

URL Redirect to Other Port Off

Test Mode

Test Mode Action None
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Public Folders
Public folders are designed for shared access and provide an easy and effective way to collect, organize, 
and share information with other people in a workgroup or organization.

Page 91 of 147                                                                              Contoso Foods



Public Folders
Public folders are designed for shared access and provide an easy and effective way to collect, organize, 
and share information with other people in a workgroup or organization.

6 Public Folders

Path Mail Enabled Mailbox Name

\ False PublicFolderMailbox

\Public Folder 1 True PublicFolderMailbox

\Public Folder 1\Subfolder False PublicFolderMailbox

\Public Folder 2 False PublicFolderMailbox

\Public Folder 3 True PublicFolderMailbox

\Public Folder 4 True PublicFolderMailbox
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\
Public folders are designed for shared access and provide an easy and effective way to collect, organize, 
and share information with other people in a workgroup or organization.

General Settings

Mail Enabled False

Mailbox Name PublicFolderMailbox

Has Subfolders True

Maintain Per-user Information True

Statistics

Associated Item Count 0

Contact Count 0

Deleted Item Count 0

Owner Count 0

Total Items 0

Total Item Size 0 B (0 bytes)

Total Associated Item Size 0 B (0 bytes)

Total Deleted Item Size 0 B (0 bytes)

Last Updated 27/04/2018 15:16:47

Limits

Use Organization Quota Defaults True

Use Organization Retention Defaults True

Use Organization Age Limit Defaults True

2 Client Permissions

Name Access Rights

Anonymous None

Default Author
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\Public Folder 1
Public folders are designed for shared access and provide an easy and effective way to collect, organize, 
and share information with other people in a workgroup or organization.

General Settings

Mail Enabled True

Mailbox Name PublicFolderMailbox

Has Subfolders False

Maintain Per-user Information True

Statistics

Associated Item Count 0

Contact Count 0

Deleted Item Count 0

Owner Count 0

Total Items 0

Total Item Size 0 B (0 bytes)

Total Associated Item Size 0 B (0 bytes)

Total Deleted Item Size 0 B (0 bytes)

Last Updated 30/04/2018 14:25:43

Limits

Use Organization Quota Defaults True

Use Organization Retention Defaults True

Use Organization Age Limit Defaults True

2 Client Permissions

Name Access Rights

Anonymous None

Default Author

Mail

Alias demo

Display Name demo

Hide From Exchange Address List False

Email Addresses SMTP:demo@contoso.com

Groups Group

Forwarding Address
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Delegation

Send As Accounts

Send On Behalf
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\Public Folder 1\Subfolder
Public folders are designed for shared access and provide an easy and effective way to collect, organize, 
and share information with other people in a workgroup or organization.

General Settings

Mail Enabled False

Mailbox Name PublicFolderMailbox

Has Subfolders False

Maintain Per-user Information True

Statistics

Associated Item Count 0

Contact Count 0

Deleted Item Count 0

Owner Count 0

Total Items 0

Total Item Size 0 B (0 bytes)

Total Associated Item Size 0 B (0 bytes)

Total Deleted Item Size 0 B (0 bytes)

Last Updated 27/04/2018 15:16:53

Limits

Use Organization Quota Defaults False

Issue Warning 12 MB (12,582,912 bytes)

Prohibit Post Unlimited

Maximum Item Size Unlimited

Use Organization Retention Defaults True

Use Organization Age Limit Defaults True

2 Client Permissions

Name Access Rights

Anonymous None

Default Author
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\Public Folder 2
Public folders are designed for shared access and provide an easy and effective way to collect, organize, 
and share information with other people in a workgroup or organization.

General Settings

Mail Enabled False

Mailbox Name PublicFolderMailbox

Has Subfolders False

Maintain Per-user Information True

Statistics

Associated Item Count 0

Contact Count 0

Deleted Item Count 0

Owner Count 0

Total Items 0

Total Item Size 0 B (0 bytes)

Total Associated Item Size 0 B (0 bytes)

Total Deleted Item Size 0 B (0 bytes)

Last Updated 30/04/2018 14:21:31

Limits

Use Organization Quota Defaults True

Use Organization Retention Defaults True

Use Organization Age Limit Defaults True

2 Client Permissions

Name Access Rights

Anonymous None

Default Author
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\Public Folder 3
Public folders are designed for shared access and provide an easy and effective way to collect, organize, 
and share information with other people in a workgroup or organization.

General Settings

Mail Enabled True

Mailbox Name PublicFolderMailbox

Has Subfolders False

Maintain Per-user Information True

Statistics

Associated Item Count 0

Contact Count 0

Deleted Item Count 0

Owner Count 0

Total Items 0

Total Item Size 0 B (0 bytes)

Total Associated Item Size 0 B (0 bytes)

Total Deleted Item Size 0 B (0 bytes)

Last Updated 30/04/2018 15:11:44

Limits

Use Organization Quota Defaults True

Use Organization Retention Defaults True

Use Organization Age Limit Defaults True

2 Client Permissions

Name Access Rights

Anonymous None

Default Author

Mail

Alias Public Folder 3

Display Name Public Folder 3

Hide From Exchange Address List False

Email Addresses SMTP:publicfolder3@contoso.com

Groups

Forwarding Address Myan M. Mookle

Deliver To Mailbox And Forward False
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Delegation

Send As Accounts demo@contoso.com
admin@contoso.com
user@contoso.com

Send On Behalf Terry Smith
Bob Cook
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\Public Folder 4
Public folders are designed for shared access and provide an easy and effective way to collect, organize, 
and share information with other people in a workgroup or organization.

General Settings

Mail Enabled True

Mailbox Name PublicFolderMailbox

Has Subfolders True

Maintain Per-user Information False

Statistics

Associated Item Count 0

Contact Count 0

Deleted Item Count 0

Owner Count 0

Total Items 1

Total Item Size 3.04 KB (3,113 bytes)

Total Associated Item Size 0 B (0 bytes)

Total Deleted Item Size 0 B (0 bytes)

Last Updated 30/04/2018 11:36:10

Limits

Use Organization Quota Defaults False

Issue Warning 22 MB (23,068,672 bytes)

Prohibit Post 33 MB (34,603,008 bytes)

Maximum Item Size 55 MB (57,671,680 bytes)

Use Organization Retention Defaults True

Use Organization Age Limit Defaults True

2 Client Permissions

Name Access Rights

Anonymous None

Default Author
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Mail

Alias Public Folder 4

Display Name Public Folder 4

Hide From Exchange Address List False

Email Addresses SMTP:publicfolder4@contoso.com

Groups Group 1
Group 2

Forwarding Address Myan M. Mookle

Deliver To Mailbox And Forward True

Delegation

Send As Accounts tsmith@contoso.com

Send On Behalf Terry Smith
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Public Folder Mailboxes
The Exchange public folder architecture uses specially designed mailboxes to store both the public folder
 hierarchy and the content.

2 Public Folder Mailboxes

Name Database Contains

PublicFolderMailbox GBRP265DG102-db122 Secondary Hierarchy

PublicFolderMailbox2 GBRP265DG052-db126 Primary Hierarchy
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PublicFolderMailbox
The Exchange public folder architecture uses specially designed mailboxes to store both the public folder
 hierarchy and the content.

General Settings

Database GBRP265DG102-db122

Contains Secondary Hierarchy

Organizational Unit gbrp123a002.prod.outlook.com/Microsoft Exchange Hosted Organizations/contoso.com

GUID b5b798dd-3bad-4bec-8b39-a948b35b3529

Last Updated 25/08/2018 23:22:57

Quota Settings

Use Default Mailbox Database Quota 
Settings

False

Issue Warning 98 GB (105,226,698,752 bytes)

Prohibit Post 100 GB (107,374,182,400 bytes)

Maximum Item Size 36 MB (37,748,736 bytes)
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PublicFolderMailbox2
The Exchange public folder architecture uses specially designed mailboxes to store both the public folder
 hierarchy and the content.

General Settings

Database GBRP265DG052-db126

Contains Primary Hierarchy

Organizational Unit gbrp123a002.prod.outlook.com/Microsoft Exchange Hosted Organizations/contoso.com

GUID ce2d88ad-3e17-475d-83c4-359dc5f8b2f0

Last Updated 18/09/2018 03:27:48

Quota Settings

Use Default Mailbox Database Quota 
Settings

False

Issue Warning 98 GB (105,226,698,752 bytes)

Prohibit Post 100 GB (107,374,182,400 bytes)

Maximum Item Size 36 MB (37,748,736 bytes)
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Recipients
This section provides information about the recipients configured within the organization.
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Mailboxes
Provides information about the mailboxes configured in the organization.

9 Mailboxes

Display Name Type Primary SMTP Address Last Logon Time

Andy Smith User asmith@contoso.com 01/04/2019 19:05:06

Bob Cook User bcook@contoso.com 01/05/2019 10:24:05

demo User demo@contoso.com 01/04/2019 19:55:39

Discovery Search Mailbox Discovery Mailbox DiscoverySearchMailbox{D919BA05-46A6-415f-80AD-7E09334BB852}@contoso.com {Never Logged In}

HRCalendar Shared HRCalendar@contoso.com 01/04/2019 19:55:39

Projector Equipment projector@contoso.com 14/05/2019 00:59:35

Room1 Room room1@contoso.com 14/05/2019 06:18:37

Terry Smith User tsmith@contoso.com 01/04/2019 19:55:40

user User user@contoso.com 01/04/2019 19:55:40
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Distribution Groups
Distribution groups allow the sending of emails to collections of users.

3 Distribution Groups

Display Name Alias Primary SMTP Address

Distribution Group 1 Distribution Group 1 demo@contoso.com

Distribution Group 2 Distribution Group 2 demo@contoso.com

Distribution Group Alias Distribution Group Alias demo@contoso.com
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Distribution Group 1
Distribution groups allow the sending of emails to collections of users.

General Settings

Display Name Distribution Group 1

Alias Distribution Group 1

Email Addresses SMTP:demo@contoso.com

Automatically Update Email Addresses False

MailTip

Notes Notes for distribution group 1.

Hide From Address Lists False

Last Updated 09/05/2018 13:54:31

Ownership

Owners demo

Membership

Members demo

Joining Open: anyone can join this group without being approved by the group owners

Leaving Open: Anyone can leave the group without being approved by the group owners.

Delivery Management

Accepted Sender Type Only senders inside my organization

Accepted Senders All senders can send messages to this group

Moderation

Messages Must Be Approved False

Delegation

Send As demo@contoso.com
tsmith@contoso.com

Send On Behalf demo
Terry Smith
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Distribution Group 2
Distribution groups allow the sending of emails to collections of users.

General Settings

Display Name Distribution Group 2

Alias Distribution Group 2

Email Addresses SMTP:demo@contoso.com

Automatically Update Email Addresses False

MailTip

Notes Notes for distribution group 2.

Hide From Address Lists False

Last Updated 30/04/2018 20:00:58

Ownership

Owners demo

Membership

Members demo
tsmith
bcook

Joining Open: anyone can join this group without being approved by the group owners

Leaving Open: Anyone can leave the group without being approved by the group owners.

Delivery Management

Accepted Sender Type Only senders inside my organization

Accepted Senders All senders can send messages to this group

Moderation

Messages Must Be Approved False

Delegation

Send As

Send On Behalf
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Distribution Group Alias
Distribution groups allow the sending of emails to collections of users.

General Settings

Display Name Distribution Group Alias

Alias Distribution Group Alias

Email Addresses SMTP:test@contoso.com

Automatically Update Email Addresses False

MailTip <html>
<body>
This is a mailtip for a distribution group.
</body>
</html>

Notes Notes for this distribution group alias.

Hide From Address Lists True

Last Updated 09/05/2018 13:48:11

Ownership

Owners Myan M. Mookle
Terry Smith

Membership

Members demo
tsmith
bcook

Joining Open: anyone can join this group without being approved by the group owners

Leaving Open: Anyone can leave the group without being approved by the group owners.

Delivery Management

Accepted Sender Type Only senders inside my organization

Accepted Senders HRCalendar
DynamicGroup

Moderation

Messages Must Be Approved False

Delegation

Send As demo@contoso.com
mmookle@contoso.com

Send On Behalf Bob Smith
Myan M. Mookle
Terry Smith
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Dynamic Distribution Groups
Dynamic distribution groups are mail-enabled Active Directory group objects within a Microsoft 
Exchange organization. The membership of the group is determined automatically by filters and 
conditions.

1 Dynamic Distribution Groups

Display Name Alias

DynamicGroup DynamicGroup
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DynamicGroup
Dynamic distribution groups are mail-enabled Active Directory group objects within a Microsoft 
Exchange organization. The membership of the group is determined automatically by filters and 
conditions.

General Settings

Display Name DynamicGroup

Alias DynamicGroup

Email Addresses SMTP:dynamicgroup@contoso.com

MailTip <html>
<body>
This is a mail tip for a dynamic distribution group
</body>
</html>

Notes Notes for a dynamic distribution group.

Hide From Address Lists True

Last Updated 09/05/2018 13:57:37

Ownership

Owner tsmith

Membership

Recipient Filter ((((CustomAttribute3 -eq 'Custom Attribute 3') -and (Alias -ne $null))) -and (-not(Name -like 
'SystemMailbox{*')) -and (-not(Name -like 'CAS_{*')) -and (-not(RecipientTypeDetailsValue -eq 
'MailboxPlan')) -and (-not(RecipientTypeDetailsValue -eq 'DiscoveryMailbox')) -and 
(-not(RecipientTypeDetailsValue -eq 'PublicFolderMailbox')) -and (-not(RecipientTypeDetailsValue -eq 
'ArbitrationMailbox')) -and (-not(RecipientTypeDetailsValue -eq 'AuditLogMailbox')) -and 
(-not(RecipientTypeDetailsValue -eq 'AuxAuditLogMailbox')) -and (-not(RecipientTypeDetailsValue -eq 
'SupervisoryReviewPolicyMailbox')) -and (-not(RecipientTypeDetailsValue -eq 'GuestMailUser')))

Recipient Container contoso.com

Delivery Management

Accepted Sender Type Only senders inside my organization

Accepted Senders All senders can send messages to this group

Moderation

Messages Must Be Approved True

Group Moderators HRCalendar

Senders Who Don’t Require Message 
Approval

Andy Smith
HRCalendar

Notification Notify all senders when their messages aren’t approved
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Delegation

Send As demo@contoso.com
mmookle@contoso.com

Send On Behalf Bob Smith
Terry Smith
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Office 365 Groups
Office 365 Groups apply only to Exchange Online, and allow a set of people to collaborate and share a collection of resources.

2 Office 365 Groups

Display Name Alias

demo Unified Group

Demonstration group 0b093dfa-ea0c-4d5d-9e04-1d28d9503bfb
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demo
Office 365 Groups apply only to Exchange Online, and allow a set of people to collaborate and share a 
collection of resources.

General Settings

Group Name demo

Group Email Address demo@contoso.com

Description

Privacy Public - anyone can see content

Language English (United States)

Subscribe New Members True

Allow Extenal Email True

Ownership

Owners demo

Membership

Members demo

Delivery Management

Accept Messages From All senders

Reject Messages From No senders

Delegation

Send As

Send On Behalf
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Demonstration group
Office 365 Groups apply only to Exchange Online, and allow a set of people to collaborate and share a 
collection of resources.

General Settings

Group Name Demonstration group

Group Email Address 0b093dfa-ea0c-4d5d-9e04-1d28d9503bfb@contoso.com

Description This is an Azure Active Directory demo group

Privacy Public - anyone can see content

Language English (United States)

Subscribe New Members True

Allow Extenal Email False

Ownership

Owners demo
Myan M. Mookle

Membership

Members Bob Cook
Myan M. Mookle
Terry Smith

Delivery Management

Accept Messages From demo
asmith

Reject Messages From No senders

Delegation

Send As tsmith@contoso.com
demo@contoso.com

Send On Behalf Bob Cook
Terry Smith
demo
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Unified Messaging
Microsoft Exchange Server Unified Messaging (UM) allows users to receive e-mail, voice, and fax 
messages in their Outlook inbox. Additional features include Voice Mail Preview which delivers a 
transcription of voice mail messages to a user’s Inbox.
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Auto Attendants
UM auto attendants can be used to create a voice menu system for an organization that lets external 
and internal callers locate, place, or transfer calls to company users or departments in an organization.

3 Auto Attendants

Name Status

AutoAttendant Enabled

AutoAttendantWithBusinessHours Enabled

MyAttendant Disabled
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AutoAttendant
UM auto attendants can be used to create a voice menu system for an organization that lets external 
and internal callers locate, place, or transfer calls to company users or departments in an organization.

General Settings

Dial Plan DialPlan1

Status Enabled

Access Numbers

Response To Voice Commands False

Fallback Auto Attendant [Not Set]

GUID dbf1f034-62f1-4836-9499-efd190d4e264

Last Updated 10/05/2018 12:01:30

Greetings

Business Hours Greeting Default greeting

Non-Business Hours Greeting Default greeting

International Announcement None

Business Hours

Time Zone (UTC+00:00) Monrovia, Reykjavik

Business Hours Schedule Sun.00:00-Sat.23:45
Sat.23:45-Sun.00:00

Menu Navigation

Business Hours Menu Prompt

Business Hours Menu Navigation False

Non-Business Hours Menu Prompt

Non-Business Hours Menu Navigation False

Address Book And Operator Access

Allow Callers To Dial Users True

Allow Callers To Leave Voice Messages False

Allow Callers To Search Users In this dial plan only

Operator Extension

Allow Transfer To Operator During Business 
Hours

False

Allow Transfer To Operator During Non-Business 
Hours

False
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Authorization

Allow Calls in Same Dial Plan True

Allow Calls To Any Extension True

Authorized In-Country / Region Dialing Rules [Not Set]

Authorized International Dialling Rules [Not Set]
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AutoAttendantWithBusinessHours
UM auto attendants can be used to create a voice menu system for an organization that lets external 
and internal callers locate, place, or transfer calls to company users or departments in an organization.

General Settings

Dial Plan DialPlan1

Status Enabled

Access Numbers 837296
213123

Response To Voice Commands True

Fallback Auto Attendant AutoAttendant

GUID e1ca8b7a-fe62-4c88-9d0f-198beb38e17c

Last Updated 11/05/2018 09:52:39

Greetings

Business Hours Greeting Welcome.wma

Non-Business Hours Greeting Outofhours.wma

International Announcement International.wma

Business Hours

Time Zone (UTC+00:00) Monrovia, Reykjavik

Business Hours Schedule Sun.00:00-Sat.23:45
Sat.23:45-Sun.00:00

Menu Navigation

Business Hours Menu Prompt BusinessHours.wma

Business Hours Menu Navigation True

Non-Business Hours Menu Prompt Outofhours.wma

Non-Business Hours Menu Navigation True

Business Hours Key Mappings

Key Prompt Response Action

1 NoneAction HolidayMessage.wma None

2 TransferACtion BusinessHours.wma Transfer to extension '213123'

3 TransferAuto Transfer to UM auto attendant 'AutoAttendant'

4 LeaveVoiceMailAction Leave a voice message for 'Terry Smith'

5 AnnounceLocation Announce business location

6 AnnounceHours Announce business hours

Non-Business Hours Key Mappings
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Key Prompt Response Action

Timed 
out

1212 HolidayMessage.wma None

Address Book And Operator Access

Allow Callers To Dial Users True

Allow Callers To Leave Voice Messages False

Allow Callers To Search Users In the entire organization

Operator Extension 1234

Allow Transfer To Operator During Business 
Hours

True

Allow Transfer To Operator During Non-Business 
Hours

True

Authorization

Allow Calls in Same Dial Plan True

Allow Calls To Any Extension True

Authorized In-Country / Region Dialing Rules Allowed Region Rule

Authorized International Dialling Rules Allowed International Rule
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MyAttendant
UM auto attendants can be used to create a voice menu system for an organization that lets external 
and internal callers locate, place, or transfer calls to company users or departments in an organization.

General Settings

Dial Plan DialPlan2

Status Disabled

Access Numbers 12121
23432432

Response To Voice Commands False

Fallback Auto Attendant [Not Set]

GUID e2f11d57-9570-4ade-b27d-60e86fdbd6b2

Last Updated 10/05/2018 11:55:51

Greetings

Business Hours Greeting Default greeting

Non-Business Hours Greeting Default greeting

International Announcement None

Business Hours

Time Zone (UTC+00:00) Monrovia, Reykjavik

Business Hours Schedule Sun.00:00-Sat.23:45
Sat.23:45-Sun.00:00

Menu Navigation

Business Hours Menu Prompt

Business Hours Menu Navigation False

Non-Business Hours Menu Prompt

Non-Business Hours Menu Navigation False

Address Book And Operator Access

Allow Callers To Dial Users True

Allow Callers To Leave Voice Messages False

Allow Callers To Search Users In this dial plan only

Operator Extension

Allow Transfer To Operator During Business 
Hours

False

Allow Transfer To Operator During Non-Business 
Hours

False
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Authorization

Allow Calls in Same Dial Plan True

Allow Calls To Any Extension True

Authorized In-Country / Region Dialing Rules [Not Set]

Authorized International Dialling Rules [Not Set]
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Dial Plans
UM dial plans establish a link from the telephone extension number of a user enabled for voice mail to 
their mailbox.

4 Dial Plans

Name Extension Length URI Type

DialPlan1 5 Telephone extension

DialPlan2 5 Telephone extension

DialPlan3 5 E.164

DialPlan4 5 SIP URI
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DialPlan1
UM dial plans establish a link from the telephone extension number of a user enabled for voice mail to 
their mailbox.

General Settings

Extension Length (Digits) 5

Dial Plan Type Telephone extension

VoIP Security Type Secured

GUID 9ad63b2a-72da-4eaa-9807-091999923974

Last Updated 25/05/2018 11:49:49

Dial Codes

Outside Line Access Code 1

International Access Code 2

National Number Prefix 3

Country/Region Code 44

Country/Region Number Format 4

International Number Format 5

Number Formats For Incoming Calls 12
44

Outlook Voice Access

Welcome Greeting Enabled False

International Announcement Enabled False

Outlook Voice Access Numbers

Settings

Primary Search For Names LastFirst

Secondary Search For Names SmtpAddress

Audio Codec Mp3

Operator Extension

Sign-in Failures Before Disconnect 3

Maximum Call Duration (Minutes) 30

Maximum Recording Duration (Minutes) 20

Recording Idle Time Out (Seconds) 5

Input Failures Before Disconnect 3

Default Language English (United States)
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In-Country / Region Dialing Rules

Name Number Pattern Dialed Number Comment

Region Rule 1243 129819 This is a comment for a region rule.

International Dialing Rules

Name Number Pattern Dialed Number Comment

International Rule 123x 129819 This is a comment for an international rule.

Dialing Authorization

Allow Calls In The Same Dial Plan True

Allow Calls To Any Extension False

Authorized In-Country / Region Dialing Rules

Authorized International Dialling Rules

Transfer And Search

Allow Transfer To Users True

Leave Voice Messages Without Calling True

Allow Callers To Search In this dial plan only

Include Additional Information None
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DialPlan2
UM dial plans establish a link from the telephone extension number of a user enabled for voice mail to 
their mailbox.

General Settings

Extension Length (Digits) 5

Dial Plan Type Telephone extension

VoIP Security Type Secured

GUID 6f8dd22a-8f1a-4299-a15b-6aba1a753b6b

Last Updated 01/05/2018 14:06:29

Dial Codes

Outside Line Access Code

International Access Code

National Number Prefix

Country/Region Code 22

Country/Region Number Format

International Number Format

Number Formats For Incoming Calls

Outlook Voice Access

Welcome Greeting Enabled False

International Announcement Enabled False

Outlook Voice Access Numbers

Settings

Primary Search For Names LastFirst

Secondary Search For Names SmtpAddress

Audio Codec Mp3

Operator Extension

Sign-in Failures Before Disconnect 3

Maximum Call Duration (Minutes) 30

Maximum Recording Duration (Minutes) 20

Recording Idle Time Out (Seconds) 5

Input Failures Before Disconnect 3

Default Language English (United States)

In-Country / Region Dialing Rules

There are no dialing rules configured.
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International Dialing Rules

There are no dialing rules configured.

Dialing Authorization

Allow Calls In The Same Dial Plan True

Allow Calls To Any Extension False

Authorized In-Country / Region Dialing Rules

Authorized International Dialling Rules

Transfer And Search

Allow Transfer To Users True

Leave Voice Messages Without Calling True

Allow Callers To Search In this dial plan only

Include Additional Information None
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DialPlan3
UM dial plans establish a link from the telephone extension number of a user enabled for voice mail to 
their mailbox.

General Settings

Extension Length (Digits) 5

Dial Plan Type E.164

VoIP Security Type Secured

GUID 098c1b38-de36-4c4f-9958-2e2b2ff004a1

Last Updated 01/05/2018 14:06:48

Dial Codes

Outside Line Access Code

International Access Code

National Number Prefix

Country/Region Code 55

Country/Region Number Format

International Number Format

Number Formats For Incoming Calls

Outlook Voice Access

Welcome Greeting Enabled False

International Announcement Enabled False

Outlook Voice Access Numbers

Settings

Primary Search For Names LastFirst

Secondary Search For Names SmtpAddress

Audio Codec Mp3

Operator Extension

Sign-in Failures Before Disconnect 3

Maximum Call Duration (Minutes) 30

Maximum Recording Duration (Minutes) 20

Recording Idle Time Out (Seconds) 5

Input Failures Before Disconnect 3

Default Language Italian (Italy)

In-Country / Region Dialing Rules

There are no dialing rules configured.
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International Dialing Rules

There are no dialing rules configured.

Dialing Authorization

Allow Calls In The Same Dial Plan True

Allow Calls To Any Extension False

Authorized In-Country / Region Dialing Rules

Authorized International Dialling Rules

Transfer And Search

Allow Transfer To Users True

Leave Voice Messages Without Calling True

Allow Callers To Search In this dial plan only

Include Additional Information None
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DialPlan4
UM dial plans establish a link from the telephone extension number of a user enabled for voice mail to 
their mailbox.

General Settings

Extension Length (Digits) 5

Dial Plan Type SIP URI

VoIP Security Type Secured

GUID 41b661a1-917d-4ec7-b3de-c14b5ede848c

Last Updated 02/05/2018 16:36:28

Dial Codes

Outside Line Access Code 1

International Access Code 2

National Number Prefix 3

Country/Region Code 88

Country/Region Number Format 123

International Number Format 4

Number Formats For Incoming Calls 5
6

Outlook Voice Access

Welcome Greeting Enabled True

Welcome Greeting Filename Sound.wma

International Announcement Enabled True

International Announcement Filename Sound.wma

International Announcement Interruptible True

Outlook Voice Access Numbers 829573
204732

Settings

Primary Search For Names FirstLast

Secondary Search For Names None

Audio Codec Gsm

Operator Extension 122

Sign-in Failures Before Disconnect 5

Maximum Call Duration (Minutes) 31

Maximum Recording Duration (Minutes) 21

Recording Idle Time Out (Seconds) 6

Input Failures Before Disconnect 4

Default Language Swedish (Sweden)
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In-Country / Region Dialing Rules

Name Number Pattern Dialed Number Comment

Region Rule 1 12x 121 This is a comment for region rule 1.

Region Rule 2 12234x 1223348 This is a comment for region rule 2.

International Dialing Rules

Name Number Pattern Dialed Number Comment

Internation Rule 122x 1234 This is a comment for an international rule.

Dialing Authorization

Allow Calls In The Same Dial Plan False

Allow Calls To Any Extension True

Authorized In-Country / Region Dialing Rules Allowed Region Rule

Authorized International Dialling Rules Allowed International Rule

Transfer And Search

Allow Transfer To Users True

Leave Voice Messages Without Calling True

Allow Callers To Search In the entire organization

Include Additional Information Location
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Hunt Groups
Telephony hunt groups provide a way to distribute telephone calls from a single number to multiple 
extensions or telephone numbers.

2 Hunt Groups

Name Dial Plan IP Gateway Pilot Identifier

HuntGroup1 DialPlan1 IPGateway1 12123

HuntGroup2 DialPlan1 IPGateway2
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IP Gateways
UM IP gateways link Exchange Unified Messaging to the physical IP gateway device so that it can handle 
calls from the physical telephone system.

2 IP Gateways

Name Address Status

IPGateway1 gateway1.contoso.com Enabled

IPGateway2 gateway2.contoso.com Enabled
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IPGateway1
UM IP gateways link Exchange Unified Messaging to the physical IP gateway device so that it can handle 
calls from the physical telephone system.

General Settings

Name IPGateway1

GUID 1dc2079c-4c37-496e-9fc8-27b106a6cea8

Last Updated 01/05/2018 10:40:26

Settings

Address gateway1.contoso.com

Gateway Status Enabled

Forwarding Address 5c80f4a4-ba63-44bf-8cde-523cb3d3d06b.um.outlook.com

Allow Outgoing Calls True

Allow Message Waiting Indicator True
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IPGateway2
UM IP gateways link Exchange Unified Messaging to the physical IP gateway device so that it can handle 
calls from the physical telephone system.

General Settings

Name IPGateway2

GUID 7f1340bf-7b36-45a4-a4d9-8d9bb13a5bb1

Last Updated 01/05/2018 11:19:59

Settings

Address gateway2.contoso.com

Gateway Status Enabled

Forwarding Address 5c80f4a4-ba63-44bf-8cde-523cb3d3d06b.um.outlook.com

Allow Outgoing Calls False

Allow Message Waiting Indicator False
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Mailbox Policies
UM mailbox policies specify common PIN policies, features, custom message text, and dialing 
authorization for a group of UM-enabled mailboxes.

4 Mailbox Policies

Name Dial Plan Minimum PIN Length

DialPlan1 Default Policy DialPlan1 7

DialPlan2 Default Policy DialPlan2 6

DialPlan3 Default Policy DialPlan3 6

DialPlan4 Default Policy DialPlan4 6
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DialPlan1 Default Policy
UM mailbox policies specify common PIN policies, features, custom message text, and dialing 
authorization for a group of UM-enabled mailboxes.

General Settings

Dial Plan DialPlan1

Limit On Personal Greetings (Minutes) 5

Allow Analysis Of Voice Messages False

GUID 93565121-19d0-40ba-9bcf-5ee066ac4b14

Last Updated 10/05/2018 10:42:53

User Features

Allow Voice Mail Preview True

Allow Call Answering Rules True

Allow Message Waiting Indicator True

Allow Outlook Voice Access True

Allow Missed Call Notifications True

Allow Play On Phone True

Allow Inbound Faxes True

Partner Fax Server URI sip:fax.contoso.com:5060;transport=TCP

Message Text

User Enabled For Unified Messaging User enabled

Outlook Voice Access PIN Reset PIN reset

User Receives Voice Message Receives voice message

User Receives Fax Message Receives fax message

PIN Policies

Minimum PIN Length 7

PIN Recycle Count 6

Allow Common PIN Patterns True

Pin Lifetime Not Enforced

Sign-in Failures Before PIN Reset 22

Sign-in Failures Before Account Lockout 33

Dialing Authorization

Allow Calls in Same Dial Plan False

Allow Calls To Any Extension False

Authorized In-Country / Region Dialing Rules

Authorized International Dialling Rules Allowed International Rule
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Protected Voice Mail

Protect Voice Messages From Unauthenticated 
Callers

None

Protect Voice Messages From Authenticated 
Callers

None

Require Protected Play On Phone True

Allow Voice Responses To Email And Calendar 
Items

False

Message For Users Without WRM Support This is a WINRM message
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DialPlan2 Default Policy
UM mailbox policies specify common PIN policies, features, custom message text, and dialing 
authorization for a group of UM-enabled mailboxes.

General Settings

Dial Plan DialPlan2

Limit On Personal Greetings (Minutes) 5

Allow Analysis Of Voice Messages False

GUID f4657965-c768-4851-b584-a60a6284d8ea

Last Updated 01/05/2018 14:06:29

User Features

Allow Voice Mail Preview True

Allow Call Answering Rules True

Allow Message Waiting Indicator True

Allow Outlook Voice Access True

Allow Missed Call Notifications True

Allow Play On Phone True

Allow Inbound Faxes False

Message Text

User Enabled For Unified Messaging [Not Set]

Outlook Voice Access PIN Reset [Not Set]

User Receives Voice Message [Not Set]

User Receives Fax Message [Not Set]

PIN Policies

Minimum PIN Length 6

PIN Recycle Count 5

Allow Common PIN Patterns False

Pin Lifetime 60 days

Sign-in Failures Before PIN Reset 5

Sign-in Failures Before Account Lockout 15

Dialing Authorization

Allow Calls in Same Dial Plan True

Allow Calls To Any Extension True

Authorized In-Country / Region Dialing Rules

Authorized International Dialling Rules
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Protected Voice Mail

Protect Voice Messages From Unauthenticated 
Callers

None

Protect Voice Messages From Authenticated 
Callers

None

Require Protected Play On Phone False

Allow Voice Responses To Email And Calendar 
Items

True

Message For Users Without WRM Support
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DialPlan3 Default Policy
UM mailbox policies specify common PIN policies, features, custom message text, and dialing 
authorization for a group of UM-enabled mailboxes.

General Settings

Dial Plan DialPlan3

Limit On Personal Greetings (Minutes) 5

Allow Analysis Of Voice Messages False

GUID 882105ec-f31e-4d6a-b81f-f6a67d45573d

Last Updated 01/05/2018 14:06:48

User Features

Allow Voice Mail Preview True

Allow Call Answering Rules True

Allow Message Waiting Indicator True

Allow Outlook Voice Access True

Allow Missed Call Notifications True

Allow Play On Phone True

Allow Inbound Faxes False

Message Text

User Enabled For Unified Messaging [Not Set]

Outlook Voice Access PIN Reset [Not Set]

User Receives Voice Message [Not Set]

User Receives Fax Message [Not Set]

PIN Policies

Minimum PIN Length 6

PIN Recycle Count 5

Allow Common PIN Patterns False

Pin Lifetime 60 days

Sign-in Failures Before PIN Reset 5

Sign-in Failures Before Account Lockout 15

Dialing Authorization

Allow Calls in Same Dial Plan True

Allow Calls To Any Extension True

Authorized In-Country / Region Dialing Rules

Authorized International Dialling Rules
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Protected Voice Mail

Protect Voice Messages From Unauthenticated 
Callers

None

Protect Voice Messages From Authenticated 
Callers

None

Require Protected Play On Phone False

Allow Voice Responses To Email And Calendar 
Items

True

Message For Users Without WRM Support
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DialPlan4 Default Policy
UM mailbox policies specify common PIN policies, features, custom message text, and dialing 
authorization for a group of UM-enabled mailboxes.

General Settings

Dial Plan DialPlan4

Limit On Personal Greetings (Minutes) 5

Allow Analysis Of Voice Messages False

GUID 90c85b12-e385-4263-9ca2-fe249028f82c

Last Updated 01/05/2018 14:11:00

User Features

Allow Voice Mail Preview True

Allow Call Answering Rules True

Allow Message Waiting Indicator True

Allow Outlook Voice Access True

Allow Missed Call Notifications True

Allow Play On Phone True

Allow Inbound Faxes False

Message Text

User Enabled For Unified Messaging [Not Set]

Outlook Voice Access PIN Reset [Not Set]

User Receives Voice Message [Not Set]

User Receives Fax Message [Not Set]

PIN Policies

Minimum PIN Length 6

PIN Recycle Count 5

Allow Common PIN Patterns False

Pin Lifetime 60 days

Sign-in Failures Before PIN Reset 5

Sign-in Failures Before Account Lockout 15

Dialing Authorization

Allow Calls in Same Dial Plan True

Allow Calls To Any Extension True

Authorized In-Country / Region Dialing Rules

Authorized International Dialling Rules
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Protected Voice Mail

Protect Voice Messages From Unauthenticated 
Callers

None

Protect Voice Messages From Authenticated 
Callers

None

Require Protected Play On Phone False

Allow Voice Responses To Email And Calendar 
Items

True

Message For Users Without WRM Support
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Version History
The version history displays the changes that have been made to the documentation of this item over 
time - either automatically when a change has been detected, or manually by users of the system.

Version Username Date Time Description

1.01 DEMO2012R2\sysadmin 15 May 2019 17:29 Updated by XIA Configuration Client Data

1.00 DEMO2012R2\sysadmin 15 May 2019 17:29 Initial Item Creation
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