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Disclaimer
This document is for authorised use by the intended recipient(s) only. It may contain proprietary material,
 confidential information and, or be subject to legal privilege. It should not be copied, disclosed to, 
retained or used by, any other party.
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IIS Server Information
This is a sample web server running Windows Server 2012 R2 (IIS 8.5) hosting the XIA Configuration server
application. The SSL certificate assigned to the default web site  is intentionally expired when viewing the site notice

the warning presented. 

General Information
Description IIS Server version: 8.5

Item Name WIN-86VJQDEFFM4

Item ID 2679

Primary Owner Name Web Services Team

Primary Owner Contact webservices@demonstration.int

Scanned on Date 07 May 2014

Client Version 6.0.0

Relationships
Item ID Name Type Relationship Type

2629 WIN-86VJQDEFFM4 Windows Server Is Hosted On

1000 Demonstration Inc Container Contained Within

Internal Default Web Site Microsoft IIS Web Site Hosts IIS Web Site

Internal .NET v2.0 Microsoft IIS Application Pool Hosts IIS Application Pool

Internal .NET v2.0 Classic Microsoft IIS Application Pool Hosts IIS Application Pool

Internal Classic .NET AppPool Microsoft IIS Application Pool Hosts IIS Application Pool

Internal DefaultAppPool Microsoft IIS Application Pool Hosts IIS Application Pool

Internal XIAConfiguration - NS Microsoft IIS Application Pool Hosts IIS Application Pool
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Relationship Map
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Server Information
Operating System Microsoft Windows Server 2012 R2 Datacenter

Version 8.5

Server Certificates

Provides information about the certificates that the web server can use with web sites configured for SSL.

Name Issued To Issued By Expiry Date

www.centrel-solutions.com www.centrel-solutions.com GeoTrust DV SSL CA 12 October 2013
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Application Pools
An application pool is a group of one or more IIS applications that are served by a single or set of 
worker processes.

As application pools are isolated from one another, each running their own worker process, they ensure 
that a failure in one application pool does not affect the applications running in other application pools.

Each application pool allows for individually configured identity, recycling and performance settings.

Name .NET Framework Version Managed Pipeline Mode Identity

.NET v2.0 v2.0 Integrated ApplicationPoolIdentity

.NET v2.0 Classic v2.0 Classic ApplicationPoolIdentity

Classic .NET AppPool v2.0 Classic ApplicationPoolIdentity

DefaultAppPool v4.0 Integrated ApplicationPoolIdentity

XIAConfiguration - NS v2.0 Integrated NetworkService
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.NET v2.0
Application Pool

Name .NET v2.0

Auto Start True

Applications

Managed Pipeline Mode Integrated

Managed Runtime Version v2.0

Failure Protection

Shutdown Executable

Shutdown Executable Parameters

Orphaned Process Executable

Orphaned Process Executable 
Parameters

Orphan Worker Processes False

Rapid Fail Protection True

Rapid Fail Protection Interval 5 seconds

Rapid Fail Protection Maximum 
Failures

5

Process Model

Identity Type ApplicationPoolIdentity

Idle Timeout 20 minutes

Load User Profile False

Maximum Worker Processes 1

Ping Enabled True

Ping Interval 0 seconds

Ping Response Time 2 seconds

Shutdown Time Limit 2 seconds

Startup Time Limit 2 seconds

Username

Password [Not Documented]
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.NET v2.0 Classic
Application Pool

Name .NET v2.0 Classic

Auto Start True

Applications

Managed Pipeline Mode Classic

Managed Runtime Version v2.0

Failure Protection

Shutdown Executable

Shutdown Executable Parameters

Orphaned Process Executable

Orphaned Process Executable 
Parameters

Orphan Worker Processes False

Rapid Fail Protection True

Rapid Fail Protection Interval 5 seconds

Rapid Fail Protection Maximum 
Failures

5

Process Model

Identity Type ApplicationPoolIdentity

Idle Timeout 20 minutes

Load User Profile False

Maximum Worker Processes 1

Ping Enabled True

Ping Interval 0 seconds

Ping Response Time 2 seconds

Shutdown Time Limit 2 seconds

Startup Time Limit 2 seconds

Username

Password [Not Documented]
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Classic .NET AppPool
Application Pool

Name Classic .NET AppPool

Auto Start True

Applications

Managed Pipeline Mode Classic

Managed Runtime Version v2.0

Failure Protection

Shutdown Executable

Shutdown Executable Parameters

Orphaned Process Executable

Orphaned Process Executable 
Parameters

Orphan Worker Processes False

Rapid Fail Protection True

Rapid Fail Protection Interval 5 seconds

Rapid Fail Protection Maximum 
Failures

5

Process Model

Identity Type ApplicationPoolIdentity

Idle Timeout 20 minutes

Load User Profile False

Maximum Worker Processes 1

Ping Enabled True

Ping Interval 0 seconds

Ping Response Time 2 seconds

Shutdown Time Limit 2 seconds

Startup Time Limit 2 seconds

Username

Password [Not Documented]
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DefaultAppPool
Application Pool

Name DefaultAppPool

Auto Start True

Applications Default Web Site

Managed Pipeline Mode Integrated

Managed Runtime Version v4.0

Failure Protection

Shutdown Executable

Shutdown Executable Parameters

Orphaned Process Executable

Orphaned Process Executable 
Parameters

Orphan Worker Processes False

Rapid Fail Protection True

Rapid Fail Protection Interval 5 seconds

Rapid Fail Protection Maximum 
Failures

5

Process Model

Identity Type ApplicationPoolIdentity

Idle Timeout 20 minutes

Load User Profile False

Maximum Worker Processes 1

Ping Enabled True

Ping Interval 0 seconds

Ping Response Time 2 seconds

Shutdown Time Limit 2 seconds

Startup Time Limit 2 seconds

Username

Password [Not Documented]
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XIAConfiguration - NS
Application Pool

Name XIAConfiguration - NS

Auto Start True

Applications Default Web Site/XIAConfiguration

Managed Pipeline Mode Integrated

Managed Runtime Version v2.0

Failure Protection

Shutdown Executable

Shutdown Executable Parameters

Orphaned Process Executable

Orphaned Process Executable 
Parameters

Orphan Worker Processes False

Rapid Fail Protection True

Rapid Fail Protection Interval 5 seconds

Rapid Fail Protection Maximum 
Failures

5

Process Model

Identity Type NetworkService

Idle Timeout 120 minutes

Load User Profile False

Maximum Worker Processes 1

Ping Enabled True

Ping Interval 0 seconds

Ping Response Time 2 seconds

Shutdown Time Limit 2 seconds

Startup Time Limit 2 seconds

Username

Password [Not Documented]
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Web Sites
A Web site is a container for Web applications, and you can access it through one or more unique 
bindings.

A Web site binding is the combination of an IP address, a port, and the optional host headers on which 
IIS listens for requests made to that Web site. 

Each web site can have individual logging and connection settings.

Name ID Path

Default Web Site 1 %SystemDrive%\inetpub\wwwroot
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Default Web Site

This web site contained an invalid certificate at the time of the scan or the certificate in use has since expired.  Please see the SSL bindings 
below for more information.

Auto Start True

Bindings http:*:80:
https:*:443:

ID 1

Max Bandwidth 4294967295 bytes/second

Maximum Connections 4294967295

SSL Binding

Address *

Port 443

Friendly Name www.centrel-solutions.com

General

Friendly Name www.centrel-solutions.com

Subject Name www.centrel-solutions.com

Subject CN=www.centrel-solutions.com, OU=Domain Control Validated - QuickSSL(R) Premium, OU=See 
www.geotrust.com/resources/cps (c)12, OU=GT57171736, 
SERIALNUMBER=5XKigc7He-9VGLA4cfFbokCiFqJTyOTl

Issuer CN=GeoTrust DV SSL CA, OU=Domain Validated SSL, O=GeoTrust Inc., C=US

Valid From 10 September 2012

Expiry Date 12 October 2013

Key Usage Digital Signature
Key encipherment

Enhanced Key Usages Server Authentication (1.3.6.1.5.5.7.3.1)
Client Authentication (1.3.6.1.5.5.7.3.2)

Details

Public Key RSA (1024 Bits)

Serial Number 0501DA

Signature Algorithm sha1RSA

Thumbprint 794F2B15351DF68127ED7B3B7E8CE1D3317BFBE8

Version 3

CRL Distribution Points http://gtssldv-crl.geotrust.com/crls/gtssldv.crl

Subject Alternative Names www.centrel-solutions.com
centrel-solutions.com
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Logging Settings

Directory %SystemDrive%\inetpub\logs\LogFiles

Enabled True

Log Format W3C

Fields Client IP Address
Date
Method
Protocol Status
Protocol Substatus
Referer
Server IP Address
Server Port
Time
Time Taken
URI Query
URI Stem
User Agent
User Name
Win32 Status

Log File Rollover Create a new log file daily.

Truncate Size 20971520

Home Directory

Application Pool DefaultAppPool

Document Footer

Application User (pass-through 
authentication)

True

Username

Password [Not Documented]

Path /

Physical Path %SystemDrive%\inetpub\wwwroot

SSL Flags None

ASP Settings

Enable Buffering True

Code Page 0

Script Error Message An error occurred on the server when processing the URL. Please contact the system administrator. 
[p/] If you are the system administrator please click [a 
href="http://go.microsoft.com/fwlink/?LinkID=82731"]here[/a] to find out more about this error.

Send Errors To Browser False

Script Language VBScript

Script Timeout 90 seconds

Enabled True

Maximum Sessions 4294967295

Session Timeout 20 seconds

ASP.NET

Trust Level Full

ASP.NET App Settings
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There are no ASP.NET app settings defined.

ASP.NET Connection Strings

LocalSqlServer System.Data.SqlClient
data source=.\SQLEXPRESS;Integrated 
Security=SSPI;AttachDBFilename=|DataDirectory|aspnetdb.mdf;User Instance=true

ASP.NET Machine Key

Encryption Method Auto

Decryption Key AutoGenerate,IsolateApps

Validation Method SHA1

Validation Key AutoGenerate,IsolateApps

ASP.NET Session State

Cookie Mode UseCookie

Cookie Name ASP.NET_SessionId

Custom Provider

Session State Mode InProc

Partition Resolver Type

Regenerate expired session ID True

SQL Command Timeout 30 seconds

SQL Connection String data source=localhost;Integrated Security=SSPI

State Server Connection String tcpip=loopback:42424

State Server Network Timeout 10 seconds

Session Timeout 20 minutes

Use hosting identity for impersonation True

ASP.NET SMTP Settings

Use Default (Windows) Credentials False

Delivery Method Network

E-mail address

SMTP Server

Port 25

Username

Password [Not Documented]
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Authentication Settings

Anonymous Authentication True

Anonymous Identity IUSR

Basic Authentication False

Default Domain

Realm

Client Certificate Authentication False

Windows Authentication False

Providers Negotiate
NTLM

Enanble Kernel-Mode Authentication True

Default Document Settings

Enabled True

Files Default.htm
Default.asp
index.htm
index.html
iisstart.htm
default.aspx

Directory Browsing

Enabled False

Fields Date, Extension, Size, Time

Custom Error Pages

Default Page Path

Path Type File

Error Responses DetailedLocalOnly

401 401.htm

403 403.htm

404 404.htm

405 405.htm

406 406.htm

412 412.htm

500 500.htm

501 501.htm

502 502.htm

Enabled ISAPI Filters

ASP.Net_2.0.50727-64 %windir%\Microsoft.NET\Framework64\v2.0.50727\aspnet_filter.dll

ASP.Net_2.0.50727.0 %windir%\Microsoft.NET\Framework\v2.0.50727\aspnet_filter.dll
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Handler Mappings

Name Path Verbs

ISAPI-dll *.dll *

TraceHandler-Integrated trace.axd GET,HEAD,POST,DEBUG

WebAdminHandler-Integrated WebAdmin.axd GET,DEBUG

AssemblyResourceLoader-Integrated WebResource.axd GET,DEBUG

PageHandlerFactory-Integrated *.aspx GET,HEAD,POST,DEBUG

SimpleHandlerFactory-Integrated *.ashx GET,HEAD,POST,DEBUG

WebServiceHandlerFactory-Integrated *.asmx GET,HEAD,POST,DEBUG

HttpRemotingHandlerFactory-rem-Integrated *.rem GET,HEAD,POST,DEBUG

HttpRemotingHandlerFactory-soap-Integrated *.soap GET,HEAD,POST,DEBUG

AXD-ISAPI-2.0 *.axd GET,HEAD,POST,DEBUG

PageHandlerFactory-ISAPI-2.0 *.aspx GET,HEAD,POST,DEBUG

SimpleHandlerFactory-ISAPI-2.0 *.ashx GET,HEAD,POST,DEBUG

WebServiceHandlerFactory-ISAPI-2.0 *.asmx GET,HEAD,POST,DEBUG

HttpRemotingHandlerFactory-rem-ISAPI-2.0 *.rem GET,HEAD,POST,DEBUG

HttpRemotingHandlerFactory-soap-ISAPI-2.0 *.soap GET,HEAD,POST,DEBUG

AXD-ISAPI-2.0-64 *.axd GET,HEAD,POST,DEBUG

PageHandlerFactory-ISAPI-2.0-64 *.aspx GET,HEAD,POST,DEBUG

SimpleHandlerFactory-ISAPI-2.0-64 *.ashx GET,HEAD,POST,DEBUG

WebServiceHandlerFactory-ISAPI-2.0-64 *.asmx GET,HEAD,POST,DEBUG

HttpRemotingHandlerFactory-rem-ISAPI-2.0-64 *.rem GET,HEAD,POST,DEBUG

HttpRemotingHandlerFactory-soap-ISAPI-2.0-64 *.soap GET,HEAD,POST,DEBUG

TRACEVerbHandler * TRACE

OPTIONSVerbHandler * OPTIONS

StaticFile * *
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XIAConfiguration
Home Directory

Application Pool XIAConfiguration - NS

Document Footer

Application User (pass-through 
authentication)

True

Username

Password [Not Documented]

Path /XIAConfiguration

Physical Path C:\Program Files\CENTREL Solutions\XIA Configuration\XIA Configuration Server

SSL Flags None

ASP Settings

Enable Buffering True

Code Page 0

Script Error Message An error occurred on the server when processing the URL. Please contact the system administrator. 
[p/] If you are the system administrator please click [a 
href="http://go.microsoft.com/fwlink/?LinkID=82731"]here[/a] to find out more about this error.

Send Errors To Browser False

Script Language VBScript

Script Timeout 90 seconds

Enabled True

Maximum Sessions 4294967295

Session Timeout 20 seconds

ASP.NET

Trust Level Full

ASP.NET App Settings

TallPDF.NET 3.0 Web Redistribution 
Key

pln43budcbN8WdQBIQFE8E++

ASP.NET Connection Strings

LocalSqlServer System.Data.SqlClient
data source=.\SQLEXPRESS;Integrated 
Security=SSPI;AttachDBFilename=|DataDirectory|aspnetdb.mdf;User Instance=true

ASP.NET Machine Key

Encryption Method Auto

Decryption Key AutoGenerate,IsolateApps

Validation Method SHA1

Validation Key AutoGenerate,IsolateApps
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ASP.NET Session State

Cookie Mode UseCookie

Cookie Name ASP.NET_SessionId

Custom Provider

Session State Mode InProc

Partition Resolver Type

Regenerate expired session ID True

SQL Command Timeout 30 seconds

SQL Connection String data source=localhost;Integrated Security=SSPI

State Server Connection String tcpip=loopback:42424

State Server Network Timeout 10 seconds

Session Timeout 20 minutes

Use hosting identity for impersonation True

ASP.NET SMTP Settings

Use Default (Windows) Credentials False

Delivery Method Network

E-mail address

SMTP Server

Port 25

Username

Password [Not Documented]

Authentication Settings

Anonymous Authentication False

Anonymous Identity IUSR

Basic Authentication False

Default Domain

Realm

Client Certificate Authentication False

Windows Authentication True

Providers Negotiate
NTLM

Enanble Kernel-Mode Authentication True

Default Document Settings

Enabled True

Files default.aspx
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Directory Browsing

Enabled False

Fields Date, Extension, Size, Time

Custom Error Pages

Default Page Path

Path Type File

Error Responses DetailedLocalOnly

401 401.htm

403 403.htm

404 404.htm

405 405.htm

406 406.htm

412 412.htm

500 500.htm

501 501.htm

502 502.htm

Enabled ISAPI Filters

ASP.Net_2.0.50727-64 %windir%\Microsoft.NET\Framework64\v2.0.50727\aspnet_filter.dll

ASP.Net_2.0.50727.0 %windir%\Microsoft.NET\Framework\v2.0.50727\aspnet_filter.dll
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Handler Mappings

Name Path Verbs

ScriptHandlerFactory *.asmx *

ScriptHandlerFactoryAppServices *_AppService.axd *

ScriptResource ScriptResource.axd GET,HEAD

CachedImageService cachedimageservice.axd GET

ISAPI-dll *.dll *

TraceHandler-Integrated trace.axd GET,HEAD,POST,DEBUG

WebAdminHandler-Integrated WebAdmin.axd GET,DEBUG

AssemblyResourceLoader-Integrated WebResource.axd GET,DEBUG

PageHandlerFactory-Integrated *.aspx GET,HEAD,POST,DEBUG

SimpleHandlerFactory-Integrated *.ashx GET,HEAD,POST,DEBUG

HttpRemotingHandlerFactory-rem-Integrated *.rem GET,HEAD,POST,DEBUG

HttpRemotingHandlerFactory-soap-Integrated *.soap GET,HEAD,POST,DEBUG

AXD-ISAPI-2.0 *.axd GET,HEAD,POST,DEBUG

PageHandlerFactory-ISAPI-2.0 *.aspx GET,HEAD,POST,DEBUG

SimpleHandlerFactory-ISAPI-2.0 *.ashx GET,HEAD,POST,DEBUG

WebServiceHandlerFactory-ISAPI-2.0 *.asmx GET,HEAD,POST,DEBUG

HttpRemotingHandlerFactory-rem-ISAPI-2.0 *.rem GET,HEAD,POST,DEBUG

HttpRemotingHandlerFactory-soap-ISAPI-2.0 *.soap GET,HEAD,POST,DEBUG

AXD-ISAPI-2.0-64 *.axd GET,HEAD,POST,DEBUG

PageHandlerFactory-ISAPI-2.0-64 *.aspx GET,HEAD,POST,DEBUG

SimpleHandlerFactory-ISAPI-2.0-64 *.ashx GET,HEAD,POST,DEBUG

WebServiceHandlerFactory-ISAPI-2.0-64 *.asmx GET,HEAD,POST,DEBUG

HttpRemotingHandlerFactory-rem-ISAPI-2.0-64 *.rem GET,HEAD,POST,DEBUG

HttpRemotingHandlerFactory-soap-ISAPI-2.0-64 *.soap GET,HEAD,POST,DEBUG

TRACEVerbHandler * TRACE

OPTIONSVerbHandler * OPTIONS

StaticFile * *
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Version History
The version history displays the changes that have been made to the documentation of this item over 
time - either automatically when a change has been detected, or manually by users of the system.

Version Username Date Time Description

1.05 CENTREL-WS02\dhomer 07 May 2014 16:05 Updated notes

1.04 CENTREL-WS02\dhomer 07 May 2014 15:51 Updated by XIA Configuration Client Data

1.03 CENTREL-WS02\dhomer 07 May 2014 15:51 Updated notes

1.02 CENTREL-WS02\dhomer 07 May 2014 15:51 Updated by XIA Configuration Client Data

1.01 CENTREL-WS02\dhomer 07 May 2014 15:51 Updated by XIA Configuration Client Data

1.00 CENTREL-WS02\dhomer 07 May 2014 15:51 Initial Item Creation
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