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“ General Information

Provides general information for this item.

@8 General Information

Name
Description
Primary Owner Name

Primary Owner Contact

(D System Information

centrelsolutionsdemo.onmicrosoft.com
Exchange Online (15.21.382.9)
IT Services

itservices@centrelsolutionsdemo.onmicrosoft.com

Item Path
Identifier
Item ID
Version ID

Check Out Status

[ Custom Item Details

Demonstration Company

dac00177-0c5b-47e9-bcb6-ec4553a0e2ce

1154

1.13

Available

This is an example Exchange Online organization.

XIA Configuration Server

Exchange Online Documentation | centrelsolutionsdemo.onmicrosoft.com
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=] Client Information

N Provides information about the client that was used to generate the information and the data
used by the client to uniquely identify this item.

@ Item Identifiers

Primary Identifier centrelsolutionsdemo.onmicrosoft.com
Secondary Identifier 15bf43b0-a628-4e42-8935-ch6788b511fd
Tertiary Identifier

Environment Identifier

47 Client Information

Client Machine Name CSDEMO-DCO01

Client Identifier af48e157-5fef-4¢c7¢c-9075-62ccccleOeab
Client IP Address 192.168.176.132

Client Scan Date 07 September 2026 13:47 (1 days ago)
Client Service Username CSDEMO\XiaClient

Client Version 18.1.5.0

@ Scan Profile

Target centrelsolutionsdemo.onmicrosoft.com
Profile Name Demonstration Live
Profile Identifier 8a36ee71-f8de-4499-b78e-f2c0a6e96281
XIA Configuration Server Page 7 of 144
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Relationships

Provides a summary of the relationships between this item and other items in the environment.

:E 17 Relationships

Direction Managed Name Type Parent Relationship Type
Outbound True Demonstration Company Container centrelsolutionsdemo.onmicrosoft.com Contained Within
Outbound False 24 x 7 Premium Support Support Provision centrelsolutionsdemo.onmicrosoft.com Is Supported By
Outbound True centrelsolutionsdemo.onmicrosoft.com Entra Directory centrelsolutionsdemo.onmicrosoft.com Requires Entra Directory

Exchange Inbound Has Exchange Inbound

« 0 ¢ B O

Outbound True Inbound Connectors centrelsolutionsdemo.onmicrosoft.com
Connectors Connectors
Outbound True Demonstration Inbound Connector 1 Exchange Inbound Inbound Connectors Has Exchange Inbound
Connector Connector
Exchange Inbound Has Exchange Inbound
E,&' Outbound True Demonstration Inbound Connector 2 & Inbound Connectors &
Connector Connector
Exchange In n Has Exchange In n
33: Outbound True Demonstration Inbound Connector 3 xchange Inbound Inbound Connectors as Exchange Inbound
Connector Connector
_)=5=' Outbound True Demonstration Inbound Connector 4 Exchange Inbound Inbound Connectors Has Exchange Inbound
Connector Connector
Exchange Inbound Has Exchange Inbound
E,&' Outbound True Inbound from 1594abbd-9de4-4330-b1c7-fcf0036c8e6d & Inbound Connectors &
Connector Connector
Exchan n Has Exchan, n
El Outbound True Outbound Connectors xchange Outbound centrelsolutionsdemo.onmicrosoft.com as Exchange Outbound
Connectors Connectors
'=EE) Outbound True Demonstration Outbound Connector 1 Exchange Outbound Outbound Connectors Has Exchange Outbound
Connector Connector
Exchange Outbound Has Exchange Outbound
=EE', Outbound True Demonstration Outbound Connector 2 5 Outbound Connectors g
Connector Connector
Exchan n Has Exchan, n
'=EE') Outbound True Outbound to 1594abbd-9de4-4330-b1c7-fcf0036c8e6d xchange Outbound Outbound Connectors as Exchange Outbound
Connector Connector
XIA Configuration Server Page 8 of 144
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£ outbound
@ Outbound
@ Outbound

@ Outbound

XIA Configuration Server
Exchange Online Documentation | centrelsolutionsdemo.onmicrosoft.com

True

True

True

True

Accepted Domains

centrelsolutionsdemo.com

centrelsolutionsdemo.mail.onmicrosoft.com

centrelsolutionsdemo.onmicrosoft.com

Exchange Accepted
Domains

Exchange Accepted Domain

Exchange Accepted Domain

Exchange Accepted Domain

centrelsolutionsdemo.onmicrosoft.com

Accepted Domains

Accepted Domains

Accepted Domains

Has Exchange Accepted
Domains

Has Exchange Accepted
Domain

Has Exchange Accepted
Domain

Has Exchange Accepted
Domain

Page 9 of 144



Relationships Visualization

This section provides a visualization of the relationships between this item and other items in the system.

]

Demonstration
Company

l

24 x 7 Premium
Support

centrelsolution...

|

|
I

centrelsolution...

|

(
]

Accepted
Domains

|
r |
de fo

centrelsolution... centrelsolution...

XIA Configuration Server

centrelsolution...

|
]

Inbound
Connectors

|

[
=

-

Demonstration
Inbound
Connector 1

|
==

-

Demonstration
Inbound
Connector 2
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I
-

-

Demonstration
Inbound
Connector 3

| |
== ==

= =

Demonstration Inbound from

Inbound 1594abbd-9de...

Connector 4

]
]

Outbound
Connectors

[
==

-

Demonstration
Outbound
Connector 1

|
| 1
s s

= =

Outbound to
1594abbd-9de...

Demonstration
Outbound
Connector 2
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Organization Summary

Microsoft Exchange is an enterprise-class email and calendaring system, available either as a cloud-based
solution, or as an on-premises installation.

] General Settings

Name centrelsolutionsdemo.onmicrosoft.com
Identifier 15bf43b0-a628-4e42-8935-cb6788b511fd
Organization Type Exchange Online
RBAC Configuration Version 15.21.382.9
Version 15.21.382.9
XIA Configuration Server Page 11 of 144
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Compliance Management

Compliance Management functionality provides the ability to create policies to manage email lifecycle, retain
messages for the length of time based on business, legal, and regulatory requirements, and preserve email
records for litigation and investigation purposes.

XIA Configuration Server Page 12 of 144
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Journal Rules

Journaling is the ability to record all communications, including email communications, in an organization for
use in the organization's email retention or archival strategy. To meet an increasing number of regulatory and
compliance requirements, many organizations must maintain records of communications that occur when
employees perform daily business tasks.

[0/ General Settings

Undeliverable Report Address

07 0Journal Rules

There are no journal rules configured for this organization.

XIA Configuration Server Page 13 of 144
Exchange Online Documentation | centrelsolutionsdemo.onmicrosoft.com



Retention Policies

Retention policies help organizations to manage email lifecycle and reduce legal risks associated with email
and other communications.

(@5 1Retention Policies

Name Tags

1 Month Delete

1 Week Delete

1 Year Delete

5 Year Delete

6 Month Delete

@ Default MRM Policy ;Dele:t 2 .\I/ear move to archive
unk Emai

Never Delete

Personal 1 year move to archive
Personal 5 year move to archive
Personal never move to archive

Recoverable Items 14 days move to archive

XIA Configuration Server Page 14 of 144
Exchange Online Documentation | centrelsolutionsdemo.onmicrosoft.com



Default MRM Policy

Retention policies help organizations to manage email lifecycle and reduce legal risks associated with email
and other communications.

&

General Settings

Name
Identifier

Last Updated

<7

12 Retention Policy Tags

Default MRM Policy

6a984f3a-9a5¢-4175-948d-2ad0fdade68c

Friday, August 23, 2024 3:58:20 PM

A QA QA A QA QA0 & OQ XY

Name

1 Month Delete

1 Week Delete

1 Year Delete

5 Year Delete

6 Month Delete

Default 2 year move to archive

Junk Email

Never Delete

Personal 1 year move to archive

Personal 5 year move to archive

Personal never move to archive

Recoverable Items 14 days move to archive

XIA Configuration Server

Type

Personal

Personal

Personal

Personal

Personal

Default

Junk Email

Personal

Personal

Personal

Personal

Recoverable Items

Retention Period
When the item reaches 30 days old
When the item reaches 7 days old
When the item reaches 365 days old

When the item reaches 1825 days
old

When the item reaches 180 days old

When the item reaches 730 days old

When the item reaches 30 days old

Never

When the item reaches 365 days old

When the item reaches 1825 days
old

Never

When the item reaches 14 days old

Exchange Online Documentation | centrelsolutionsdemo.onmicrosoft.com

Retention Action
Delete and allow recovery
Delete and allow recovery

Delete and allow recovery
Delete and allow recovery

Delete and allow recovery
Move to archive

Delete and allow recovery
Delete and allow recovery

Move to archive
Move to archive

Move to archive

Move to archive
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Retention Policy Tags

Retention tags are used to apply retention settings to folders and individual items such as email messages and
voice mail. These settings specify how long a message remains in a mailbox and the action to take when the

message reaches the specified retention age.

<7

16 Retention Policy Tags

QA Q4 QA A0 4 & & & & Q& & & Q8

Name

1 Month Delete

1 Week Delete

1 Year Delete

5 Year Delete

6 Month Delete

AsyncOperationNotification

AutoGroup

Default 2 year move to archive

Deleted Items

Junk Email

ModeratedRecipients

Never Delete

Personal 1 year move to archive

Personal 5 year move to archive

Personal never move to archive

Recoverable Items 14 days move to archive

XIA Configuration Server

Type

Personal

Personal

Personal

Personal

Personal

Personal

Personal

Default

Deleted Items

Junk Email

Personal

Personal

Personal

Personal

Personal

Recoverable Items

Retention Period

When the item reaches 30 days
old

When the item reaches 7 days old

When the item reaches 365 days
old

When the item reaches 1825 days
old

When the item reaches 180 days
old

When the item reaches 30 days
old

When the item reaches 30 days
old

When the item reaches 730 days
old

When the item reaches 30 days
old

When the item reaches 30 days
old

When the item reaches 2 days old

Never

When the item reaches 365 days
old

When the item reaches 1825 days
old

Never

When the item reaches 14 days
old
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Retention Action
Delete and allow recovery
Delete and allow recovery

Delete and allow recovery

Delete and allow recovery

Delete and allow recovery

Delete and allow recovery

Delete and allow recovery

Move to archive

Delete and allow recovery

Delete and allow recovery

Delete and allow recovery

Delete and allow recovery

Move to archive

Move to archive
Move to archive

Move to archive
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Mail Flow

This section describes the configuration of the mail flow within the organization including the address policies,
send and receive connectors and transport rules.
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Accepted Domains

An accepted domain is any SMTP namespace for which Microsoft Exchange sends or receives emails.

@ 3 Accepted Domains

Name Domain Name Type
@ centrelsolutionsdemo.com centrelsolutionsdemo.com Authoritative
@ centrelsolutionsdemo.mail.onmicrosoft.com centrelsolutionsdemo.mail.onmicrosoft.com Authoritative
@ centrelsolutionsdemo.onmicrosoft.com centrelsolutionsdemo.onmicrosoft.com Authoritative

XIA Configuration Server Page 18 of 144
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centrelsolutionsdemo.com

An accepted domain is any SMTP namespace for which Microsoft Exchange sends or receives emails.

,@ General Settings

Name
Identifier

Last Updated

] Accepted Domain Settings

centrelsolutionsdemo.com

34b69cbb-c43d-4f35-9191-9881887df200

Thursday, July 23, 2026 3:47:58 PM

Domain Name

centrelsolutionsdemo.com

Domain Type Authoritative
Default False

Accept Subdomains False

A\ DKIM Configuration

Enabled False

XIA Configuration Server
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centrelsolutionsdemo.mail.onmicrosoft.com

An accepted domain is any SMTP namespace for which Microsoft Exchange sends or receives emails.

l@ General Settings

Name
Identifier

Last Updated

] Accepted Domain Settings

centrelsolutionsdemo.mail.onmicrosoft.com
c88d9034-bebe-410b-a165-7153c2bc3188

Monday, December 29, 2025 3:11:06 PM

Domain Name

centrelsolutionsdemo.mail.onmicrosoft.com

Domain Type Authoritative
Default False

Accept Subdomains False

Q DKIM Configuration

Enabled True

Body Canonicalization Relaxed
Header Canonicalization Relaxed

Selector 1 CNAME
Selector 1 Key Size
Selector 2 CNAME

Selector 2 Key Size

DKIM Status

XIA Configuration Server

selectorl-centrelsolutionsdemo-mail-onmicrosoft-
com._domainkey.centrelsolutionsdemo.onmicrosoft.com

2048

selector2-centrelsolutionsdemo-mail-onmicrosoft-
com._domainkey.centrelsolutionsdemo.onmicrosoft.com

2048

Valid

Exchange Online Documentation | centrelsolutionsdemo.onmicrosoft.com
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centrelsolutionsdemo.onmicrosoft.com

An accepted domain is any SMTP namespace for which Microsoft Exchange sends or receives emails.

l@ General Settings

Name centrelsolutionsdemo.onmicrosoft.com
Identifier a39b3291-bdb1-4803-b1d4-7d872976d82b
Last Updated Friday, August 23, 2024 3:57:44 PM

] Accepted Domain Settings

Domain Name centrelsolutionsdemo.onmicrosoft.com
Domain Type Authoritative

Default True

Accept Subdomains False

Q DKIM Configuration

Enabled True

Body Canonicalization Relaxed

Header Canonicalization Relaxed

Selector 1 CNAME selectorl-centrelsolutionsdemo-onmicrosoft-com._domainkey.centrelsolutionsdemo.onmicrosoft.com
Selector 1 Key Size 2048

Selector 2 CNAME selector2-centrelsolutionsdemo-onmicrosoft-com._domainkey.centrelsolutionsdemo.onmicrosoft.com
Selector 2 Key Size 2048

DKIM Status Valid

XIA Configuration Server Page 21 of 144

Exchange Online Documentation | centrelsolutionsdemo.onmicrosoft.com



Inbound Connectors

Inbound connectors in Exchange Online define who is allowed to send mail into the tenant and under what
conditions. Each connector acts as a controlled entry point, specifying the external domains or IP addresses
permitted to deliver messages, and enforcing security requirements such as TLS, certificate matching, or

IP/domain restrictions.

sf= 5Inbound Connectors

Name

Demonstration Inbound Connector 1

Demonstration Inbound Connector 2

Demonstration Inbound Connector 3

Demonstration Inbound Connector 4

Inbound from 1594abbd-9de4-4330-b1c7-fcf0036c8e6d

‘T oor FOF oor

XIA Configuration Server
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False

True

True

False

True

Enabled

Type
On-Premises
On-Premises
Partner
Partner

On-Premises
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Demonstration Inbound Connector 1

An inbound connector defines a trusted entry point for mail entering the tenant and enforces the conditions
under which that mail is accepted.

E,Fo" General Settings

Connector Source Admin Ul

Connector Type On-Premises

Creation Date Friday, July 10, 2026 9:55:01 AM

Last Modified Date Tuesday, July 14, 2026 3:35:41 PM
Description This is a demonstration connector.
Enabled False

Identifier 1cb1560b-cf77-4f30-ad7e-e1663cbh9bfdf
Retain Internal Exchange Email Headers False

@ Security & Validation

Require TLS True
Sender Certificate Name contoso.com
Require Certificate Domain Validation False
Restrict Domains To IP Addresses False

2 Mail Flow Rules

Associated Accepted Domains
Sender Domains *

Sender IP Addresses

XIA Configuration Server Page 23 of 144
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Demonstration Inbound Connector 2

An inbound connector defines a trusted entry point for mail entering the tenant and enforces the conditions
under which that mail is accepted.

=B General Settings

Connector Source Admin Ul

Connector Type On-Premises

Creation Date Tuesday, July 14, 2026 10:03:05 AM

Last Modified Date Tuesday, July 14, 2026 3:36:44 PM
Description This is a demonstration connector.
Enabled True

Identifier f7eadc16-05ea-44fe-9627-121d246c9c2c
Retain Internal Exchange Email Headers False

@ Security & Validation

Require TLS False
Sender Certificate Name
Require Certificate Domain Validation False

Restrict Domains To IP Addresses False

2 Mail Flow Rules

Associated Accepted Domains
Sender Domains *

200.100.1.0/24
200.100.0.0/24

Sender IP Addresses
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Demonstration Inbound Connector 3

An inbound connector defines a trusted entry point for mail entering the tenant and enforces the conditions
under which that mail is accepted.

=B General Settings

Connector Source Admin Ul

Connector Type Partner

Creation Date Tuesday, July 14, 2026 3:37:17 PM

Last Modified Date Thursday, July 23, 2026 3:28:19 PM
Description This is a demonstration connector.
Enabled True

Identifier cd7balb8-d69e-4926-b8d0-0d4baf9944a8
Retain Internal Exchange Email Headers False

@ Security & Validation

Require TLS True
Sender Certificate Name
Require Certificate Domain Validation False

Restrict Domains To IP Addresses True

2 Mail Flow Rules

Associated Accepted Domains

*

Sender Domains
contoso.com

Sender IP Addresses 200.100.100.100

XIA Configuration Server Page 25 of 144
Exchange Online Documentation | centrelsolutionsdemo.onmicrosoft.com



Demonstration Inbound Connector 4

An inbound connector defines a trusted entry point for mail entering the tenant and enforces the conditions
under which that mail is accepted.

E,Fo" General Settings

Connector Source Admin Ul

Connector Type Partner

Creation Date Friday, October 20, 2023 11:40:06 AM
Last Modified Date Thursday, July 23, 2026 3:28:26 PM
Description This is a demonstration connector.
Enabled False

Identifier cbldaaal-a659-40f3-ad66-2888975aacd9
Retain Internal Exchange Email Headers False

@ Security & Validation

Require TLS True
Sender Certificate Name
Require Certificate Domain Validation False

Restrict Domains To IP Addresses True

2 Mail Flow Rules

Associated Accepted Domains centrelsolutionsdemo.onmicrosoft.com

i *.contoso.com
Sender Domains o
*.demonstration.int

Sender IP Addresses 150.150.150.150
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Inbound from 1594abbd-9de4-4330-b1c7-fcf0036c8ebd

An inbound connector defines a trusted entry point for mail entering the tenant and enforces the conditions
under which that mail is accepted.

=B General Settings

Connector Source Microsoft Hybrid Configuration Wizard (HCW)
Connector Type On-Premises

Creation Date Friday, July 17, 2026 6:12:34 PM

Last Modified Date Thursday, July 23, 2026 3:49:53 PM
Description

Enabled True

Identifier 673f710b-d759-4f7c-a520-044478432ef0
Retain Internal Exchange Email Headers True

@ Security & Validation

Require TLS True
Sender Certificate Name CSDEMO-EX01
Require Certificate Domain Validation False
Restrict Domains To IP Addresses False

2 Mail Flow Rules

Associated Accepted Domains
Sender Domains *

Sender IP Addresses
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Outbound Connectors

Outbound connectors define how mail leaves the tenant, specifying the external systems, partners, or
on-premises servers that Exchange Online is allowed to deliver messages to. They control the routing method,
security requirements, and validation behavior for outbound traffic.

=8 3 Outbound Connectors

=3
Name Enabled Type
=B°" Demonstration Outbound Connector 1 False On-Premises
‘416 Demonstration Outbound Connector 2 False Partner
=BE) Outbound to 1594abbd-9de4-4330-b1c7-fcf0036c8e6d True On-Premises
Page 28 of 144
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Demonstration Outbound Connector 1

An outbound connector defines a trusted route for mail leaving the tenant and enforces the conditions under

which that mail is sent.

‘*o" General Settings

Connector Source
Connector Type
Creation Date

Last Modified Date
Description
Enabled

Identifier

{2 Mail Flow Rules

Admin Ul

On-Premises

Monday, July 13, 2026 10:07:59 AM
Monday, July 13, 2026 4:17:03 PM

This is a demonstration outbound connector.
False

le457a8a-f4d9-4bdd-89d6-e8513dc760d8

Recipient Domains

Scope

@ Security & Routing

centrelsolutions.com

Only to the specified recipient domains

Cloud Services Mail Enabled
DANE Mode

MTA-STS Mode

Route All Mail Via On-Premises
Routing Type

Sender Rewriting (SRS)

Smart Hosts

Transport Security Mode

A Testing

True

Opportunistic

Opportunistic

False

Route email through smart hosts
False
smtp.centrel-solutions.com

Trusted certificate authority (CA)

Test Mode

B validation

False

Validation Recipients
Validated

Last Validation Attempt

XIA Configuration Server

dhomer@centrel-solutions.com
False

[Not Configured]
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Demonstration Outbound Connector 2

An outbound connector defines a trusted route for mail leaving the tenant and enforces the conditions under

which that mail is sent.

‘*o" General Settings

Connector Source
Connector Type
Creation Date

Last Modified Date
Description
Enabled

Identifier

{2 Mail Flow Rules

Admin Ul

Partner

Friday, July 10, 2026 9:59:13 AM

Monday, July 13, 2026 5:00:58 PM

This is a demonstration outbound connector.
False

89a87cf9-4cd9-4408-b3cd-b62aef3beed2

Recipient Domains

Scope

@ Security & Routing

Only when a transport rule routes messages to this connector

Cloud Services Mail Enabled
DANE Mode

MTA-STS Mode

Route All Mail Via On-Premises
Routing Type

Sender Rewriting (SRS)

Smart Hosts

Transport Security Mode

A Testing

False

Opportunistic

Opportunistic

False

Use the MX record

True

Opportunistic TLS

Test Mode

B validation

False

Validation Recipients
Validated

Last Validation Attempt

XIA Configuration Server

dhomer@centrel-solutions.com
False

Monday, July 13, 2026 3:29:05 PM
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Outbound to 1594abbd-9de4-4330-b1c7-fcf0036c8e6d

An outbound connector defines a trusted route for mail leaving the tenant and enforces the conditions under

which that mail is sent.

<8 General Settings

Connector Source
Connector Type
Creation Date

Last Modified Date
Description
Enabled

Identifier

{2 Mail Flow Rules

Microsoft Hybrid Configuration Wizard (HCW)
On-Premises
Friday, July 17, 2026 6:12:34 PM

Thursday, July 23, 2026 3:49:53 PM

True

adf383c9-7494-466b-97df-99e0b552784a

Recipient Domains

Scope

@ Security & Routing

centrelsolutionsdemo.com

Only to the specified recipient domains

Cloud Services Mail Enabled
DANE Mode

MTA-STS Mode

Route All Mail Via On-Premises
Routing Type

Sender Rewriting (SRS)

Smart Hosts

Transport Security Mode

True

Opportunistic

Opportunistic

False

Route email through smart hosts
False

centrelsolutionsdemo.int

Trusted CA with matching domain

TLS Domain CSDEMO-EX01
A Testing

Test Mode False

B validation

Validation Recipients

Validated False

Last Validation Attempt

XIA Configuration Server

[Not Configured]
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Remote Domains

Remote domains define how Exchange handles message formatting, automatic replies, and non-delivery
behavior for specific external SMTP domains.

@ 1 Remote Domains

Name Domain Name

@ Default *

XIA Configuration Server Page 32 of 144
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Default

Remote domains define how Exchange handles message formatting, automatic replies, and non-delivery
behavior for specific external SMTP domains.

&) General Settings

Name Default
Identifier 8b550c3d-9ee0-4651-8589-30229280486a
Last Updated Friday, August 23, 2024 3:57:44 PM

Ii:l Remote Domain Settings

Domain Name
Out of Office Automatic Reply Types Allow only external Out of Office replies

Use Rich-Text Format Follow user settings

© Automatic Replies

Allow Automatic Replies True

Allow Automatic Forwarding True

=3 Message Reporting

Allow Delivery Reports True
Allow Non-delivery Reports True
Allow Meeting Forward Notifications False

abe  Supported Character Set

MIME Character Set Western European (ISO)
Non-MIME Character Set Western European (1SO)
XIA Configuration Server Page 33 of 144
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Transport Configuration

The transport configuration section provides information about the organization-wide mail flow behaviors

¥ General Settings

External Postmaster Address

Turn Off Plus Addressing True

Turn On Send From Alias False

™ Message Limits

Maximum Send Size Unlimited
Maximum Receive Size Unlimited
Maximum Recipient Envelope Limit Unlimited
E? Message Recall

Cloud-Based Message Recall Enabled True

Alert Type Read Recipients Only
Allow Recall Of Read Messages False
Maximum Recallable Age 362 days
@ Security Settings

Allow Legacy TLS Clients False
Turn Off SMTP Client Authentication True
f% Reply-All Storm Protection

Enabled True
Minimum Recipients 0
Minimum Reply Alls 10

Block Duration (Hours) 6

XIA Configuration Server
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Transport Rules

Mail flow rules, also known as transport rules, are used to identify and take action on messages that flow
through an Exchange organization.

0 Transport Rules

There are no transport (mail flow) rules configured for this organization.
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Mobile

This section provides configuration settings for mobile devices.
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Mobile Mailbox Policies

Mobile device mailbox policies allow a common set of policies and security settings to be applied to a
collection of ActiveSync users.

DQ 1 Mobile Device Mailbox Policies

Name Default Last Modified

DQ Default True Friday, August 23, 2024 3:57:44 PM
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Default

Mobile device mailbox policies allow a common set of policies and security settings to be applied to a

collection of ActiveSync users.

Dg General Settings

Name

Default

Allow Non-Provisionable Devices

Default

True

True

Identifier fdc4cf97-df15-45d8-99de-93bf83058b42
Last Updated Friday, August 23, 2024 3:57:44 PM
@ Security

Require Password False

E.\ Device

Allow Removable Storage True

Allow Camera True

Allow Wi-Fi True

Allow Infrared True

Allow Internet Sharing True

Allow Remote Desktop True

Allow Bluetooth Allow

7> Sync Settings

Include Past Calendar Items All

Include Past Email Items All

Limit Email Size Unlimited

Allow Direct Push When Roaming True

Allow HTML Email True

Allow Attachments True

Maximum Attachment Size Unlimited

XIA Configuration Server
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Organization Configuration

This section provides organization level configuration settings.

XIA Configuration Server Page 39 of 144
Exchange Online Documentation | centrelsolutionsdemo.onmicrosoft.com



Add-Ins

Add-ins are applications that extend the functionality of Outlook clients by adding information or tools that
users can access without having to leave Outlook.

3 5Add-Ins
Name Provider Enabled Default State
'ﬁ Action Items Microsoft True Enabled
'ﬁ Bing Maps Microsoft True Enabled
'ﬁ My Templates Microsoft True Enabled
'ﬁ Unsubscribe Microsoft True Enabled
'ﬁ Viva Insights Microsoft True Enabled
XIA Configuration Server Page 40 of 144
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Action Items

Add-ins are applications that extend the functionality of Outlook clients by adding information or tools that
users can access without having to leave Outlook.

F3 General Settings

Name Action Items

Shows Action Item suggestions from your email. This add-in will not share your data with any third-

Description .
party service.

] Add-In Settings

Enabled True
Default State Enabled
Permissions Read\write mailbox
Provider Name Microsoft
Version 1.0
XIA Configuration Server Page 41 of 144
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Bing Maps

Add-ins are applications that extend the functionality of Outlook clients by adding information or tools that
users can access without having to leave Outlook.

F3 General Settings

Name Bing Maps

Map addresses found in your email. This add-in will send addresses to Bing but will not share your data

Description with any third-party service.

] Add-In Settings

Enabled True
Default State Enabled
Permissions Restricted
Provider Name Microsoft
Version 11
XIA Configuration Server Page 42 of 144
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My Templates

Add-ins are applications that extend the functionality of Outlook clients by adding information or tools that
users can access without having to leave Outlook.

F3 General Settings

Name My Templates

Description

3 Add-In Settings

Enabled True
Default State Enabled
Permissions Read\write item
Provider Name Microsoft
Version 1.0
XIA Configuration Server Page 43 of 144

Exchange Online Documentation | centrelsolutionsdemo.onmicrosoft.com



Unsubscribe

Add-ins are applications that extend the functionality of Outlook clients by adding information or tools that
users can access without having to leave Outlook.

F3 General Settings

Name Unsubscribe

This add-in is triggered by messages from subscription email feeds, and allows you to block the sender

Description ) ) A . . .
P or unsubscribe from the source. This add-in will not share your data with any third-party service.

] Add-In Settings

Enabled True
Default State Enabled
Permissions Read\write mailbox
Provider Name Microsoft
Version 1.0
XIA Configuration Server Page 44 of 144
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Viva Insights

Add-ins are applications that extend the functionality of Outlook clients by adding information or tools that
users can access without having to leave Outlook.

F3 General Settings

Name Viva Insights

Description Insights to help you protect time to get work done, automatic to dos, and more.

3 Add-In Settings

Enabled True
Default State Enabled
Permissions Read\write mailbox
Provider Name Microsoft
Version 3.14.0.0
XIA Configuration Server Page 45 of 144
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Hybrid Configuration

Exchange Hybrid Configuration connects an on-premises Exchange Server with Microsoft 365, creating a
unified email environment with shared cross-premises features such as free/busy calendar lookups and

seamless user authentication.

5 General Settings

Enabled
Hybrid Domains
Creation Date

Last Modified Date

@8 On-Premises Organization

True
centrelsolutionsdemo.com
Friday, July 17, 2026 5:55:54 PM

Thursday, July 23, 2026 3:49:55 PM

On-Premises Organization Name
On-Premises Organization Identifier

Organization Relationship

c’&} Connectors

CENTREL Solutions Demo
1594abbd-9de4-4330-b1c7-fcf0036c8e6d

0365 to On-premises - 1594abbd-9de4-4330-b1c7-fcf0036c8e6d

Inbound Connector

Outbound Connector

XIA Configuration Server

Inbound from 1594abbd-9de4-4330-b1c7-fcf0036c8e6d

Outbound to 1594abbd-9de4-4330-b1c7-fcf0036c8e6d
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Intra-Organization Connectors

Intra-Organization connectors define how two Exchange organizations communicate for cross-forest features.
They are created automatically by Exchange (on-prem or Online) whenever hybrid or cross-forest
functionality is configured.

Q,B 1 Intra-Organization Connectors

Name Enabled Remote Organization Domains

C@) HybridlOC - 1594abbd-9de4-4330-b1c7-fcf0036c8e6d True centrelsolutionsdemo.com
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HybridlOC - 1594abbd-9de4-4330-b1c7-fcf0036c8e6d

An Intra-Organization connector defines how two Exchange organizations communicate for cross-forest

features.

(g> General Settings

Identifier
Identity
Enabled

Is Valid
Creation Date

Last Modified Date

@ Remote Organization Domains

01665de9-da27-4122-8b64-5a22f6aa0836

HybridIOC - 1594abbd-9de4-4330-b1c7-fcf0036c8e6d

True
True
Friday, July 17, 2026 6:12:37 PM

Thursday, July 23, 2026 3:49:53 PM

Remote Organization Domains

@) Endpoints

centrelsolutionsdemo.com

Discovery Endpoint

Target Sharing URL

XIA Configuration Server
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Organization Relationships

Organization Relationships in Exchange establish a secure, federated trust between two separate Microsoft
365 or Exchange on-premises environments to enable seamless cross-tenant collaboration.

= 1 Organization Relationships

Name Enabled Domain Names
@ 0365 to On-premises - 1594abbd-9de4-4330-b1c7-fcf0036c8e6d False centrelsolutionsdemo.com
XIA Configuration Server Page 49 of 144
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0365 to On-premises - 1594abbd-9de4-4330-b1c7-

fcf0036c8ebd

An Organization Relationship establishes a secure, federated trust between two separate Microsoft 365 or

Exchange on-premises environments to enable seamless cross-tenant collaboration.

Q@ General Settings

Enabled

Domain Names
Identifier

Identity

Is Valid

Creation Date

Last Modified Date

Organization Contact

@) Endpoints

False

centrelsolutionsdemo.com
05a7f832-0137-4c7f-9ca3-251216d545ba

0365 to On-premises - 1594abbd-9de4-4330-b1c7-fcf0036c8e6d
True

Friday, July 17, 2026 6:12:29 PM

Thursday, July 23, 2026 4:14:07 PM

Application URI
Autodiscover Endpoint
Target OWA URL

Target Sharing URL

RoQ Federation & Authentication Settings

OAuth Application Identifier

Free/Busy Sharing Settings

Enable Calendar Free/Busy Information
Sharing

Free/Busy Access Level

Free/Busy Access Scope

2 Mailbox Move Settings

True

None

Demonstration Security Group20260721075252

Mailbox Move Enabled

Mailbox Move Capability

Mailbox Move Published Scopes

XIA Configuration Server

True

Inbound
Outbound
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[ MailTips Sharing Settings

MailTips Access Enabled
MailTips Access Level

MailTips Access Scope

'EE Additional Features

True
All

Demonstration Security Group20260721075252

Archive Access Enabled
Delivery Reports Enabled

Photos Enabled

XIA Configuration Server
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Sharing Policies

Exchange Sharing Policies define how calendar information can be shared with external recipients across the
organization.

R 2 Sharing Policies

Name Enabled Domain Names
EIQ‘ Default Sharing Policy True 1 Domains
IZR Demonstration Policy True 4 Domains
XIA Configuration Server Page 52 of 144
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Default Sharing Policy

An Exchange Sharing Policy defines how calendar information can be shared with external recipients across the
organization.

m_ General Settings

Enabled True
Default True
Creation Date Tuesday, September 26, 2023 7:09:45 PM
Last Modified Date Monday, July 27, 2026 10:45:34 AM
@ 1 Domains
Domain Name Policy Action

@ Sharing With Everyone None
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Demonstration Policy

An Exchange Sharing Policy defines how calendar information can be shared with external recipients across the
organization.

R General Settings

Enabled True
Default False
Creation Date Monday, July 27, 2026 10:34:19 AM
Last Modified Date Monday, July 27, 2026 11:21:01 AM
@ 4 Domains
Domain Name Policy Action

Calendar free/busy information with time only
@ Sharing With Everyone
Share the contacts folder

@ Anonymous Calendar free/busy information with time only

Calendar free/busy information with time, subject, and location
@ CalendarTest
Share the contacts folder

@ Demonstration Calendar free/busy information with time, subject, and location
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Permissions

Microsoft Exchange provides permissions based on the Role Based Access Control (RBAC) permissions model,
which can be used to grant permissions to administrators and users.
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Admin Roles

Admin role groups combine together permissions that can be assigned to administrators in the organization.

e

31 Admin Roles

4
4

Name
Communication Compliance

Communication Compliance
Administrators

Communication Compliance Investigators

Compliance Administrator

Compliance Management

Discovery Management

GlobalReaders_1101547655

Help Desk

Hygiene Management

Information Protection

Information Protection Admins

Information Protection Analysts

Information Protection Investigators

Information Protection Readers

Insider Risk Management

Insider Risk Management Admins

Insider Risk Management Investigators

Organization Management

Places Administrator

Privacy Management

XIA Configuration Server

Description
Viewer of communication compliance that can access the available reports and widgets.

Investigators of insider risk management that can triage alerts, investigate and action on cases as
well as explore content.

Analysts of communication compliance that can investigate policy matches, view messages meta
data, and take remediation actions.

Manage settings for device management, data loss prevention, reports, and preservation.

This role group will allow a specified user, responsible for compliance, to properly configure and
manage compliance settings within Exchange in accordance with their policy.

Members of this management role group can perform searches of mailboxes in the Exchange
organization for data that meets specific criteria.

Membership in this role group is synchronized across services and managed centrally. This role
group is not manageable through Microsoft Exchange. Members of this role group may include
auditor. By default, this group is not assigned any roles. However, it will be a member of the View-
Only Organization Management role group and will inherit the rights of that group.

Members of this management role group can view and manage the configuration for individual
recipients and view recipients in an Exchange organization. Members of this role group can only
manage the configuration each user can manage on his or her own mailbox. Additional

permissions can be added by assigning additional management roles to this role group.

Members of this management role group can manage Exchange anti-spam features and grant
permissions for antivirus products to integrate with Exchange.

For internal approval use only.

Full control over all information protection features, including sensitivity labels and their policies,
DLP, all classifier types, activity and content explorers, and all related reports.

Create, edit, and delete DLP policies, sensitivity labels and their policies, and all classifier types.
Manage endpoint DLP settings and simulation mode for auto-labeling policies.

Access and manage DLP alerts and activity explorer. View-only access to DLP policies, sensitivity
labels and their policies, and all classifier types.

Access and manage DLP alerts, activity explorer, and content explorer. View-only access to DLP
policies, sensitivity labels and their policies, and all classifier types.

Membership in this role group is synchronized across services and managed centrally. This role
group is not manageable through Microsoft Exchange. Members of this role group may include
auditor. By default, this group is not assigned any roles. However, it will be a member of the Places
Administrator role group and will inherit the rights of that group.

Manage contributor access for Insider risk management.

Analysts of insider risk management that can triage alerts, investigate and action on cases (but
cannot explore content).

Members of this management role group have permissions to manage Exchange objects and their
properties in the Exchange organization. Members can also delegate role groups and management
roles in the organization. This role group shouldn't be deleted.

Has access to deploy the Purview agents and perform the content analysis.

View all Compliance Manager content except for administrator functions.
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o

e

Privacy Management Administrators

Privacy Management Investigators

Recipient Management

Records Management

RIM-
MailboxAdminsa7ale6f5f3ff40d3902ef64f
0b74e596

Security Administrator

Security Operator

Security Reader

SecurityAdmins_1942666338

TenantAdmins_-1118979700

View-Only Organization Management

XIA Configuration Server

Manage access control for Privacy Management solution in the Microsoft 365 Compliance Center.

Analysts of privacy management solution that can investigate policy matches, view messages meta
data, and take remediation actions.

Members of this management role group have rights to create, manage, and remove Exchange
recipient objects in the Exchange organization.

Members of this management role group have permissions to manage and dispose record
content.

Membership in this role group is synchronized across services and managed centrally. This role
group is not manageable through the administrator portals. Members of this role group may
include cross-service administrators, as well as external partner groups and Microsoft Support. By
default, this group may not be assigned any roles. However, it will be a member of the Security
Administrators role groups and will inherit the capabilities of that role group.

Manage security alerts, and also view reports and settings of security features.

Membership in this role group is synchronized across services and managed centrally. This role
group is not manageable through the administrator portals. Members of this role group may
include cross-service administrators, as well as external partner groups and Microsoft Support. By
default, this group may not be assigned any roles. However, it will be a member of the Security
Reader role groups and will inherit the capabilities of that role group.

Membership in this role group is synchronized across services and managed centrally. This role
group is not manageable through the administrator portals. Members of this role group may
include cross-service administrators, as well as external partner groups and Microsoft Support. By
default, this group may not be assigned any roles. However, it will be a member of the Security
Administrators role groups and will inherit the capabilities of that role group.

Membership in this role group is synchronized across services and managed centrally. This role
group is not manageable through Microsoft Exchange. Members of this role group may include
cross-service administrators, as well as external partner groups and Microsoft Support. By default,
this group may not be assigned any roles. However, it will be a member of the Organization
Management role group and will inherit the capabilities of that role group.

Members of this management role group can view recipient and configuration objects and their
properties in the Exchange organization.
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Communication Compliance

Admin role groups combine together permissions that can be assigned to administrators in the organization.

a2 General Settings

Name Communication Compliance

Description Viewer of communication compliance that can access the available reports and widgets.
Identifier ed61c845-ddbb-4797-a312-ed2323cb0014

Last Updated Friday, August 23, 2024 3:57:44 PM

3 Role Group Settings

Managers Organization Management
Member Names

Communication Compliance Admin

Role Names
Communication Compliance Investigation
Write Scope Default
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Communication Compliance Administrators

Admin role groups combine together permissions that can be assigned to administrators in the organization.

a2 General Settings

Name Communication Compliance Administrators

Investigators of insider risk management that can triage alerts, investigate and action on cases as well

Description

as explore content.
Identifier 0c6f95b6-eal2-4f79-8d4c-4d375abfdebs
Last Updated Friday, August 23, 2024 3:57:44 PM

.‘::l Role Group Settings

Managers Organization Management

Member Names

Role Names Communication Compliance Admin
Write Scope Default
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Communication Compliance Investigators

Admin role groups combine together permissions that can be assigned to administrators in the organization.

a2 General Settings

Name Communication Compliance Investigators

Analysts of communication compliance that can investigate policy matches, view messages meta data,

Description and take remediation actions.
Identifier 55852018-c3dc-4f7f-9¢c76-€2460921ff01
Last Updated Thursday, May 29, 2025 11:34:37 AM

.‘::l Role Group Settings

Managers Organization Management
Member Names
Role Names

Write Scope Default
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Compliance Administrator

Admin role groups combine together permissions that can be assigned to administrators in the organization.

a2 General Settings

Name Compliance Administrator

Description Manage settings for device management, data loss prevention, reports, and preservation.
Identifier 578c534a-6841-46d5-bOee-deed7d6884af

Last Updated Friday, August 23, 2024 3:57:44 PM

3 Role Group Settings

Managers Organization Management
Member Names

Communication Compliance Admin

Role Names
Insider Risk Management Admin
Write Scope Default
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Compliance Management

Admin role groups combine together permissions that can be assigned to administrators in the organization.

a2 General Settings

Name Compliance Management

This role group will allow a specified user, responsible for compliance, to properly configure and

Description manage compliance settings within Exchange in accordance with their policy.
Identifier 8dbeal8c-34e7-495e-a082-f35b96576416
Last Updated Friday, August 23, 2024 3:57:44 PM

.‘::l Role Group Settings

Managers Organization Management
Member Names

Audit Logs
Compliance Admin
Data Loss Prevention
Information Rights Management
Journaling

Role Names Message Tracking
Retention Management
Transport Rules
View-Only Audit Logs
View-Only Configuration

View-Only Recipients

Write Scope Default
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Discovery Management

Admin role groups combine together permissions that can be assigned to administrators in the organization.

a2 General Settings

Name Discovery Management

Members of this management role group can perform searches of mailboxes in the Exchange

Description organization for data that meets specific criteria.
Identifier 411d8e49-f322-4c1a-847f-367c99cf5cc6
Last Updated Friday, August 23, 2024 3:57:44 PM

.‘::l Role Group Settings

Managers Organization Management

Member Names

Legal Hold
Role Names
Mailbox Search
Write Scope Default
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GlobalReaders 1101547655

Admin role groups combine together permissions that can be assigned to administrators in the organization.

a2 General Settings

Name

Description

Identifier

Last Updated

] Role Group Settings

GlobalReaders_1101547655

Membership in this role group is synchronized across services and managed centrally. This role group is
not manageable through Microsoft Exchange. Members of this role group may include auditor. By
default, this group is not assigned any roles. However, it will be a member of the View-Only
Organization Management role group and will inherit the rights of that group.

1c03688b-9c25-440c-806f-9e99d24fadf5

Friday, August 23, 2024 5:03:55 PM

Managers
Member Names
Role Names

Write Scope

XIA Configuration Server

Organization Management

Default
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Help Desk

Admin role groups combine together permissions that can be assigned to administrators in the organization.

a2 General Settings

Name

Description

Identifier

Last Updated

] Role Group Settings

Help Desk

Members of this management role group can view and manage the configuration for individual
recipients and view recipients in an Exchange organization. Members of this role group can only
manage the configuration each user can manage on his or her own mailbox. Additional permissions
can be added by assigning additional management roles to this role group.

baf7d141-5666-4123-88e7-95c6c40e3489

Friday, August 23, 2024 3:57:44 PM

Managers

Member Names

Role Names

Write Scope

XIA Configuration Server

Organization Management

Reset Password
User Options

View-Only Recipients

Default
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Hygiene Management

Admin role groups combine together permissions that can be assigned to administrators in the organization.

a2 General Settings

Name Hygiene Management

Members of this management role group can manage Exchange anti-spam features and grant

Description permissions for antivirus products to integrate with Exchange.
Identifier d7f7d307-3c64-4808-b185-634225fb9b0c
Last Updated Friday, August 23, 2024 3:57:44 PM

.‘::l Role Group Settings

Managers Organization Management
Member Names

Transport Hygiene
Role Names View-Only Configuration

View-Only Recipients

Write Scope Default
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Information Protection

Admin role groups combine together permissions that can be assigned to administrators in the organization.

a2 General Settings

Name Information Protection

Description For internal approval use only.

Identifier 4af55bc9-ab52-4d2d-b86d-d96ed0475c3a
Last Updated Friday, August 23, 2024 3:57:44 PM

3 Role Group Settings

Managers Organization Management
Member Names

Information Protection Admin

Information Protection Analyst

Role Names
Information Protection Investigator
Information Protection Reader
Write Scope Default
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Information Protection Admins

Admin role groups combine together permissions that can be assigned to administrators in the organization.

a2 General Settings

Name Information Protection Admins

Full control over all information protection features, including sensitivity labels and their policies, DLP,

Description all classifier types, activity and content explorers, and all related reports.
Identifier bd98e374-884c-4daf-8084-e809bd04d9e6
Last Updated Friday, August 23, 2024 3:57:44 PM

.‘::l Role Group Settings

Managers Organization Management

Member Names

Role Names Information Protection Admin
Write Scope Default
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Information Protection Analysts

Admin role groups combine together permissions that can be assigned to administrators in the organization.

a2 General Settings

Name Information Protection Analysts

Create, edit, and delete DLP policies, sensitivity labels and their policies, and all classifier types.

Description Manage endpoint DLP settings and simulation mode for auto-labeling policies.
Identifier 0d26¢175-625f-41f2-9a38-58d063c78f9
Last Updated Friday, August 23, 2024 3:57:44 PM

.‘::l Role Group Settings

Managers Organization Management

Member Names

Role Names Information Protection Analyst
Write Scope Default
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Information Protection Investigators

Admin role groups combine together permissions that can be assigned to administrators in the organization.

a2 General Settings

Name Information Protection Investigators

Access and manage DLP alerts and activity explorer. View-only access to DLP policies, sensitivity labels

Description and their policies, and all classifier types.
Identifier €97112d1-ad7d-4ca8-b0ab-43947daa7124
Last Updated Friday, August 23, 2024 3:57:44 PM

.‘::l Role Group Settings

Managers Organization Management

Member Names

Role Names Information Protection Investigator
Write Scope Default
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Information Protection Readers

Admin role groups combine together permissions that can be assigned to administrators in the organization.

a2 General Settings

Name Information Protection Readers

Access and manage DLP alerts, activity explorer, and content explorer. View-only access to DLP policies,

Description sensitivity labels and their policies, and all classifier types.
Identifier 54da4233-ffda-449e-a2d0-60a95481a290
Last Updated Friday, August 23, 2024 3:57:44 PM

.‘::l Role Group Settings

Managers Organization Management

Member Names

Role Names Information Protection Reader
Write Scope Default
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Insider Risk Management

Admin role groups combine together permissions that can be assigned to administrators in the organization.

a2 General Settings

Name Insider Risk Management

Membership in this role group is synchronized across services and managed centrally. This role group is
not manageable through Microsoft Exchange. Members of this role group may include auditor. By

Description default, this group is not assigned any roles. However, it will be a member of the Places Administrator
role group and will inherit the rights of that group.

Identifier €67192¢9-6ade-4e19-82b8-d0b95d3def5d

Last Updated Friday, August 23, 2024 3:57:44 PM

] Role Group Settings

Managers Organization Management
Member Names

Insider Risk Management Admin

Role Names
Insider Risk Management Investigation
Write Scope Default
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Insider Risk Management Admins

Admin role groups combine together permissions that can be assigned to administrators in the organization.

a2 General Settings

Name Insider Risk Management Admins

Description Manage contributor access for Insider risk management.
Identifier 7bea9c9a-17f4-4084-8eb5-332fec83e895

Last Updated Friday, August 23, 2024 3:57:44 PM

3 Role Group Settings

Managers Organization Management

Member Names

Role Names Insider Risk Management Admin
Write Scope Default
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Insider Risk Management Investigators

Admin role groups combine together permissions that can be assigned to administrators in the organization.

a2 General Settings

Name Insider Risk Management Investigators

Analysts of insider risk management that can triage alerts, investigate and action on cases (but cannot

Description

explore content).
Identifier be72cbf8-a2d8-413c-b2f6-cf113a5fa527
Last Updated Friday, August 23, 2024 3:57:44 PM

.‘::l Role Group Settings

Managers Organization Management

Member Names

Role Names Insider Risk Management Investigation
Write Scope Default
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Organization Management

Admin role groups combine together permissions that can be assigned to administrators in the organization.

a2 General Settings

Name Organization Management

Members of this management role group have permissions to manage Exchange objects and their
Description properties in the Exchange organization. Members can also delegate role groups and management
roles in the organization. This role group shouldn't be deleted.

Identifier 5accc951-7265-4d86-8e8f-40404984da64
Last Updated Friday, August 23, 2024 3:58:20 PM
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.‘::l Role Group Settings

Managers

Member Names

Role Names

XIA Configuration Server

Exchange Online Documentation | centrelsolutionsdemo.onmicrosoft.com

Organization Management

ad45¢596-19d3-4cd5-allb-c6096b1ce89d

TenantAdmins_-1118979700

Address Lists

Application Calendars.Read
Application Calendars.ReadWrite
Application Contacts.Read
Application Contacts.ReadWrite
Application EWS.AccessAsApp
Application Exchange Full Access
Application Mail Full Access
Application Mail.Read

Application Mail.ReadBasic
Application Mail.ReadWrite
Application Mail.Send

Application Mail-Advanced.ReadWrite.All
Application MailboxConfigltem.Read

Application MailboxConfigltem.ReadWrite

Application MailboxFolder.Read
Application MailboxFolder.ReadWrite
Application MailboxItem.Export
Application Mailboxltem.ImportExport
Application MailboxItem.Read
Application MailboxItem.ReadWrite
Application MailboxSettings.Read
Application MailboxSettings.ReadWrite
Application MailTips.ReadBasic.All
Application SMTP.SendAsApp
Applicationlmpersonation
ArchiveApplication

Audit Logs

Communication Compliance Admin
Communication Compliance Investigation
Compliance Admin

Data Loss Prevention

Distribution Groups

E-Mail Address Policies

Federated Sharing

Information Protection Admin
Information Protection Analyst
Information Protection Investigator
Information Protection Reader
Information Rights Management
Insider Risk Management Admin
Insider Risk Management Investigation
Journaling

Legal Hold

LegalHoldApplication

Mail Enabled Public Folders

Mail Recipient Creation

Mail Recipients

Mail Tips

Mailbox Import Export
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Write Scope

XIA Configuration Server
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Mailbox Search
MailboxSearchApplication
MeetingGraphApplication
Message Tracking

Migration

Move Mailboxes

My Custom Apps

My Marketplace Apps

My ReadWriteMailbox Apps
MyBaseOptions
MyContactInformation
MyDistributionGroupMembership
MyDistributionGroups
MyMailboxDelegation
MyMailSubscriptions
MyProfileInformation
MyRetentionPolicies
MyTextMessaging
MyVoiceMail
OfficeExtensionApplication

Org Custom Apps

Org Marketplace Apps
Organization Client Access
Organization Configuration
Organization Transport Settings
PlacesBuildingManagement
PlacesDeskManagement
Privacy Management Admin
Privacy Management Investigation
Public Folders

Recipient Policies

Remote and Accepted Domains
Reset Password

Retention Management

Role Management

Security Admin

Security Group Creation and Membership

Security Reader
SendMailApplication
SensitivityLabelAdministrator
TeamMailboxLifecycleApplication
Tenant AllowBlockList Manager
TenantPlacesManagement
Transport Hygiene

Transport Rules

User Options

UserApplication

View-Only Audit Logs
View-Only Configuration
View-Only Recipients

Default
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Places Administrator

Admin role groups combine together permissions that can be assigned to administrators in the organization.

a2 General Settings

Name Places Administrator

Description Has access to deploy the Purview agents and perform the content analysis.
Identifier f61048fd-0e39-4785-834b-9b5bfd3c60e3

Last Updated Thursday, May 29, 2025 11:34:39 AM

3 Role Group Settings

Managers Organization Management

Member Names

Role Names TenantPlacesManagement
Write Scope Default
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Privacy Management

Admin role groups combine together permissions that can be assigned to administrators in the organization.

a2 General Settings

Name Privacy Management

Description View all Compliance Manager content except for administrator functions.
Identifier c1f3cfof-ff7f-431b-be7b-5c92c67e5fae

Last Updated Friday, August 23, 2024 3:57:44 PM

3 Role Group Settings

Managers Organization Management
Member Names

Privacy Management Admin

Role Names . o
Privacy Management Investigation
Write Scope Default
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Privacy Management Administrators

Admin role groups combine together permissions that can be assigned to administrators in the organization.

a2 General Settings

Name Privacy Management Administrators

Description Manage access control for Privacy Management solution in the Microsoft 365 Compliance Center.
Identifier 8693782d-d542-4ff5-9d6f-26569077ea9d

Last Updated Friday, August 23, 2024 3:57:44 PM

3 Role Group Settings

Managers Organization Management

Member Names

Role Names Privacy Management Admin
Write Scope Default
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Privacy Management Investigators

Admin role groups combine together permissions that can be assigned to administrators in the organization.

a2 General Settings

Name Privacy Management Investigators

Analysts of privacy management solution that can investigate policy matches, view messages meta

Description data, and take remediation actions.
Identifier 0163b9b2-761b-451f-ad2b-962d774e77€9
Last Updated Friday, August 23, 2024 3:57:44 PM

.‘::l Role Group Settings

Managers Organization Management

Member Names

Role Names Privacy Management Investigation
Write Scope Default
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Recipient Management

Admin role groups combine together permissions that can be assigned to administrators in the organization.

a2 General Settings

Name Recipient Management

Members of this management role group have rights to create, manage, and remove Exchange

Description recipient objects in the Exchange organization.
Identifier d5d1e9ea-bf12-485b-albb-96e159ceOfbf
Last Updated Friday, August 23, 2024 3:57:44 PM

.‘::l Role Group Settings

Managers Organization Management
Member Names

Distribution Groups
Mail Recipient Creation
Mail Recipients

Message Tracking

Role Names
Migration
Move Mailboxes
Recipient Policies
Reset Password
Write Scope Default
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Records Management

Admin role groups combine together permissions that can be assigned to administrators in the organization.

a2 General Settings

Name Records Management

Description Members of this management role group have permissions to manage and dispose record content.
Identifier del5c39e-b31a-4bf1-9304-26485de4512a

Last Updated Friday, August 23, 2024 3:57:44 PM

3 Role Group Settings

Managers Organization Management
Member Names

Audit Logs
Journaling

Role Names Message Tracking
Retention Management

Transport Rules

Write Scope Default
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RIM-MailboxAdminsa7ale6f5f3ff40d3902ef64f0b74e596

Admin role groups combine together permissions that can be assigned to administrators in the organization.

a2 General Settings

Name RIM-MailboxAdminsa7ale6f5f3ff40d3902ef64f0b74e596
Description

Identifier bbfeb4ca-1fba-449b-b343-72ace3830fc6

Last Updated Friday, August 23, 2024 3:58:19 PM

3 Role Group Settings

Managers Organization Management

Member Names

Role Names Applicationlmpersonation
Write Scope Default
XIA Configuration Server Page 84 of 144

Exchange Online Documentation | centrelsolutionsdemo.onmicrosoft.com



Security Administrator

Admin role groups combine together permissions that can be assigned to administrators in the organization.

a2 General Settings

Name Security Administrator
Membership in this role group is synchronized across services and managed centrally. This role group is
not manageable through the administrator portals. Members of this role group may include cross-
Description service administrators, as well as external partner groups and Microsoft Support. By default, this group
may not be assigned any roles. However, it will be a member of the Security Administrators role groups
and will inherit the capabilities of that role group.

Identifier f00f49e0-3164-4e06-a179-31470b25d536

Last Updated Tuesday, December 2, 2025 12:28:57 PM

] Role Group Settings

Managers Organization Management
Member Names SecurityAdmins_1942666338
Security Admin
Role Names
SensitivityLabelAdministrator
Write Scope Default
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Security Operator

Admin role groups combine together permissions that can be assigned to administrators in the organization.

a2 General Settings

Name Security Operator

Description Manage security alerts, and also view reports and settings of security features.
Identifier a7822b8a-a29d-42c0-bdbf-db11f3dadb96

Last Updated Friday, August 23, 2024 3:57:44 PM

3 Role Group Settings

Managers Organization Management

Member Names

Role Names Tenant AllowBlockList Manager
Write Scope Default
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Security Reader

Admin role groups combine together permissions that can be assigned to administrators in the organization.

a2 General Settings

Name Security Reader
Membership in this role group is synchronized across services and managed centrally. This role group is
not manageable through the administrator portals. Members of this role group may include cross-
Description service administrators, as well as external partner groups and Microsoft Support. By default, this group
may not be assigned any roles. However, it will be a member of the Security Reader role groups and
will inherit the capabilities of that role group.

Identifier flefa7ec-87f1-4b9a-alab-08f68f292c1d

Last Updated Friday, August 23, 2024 3:57:44 PM

] Role Group Settings

Managers Organization Management

Member Names

Role Names Security Reader
Write Scope Default
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SecurityAdmins_1942666338

Admin role groups combine together permissions that can be assigned to administrators in the organization.

a2 General Settings

Name

Description

Identifier

Last Updated

] Role Group Settings

SecurityAdmins_1942666338

Membership in this role group is synchronized across services and managed centrally. This role group is
not manageable through the administrator portals. Members of this role group may include cross-
service administrators, as well as external partner groups and Microsoft Support. By default, this group
may not be assigned any roles. However, it will be a member of the Security Administrators role groups
and will inherit the capabilities of that role group.

f725b416-366a-421b-8305-28705bcce90d

Tuesday, December 2, 2025 12:28:57 PM

Managers
Member Names
Role Names

Write Scope

XIA Configuration Server

Organization Management

ad45c596-19d3-4cd5-allb-c6096blce89d

Default
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TenantAdmins_-1118979700

Admin role groups combine together permissions that can be assigned to administrators in the organization.

a2 General Settings

Name

Description

Identifier

Last Updated

] Role Group Settings

TenantAdmins_-1118979700

Membership in this role group is synchronized across services and managed centrally. This role group is
not manageable through Microsoft Exchange. Members of this role group may include cross-service
administrators, as well as external partner groups and Microsoft Support. By default, this group may
not be assigned any roles. However, it will be a member of the Organization Management role group
and will inherit the capabilities of that role group.

b469bfca-bdb9-4843-ba2a-57189dddf25¢

Wednesday, January 28, 2026 10:34:28 AM

Managers
Member Names

Role Names

Write Scope

XIA Configuration Server

Organization Management

9ddb867d-4d7c-42f9-9777-4222d1b3c281
ad45c596-19d3-4cd5-allb-c6096blce89d

Default
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View-Only Organization Management

Admin role groups combine together permissions that can be assigned to administrators in the organization.

a2 General Settings

Name View-Only Organization Management

Members of this management role group can view recipient and configuration objects and their

Description properties in the Exchange organization.
Identifier fe6f735c-3c2e-4ea2-a8d1-1538fb1d7e35
Last Updated Friday, August 23, 2024 3:58:21 PM

.‘::l Role Group Settings

Managers Organization Management
Member Names GlobalReaders_1101547655
View-Only Configuration
Role Names
View-Only Recipients
Write Scope Default
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Outlook Web App Policies

The Outlook Web App policies allow a common set of policy settings, such as feature availability and file access
settings to be applied to Outlook Web App users.

@ 1 Outlook Web App Policies

Name Last Modified

@ owaMailboxPolicy-Default Friday, July 11, 2025 11:22:40 AM
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OwaMailboxPolicy-Default

The Outlook Web App policies allow a common set of policy settings, such as feature availability and file access
settings to be applied to Outlook Web App users.

@ General Settings

Name OwaMailboxPolicy-Default

Identifier 4593fb02-d1e4-4009-9235-4d75036f350e
Offline Access Always

Last Updated Friday, July 11, 2025 11:22:40 AM

&1 Communication Management

All Address Lists True
Contacts True
Exchange ActiveSync True
Instant Messaging True
LinkedIn Contact Sync True
Mobile Device Contact Sync True
Text Messaging True
Unified Messaging True

&) Information Management

Inbox Rules True
Journaling True
Notes True
Recover Deleted Items True
Security

Change Password True
Junk Email Filtering True
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4B User Experience

Email Signature True
Interesting Calendars True
Local Events False
Places True
Premium Client True
Themes True
Weather True
Time Management

Calendar True
Reminders and Notifications True
Tasks True
EE File Access

Direct File Access (Private) True
Direct File Access (Public) True

XIA Configuration Server
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User Roles

User roles are policies that control what settings users can configure on their own mailboxes and on
distribution groups they own. These settings include their display name, contact information, voice mail
settings, and distribution group membership.

&3 1UserRoles

Name Description

This policy grants end users the permission to set their options in Outlook on the web and perform other

F Default Role Assi Poli
R efault Role Assignment Policy self-administration tasks.
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Default Role Assignment Policy

A user role is a policy that controls what settings users can configure on their own mailboxes and on

distribution groups they own.

& General Settings

Name
Description

Identifier

Last Updated

Assigned Roles

XIA Configuration Server
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Default Role Assignment Policy

This policy grants end users the permission to set their options in Outlook on the web and perform

other self-administration tasks.

9ef9f1b7-5d25-4868-ae9f-08974f4f72e6

Friday, August 23, 2024 3:58:19 PM

My Custom Apps

My Marketplace Apps

My ReadWriteMailbox Apps
MyBaseOptions
MyContactinformation
MyDistributionGroupMembership
MyDistributionGroups
MyMailSubscriptions
MyProfileInformation
MyRetentionPolicies
MyTextMessaging
MyVoiceMail
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Protection

Microsoft Exchange Protection provides malware filtering for Exchange On-Premises and a cloud-based email
filtering service for Exchange Online. These help protect the organization against spam and malware.
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Connection Filter

The connection filter allows the creation of a safe sender list and block list of IP addresses.

) Default

Description

Allowed Addresses

Blocked Addresses

Enable Safe List False

Last Updated Friday, August 23, 2024 3:58:19 PM
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Malware Filters

The malware filters are an anti-malware protection feature that helps to combat malware in the email
messaging environment. Malware is comprised of viruses and spyware.

% 3 Malware Filters

Name Enabled Priority
ﬁ- Standard Preset Security Policy1706870866827 True -
@ Strict Preset Security Policy1706871023969 False -
ﬂ- Default True Lowest
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Standard Preset Security Policy1706870866827

The malware filters are an anti-malware protection feature that helps to combat malware in the email
messaging environment. Malware is comprised of viruses and spyware.

ﬁ- General Settings

Name Standard Preset Security Policy1706870866827
Description

Priority -

Enabled True

Default False

Last Updated Saturday, August 24, 2024 3:51:14 AM
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& Settings

Common Attachment Filter True

ace
apk
app
appx
ani
arj
bat
cab
cmd
com
deb
dex
dll
docm
elf
exe
hta
img
iso
jar
jnlp
kext
lha
lib
library
Ink
Izh

Filtered File Types

macho

msi
msix
msp
mst
pif
ppa
ppam
reg
rev
scf
scr
sct
sys
uif
vb
vbe
vbs
vxd
wsc
wsf
wsh
xll

Xz
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Notify Internal Senders False
Notify External Senders False
Notify Administrators (Internal Senders) False

Notify Administrators (External Senders) False

2 Custom Notification Settings

Use Customized Notification Text False

|=:|_) Applied To

Take the following actions:

Applied To Apply hosted content filter policy "Standard Preset Security Policy1706870865735". Apply AntiPhish
policy "Standard Preset Security Policy1706870864392". Apply malware filter policy "Standard Preset
Security Policy1706870866827".
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Strict Preset Security Policy1706871023969

The malware filters are an anti-malware protection feature that helps to combat malware in the email
messaging environment. Malware is comprised of viruses and spyware.

Q@ General Settings

Name Strict Preset Security Policy1706871023969
Description
Priority -
Enabled False
Default False
Last Updated Saturday, August 24, 2024 3:51:16 AM
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& Settings

Common Attachment Filter True

ace
apk
app
appx
ani
arj
bat
cab
cmd
com
deb
dex
dll
docm
elf
exe
hta
img
iso
jar
jnlp
kext
lha
lib
library
Ink
Izh

Filtered File Types

macho

msi
msix
msp
mst
pif
ppa
ppam
reg
rev
scf
scr
sct
sys
uif
vb
vbe
vbs
vxd
wsc
wsf
wsh
xll

Xz
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Notify Internal Senders False
Notify External Senders False
Notify Administrators (Internal Senders) False

Notify Administrators (External Senders) False

2 Custom Notification Settings

Use Customized Notification Text False

|=:|_) Applied To

Take the following actions:

Applied To Apply hosted content filter policy "Strict Preset Security Policy1706871023133". Apply AntiPhish policy
"Strict Preset Security Policy1706871022225". Apply malware filter policy "Strict Preset Security
Policy1706871023969".
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Default

The malware filters are an anti-malware protection feature that helps to combat malware in the email
messaging environment. Malware is comprised of viruses and spyware.

ﬁ- General Settings

Name Default
Description

Priority Lowest
Enabled True
Default True
Last Updated Friday, August 23, 2024 3:58:19 PM
| Settings

Common Attachment Filter False
Notify Internal Senders False
Notify External Senders False
Notify Administrators (Internal Senders) False

Notify Administrators (External Senders) False

2 Custom Notification Settings

Use Customized Notification Text False
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Outbound Spam

Outbound spam filtering is always enabled if you use the service for sending outbound email, thereby
protecting organizations using the service and their intended recipients.

F_) Default

Description
Bcc Suspicious Messages False

Send Notification When a Sender is

Blocked False
Last Updated Friday, August 23, 2024 3:58:19 PM
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Spam Filters

Spam filters allow the ability to take an action on inbound messages identified as spam including whether to
filter messages written in a specific language, or sent from specific countries or regions.

M8 3 Spam Filters

Name Enabled Priority
F Standard Preset Security Policy1706870865735 True 0
@ Strict Preset Security Policy1706871023133 False 0
F Default True Lowest
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Standard Preset Security Policy1706870865735

Spam filters allow the ability to take an action on inbound messages identified as spam including whether to
filter messages written in a specific language, or sent from specific countries or regions.

M General Settings

Name Standard Preset Security Policy1706870865735
Description

Priority 0

Enabled True

Default False

Last Updated Saturday, August 24, 2024 3:51:14 AM

X Spam And Bulk Actions

Spam Action Move message to Junk Email folder
High Confidence Spam Action Quarantine message

Mark Bulk Email as Spam On

Bulk Threshold 6

Retain Spam for (Days) 30

€ Block Lists

Blocked Senders

Blocked Sender Domains

@ Allow Lists

Allowed Senders

Allowed Sender Domains

@ International Spam

Filter Messages by Language False
Filter Messages by Country or Region False
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M Mark As Spam

Embed tags in HTML Off
Empty Messages Off
Form tags in HTML Off
Frame or IFrame tags in HTML Off

Conditional Sender ID Filtering: Hard Fail off

JavaScript or VBScript in HTML Off
NDR Backscatter Off
Object tags in HTML Off
Sensitive Word List Off
SPF Record: Hard Fail Off
Web bugs in HTML Off

@ Increase Spam Score

URL Redirect to .biz or .info Web Sites off
Image Links to Remote Sites Off
Numeric IP Addresses in URL Off
URL Redirect to Other Port Off
A Test Mode

Test Mode Action None

- .
£ Applied To

Take the following actions:

Applied To Apply hosted content filter policy "Standard Preset Security Policy1706870865735". Apply AntiPhish
policy "Standard Preset Security Policy1706870864392". Apply malware filter policy "Standard Preset
Security Policy1706870866827".

XIA Configuration Server Page 109 of 144
Exchange Online Documentation | centrelsolutionsdemo.onmicrosoft.com



Strict Preset Security Policy1706871023133

Spam filters allow the ability to take an action on inbound messages identified as spam including whether to
filter messages written in a specific language, or sent from specific countries or regions.

Q@ General Settings

Name Strict Preset Security Policy1706871023133
Description

Priority 0

Enabled False

Default False

Last Updated Saturday, August 24, 2024 3:51:16 AM

X Spam And Bulk Actions

Spam Action Quarantine message
High Confidence Spam Action Quarantine message
Mark Bulk Email as Spam On

Bulk Threshold 5

Retain Spam for (Days) 30

€ Block Lists

Blocked Senders

Blocked Sender Domains

@ Allow Lists

Allowed Senders

Allowed Sender Domains

@ International Spam

Filter Messages by Language False
Filter Messages by Country or Region False
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M Mark As Spam

Embed tags in HTML Off
Empty Messages Off
Form tags in HTML Off
Frame or IFrame tags in HTML Off

Conditional Sender ID Filtering: Hard Fail off

JavaScript or VBScript in HTML Off
NDR Backscatter Off
Object tags in HTML Off
Sensitive Word List Off
SPF Record: Hard Fail Off
Web bugs in HTML Off

@ Increase Spam Score

URL Redirect to .biz or .info Web Sites off
Image Links to Remote Sites Off
Numeric IP Addresses in URL Off
URL Redirect to Other Port Off
A Test Mode

Test Mode Action None

- .
£ Applied To

Take the following actions:

Apply hosted content filter policy "Strict Preset Security Policy1706871023133". Apply AntiPhish policy
"Strict Preset Security Policy1706871022225". Apply malware filter policy "Strict Preset Security
Policy1706871023969".

Applied To
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Default

Spam filters allow the ability to take an action on inbound messages identified as spam including whether to
filter messages written in a specific language, or sent from specific countries or regions.

M General Settings

Name Default

Description

Priority Lowest

Enabled True

Default True

Last Updated Friday, August 23, 2024 3:58:19 PM

X Spam And Bulk Actions

Spam Action Move message to Junk Email folder
High Confidence Spam Action Move message to Junk Email folder
Mark Bulk Email as Spam On

Bulk Threshold 7

Retain Spam for (Days) 15

€ Block Lists

Blocked Senders

Blocked Sender Domains

@ Allow Lists

Allowed Senders

Allowed Sender Domains

@ International Spam

Filter Messages by Language False
Filter Messages by Country or Region False
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M Mark As Spam

Embed tags in HTML Off
Empty Messages Off
Form tags in HTML Off
Frame or IFrame tags in HTML Off
Conditional Sender ID Filtering: Hard Fail off
JavaScript or VBScript in HTML Off
NDR Backscatter Off
Object tags in HTML Off
Sensitive Word List Off
SPF Record: Hard Fail Off
Web bugs in HTML Off
@ Increase Spam Score

URL Redirect to .biz or .info Web Sites Off
Image Links to Remote Sites Off
Numeric IP Addresses in URL Off
URL Redirect to Other Port off
A Test Mode

Test Mode Action None

XIA Configuration Server
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Public Folders

Public folders are designed for shared access and provide an easy and effective way to collect, organize, and
share information with other people in a workgroup or organization.
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Public Folders

Public folders are designed for shared access and provide an easy and effective way to collect, organize, and
share information with other people in a workgroup or organization.

£33 2 Public Folders

Path Mail Enabled Mailbox Name
E \ False Demonstration Public Folder Mailbox 1
5 \Demonstration Public Folder 1 False Demonstration Public Folder Mailbox 1
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\

Public folders are designed for shared access and provide an easy and effective way to collect, organize, and
share information with other people in a workgroup or organization.

£ General Settings

Mail Enabled False
Mailbox Name Demonstration Public Folder Mailbox 1
Has Subfolders True
Maintain Per-user Information True

i Statistics

Associated Item Count 0

Contact Count 0

Deleted Item Count 0

Owner Count 0

Total Items 0

Total Item Size 0 B (0 bytes)
Total Associated Item Size 0 B (0 bytes)
Total Deleted Item Size 0 B (0 bytes)
Last Updated Monday, July 20, 2026 12:55:46 PM
= Limits

Use Organization Quota Defaults True

Use Organization Retention Defaults True

Use Organization Age Limit Defaults True

Q 2 Client Permissions

D
Name Access Rights
QR Anonymous None
‘_8 Default Author
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\Demonstration Public Folder 1

Public folders are designed for shared access and provide an easy and effective way to collect, organize, and
share information with other people in a workgroup or organization.

£ General Settings

Mail Enabled False
Mailbox Name Demonstration Public Folder Mailbox 1
Has Subfolders False
Maintain Per-user Information True

i Statistics

Associated Item Count 0

Contact Count 0

Deleted Item Count 0

Owner Count 0

Total Items 0

Total Item Size 0 B (0 bytes)
Total Associated Item Size 0 B (0 bytes)
Total Deleted Item Size 0 B (0 bytes)
Last Updated Monday, July 20, 2026 1:06:36 PM
= Limits

Use Organization Quota Defaults True

Use Organization Retention Defaults True

Use Organization Age Limit Defaults True

Q 2 Client Permissions

D
Name Access Rights
QR Anonymous None
‘_8 Default Author
XIA Configuration Server Page 117 of 144

Exchange Online Documentation | centrelsolutionsdemo.onmicrosoft.com



Public Folder Mailboxes

The Exchange public folder architecture uses specially designed mailboxes to store both the public folder
hierarchy and the content.

£ 1 Public Folder Mailboxes

Name Database Contains
=, ?emO"Stram” Public Folder Mailbox 2000153 PROD.OUTLOOK.COM/2291d86b-a1c3-435d-860b-af6e 71941464 Primary Hierarchy
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Recipients

This section provides information about the recipients configured within the organization.
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Mailboxes

Exchange mailboxes are the core containers that store a user's email, calendar, contacts, tasks, and other
messaging data. Each mailbox belongs to an identity in the organization and may represent real users, shared
mailboxes, meeting rooms, equipment booking resources, or internal system functions.

™ 3 Mailboxes
First Letter Count

£ o# 0
A 0
s 0
£ c 0
o 1
B 0
B r 0
0Oe 0
£+ 0
£ 0
ey 0
£« 0
£ 0
0w 0
£ 0
0o 0
e 0
£ a 0
R 0
0 s 0
B 1
£l v 0
v 0
£ w 0
£ x 1
0y 0
Bz 0
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Mailboxes - D

Provides information about the mailboxes defined in the organization with the specified first letter.

™ 1 Mailboxes

Display Name Type Primary SMTP Address Last Logon Time
[ Discovery Search Mailbox Discovery Mailbox DiscoverySearchMailbox{D919BA05-46A6-415f-80AD-7E09334BB852}@centrelsolutionsdemo.onmicrosoft.com {Never Logged In}
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Discovery Search Mailbox

An Exchange mailbox is the core container that store a user's email, calendar, contacts, tasks, and other
messaging data.

[ General Settings

Alias DiscoverySearchMailbox{D919BA05-46A6-415f-80AD-7E09334BB852}
Identifier 01d8720c-efbf-4f0a-82a2-alae4932e850

Identity DiscoverySearchMailbox{D919BA05-46A6-415f-80AD-7E09334BB852}
Mailbox Type Discovery Mailbox

Primary SMTP Address DiscoverySearchMailbox{D919BA05-46A6-415f-80AD-
Y 7E09334BB852}@centrelsolutionsdemo.onmicrosoft.com
DiscoverySearchMailbox{D919BA05-46A6-415f-80AD-

DB K b BN 7E09334BB852}@centrelsolutionsdemo.onmicrosoft.com

“O Mailbox Archive

Enabled False

&2 1Email Addresses

Type Address

@'V_| SMTP DiscoverySearchMailbox{D919BA05-46A6-415f-80AD-7E09334BB852}@centrelsolutionsdemo.onmicrosoft.com

lolo Mailbox Statistics

Item Count 3
Last Logon Time [Not Configured]
Mailbox Usage 24.93 KB

.'::I 0 Custom Attributes

There are no custom attributes found.
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Mailboxes - T

Provides information about the mailboxes defined in the organization with the specified first letter.

™ 1 Mailboxes

Display Name Type Primary SMTP Address Last Logon Time

M Test Shared test@centrelsolutionsdemo.com {Never Logged In}
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Test

An Exchange mailbox is the core container that store a user's email, calendar, contacts, tasks, and other

messaging data.

[ General Settings

Alias

Identifier

Identity

Mailbox Type

Primary SMTP Address

User Logon Name

“0O) Mailbox Archive

test

251ad71e-4d83-4522-82fe-1adeblldec9b

Test

Shared

test@centrelsolutionsdemo.com

test@centrelsolutionsdemo.onmicrosoft.com

Enabled

('g_l 2 Email Addresses

False

Type

lolo Mailbox Statistics

Address

test@centrelsolutionsdemo.com

test@centrelsolutionsdemo.onmicrosoft.com

Item Count
Last Logon Time

Mailbox Usage

.'::I 0 Custom Attributes

16
[Not Configured]

161.74 KB

There are no custom attributes found.
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Mailboxes - X

Provides information about the mailboxes defined in the organization with the specified first letter.

™ 1 Mailboxes

Display Name Type Primary SMTP Address Last Logon Time
™ xiA User xia@centrelsolutionsdemo.onmicrosoft.com {Never Logged In}
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XIA

An Exchange mailbox is the core container that store a user's email, calendar, contacts, tasks, and other

messaging data.

[ General Settings

Alias xia

Identifier 6b9209cd-faff-49ca-8aaf-0286dda5b001
Identity ad45¢596-19d3-4cd5-allb-c6096b1ce89d
Mailbox Type User

Primary SMTP Address xia@centrelsolutionsdemo.onmicrosoft.com
User Logon Name xia@centrelsolutionsdemo.onmicrosoft.com

“0O) Mailbox Archive

Enabled True

Archive Names Demonstration Archive

@'V_I 3 Email Addresses

Type Address
@'V_I smtp demonstration@centrelsolutionsdemo.mail.onmicrosoft.com
('¢¥| SMTP xia@centrelsolutionsdemo.onmicrosoft.com
@'v_| SPO SPO_558fa176-c264-4f9f-9efa-720572e3f05c@SPO_157f8a9%e-052c-4fc2-8b9f-11e8ccc55e96

lolo Mailbox Statistics

Item Count 243
Last Logon Time [Not Configured]
Mailbox Usage 19.9 MB

.‘i’j 1 Custom Attributes

Name Value

f Custom Attribute 1 Example attribute
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Distribution Groups

Distribution groups allow the sending of emails to collections of users.

8&, 3 Distribution Groups

Display Name Alias Primary SMTP Address
'C% Demonstration Distribution Group DemonstrationDistributionGroup DemonstrationDistributionGroup@centrelsolutionsdemo.onmicrosoft.com
8&' Demonstration Security Group demonstrationsecuritygroup demonstrationsecuritygroup@centrelsolutionsdemo.onmicrosoft.com
;% Demonstration Security Group DemonstrationSecurityGroup DemonstrationSecurityGroup0348@centrelsolutionsdemo.onmicrosoft.com
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Demonstration Distribution Group

Distribution groups allow the sending of emails to collections of users.

,c% General Settings

Display Name

Alias

Email Addresses

Automatically Update Email Addresses
MailTip

Notes

Hide From Address Lists

Last Updated

 Ownership

Demonstration Distribution Group
DemonstrationDistributionGroup

SMTP:DemonstrationDistributionGroup@centrelsolutionsdemo.onmicrosoft.com

X500:/0=CENTREL Solutions Demo/ou=Exchange Administrative Group
(FYDIBOHF23SPDLT)/cn=Recipients/cn=bf85b1277ac24f2e9f9e175dc231a5a4-D

False

This is a demonstration distribution group.
False

Monday, April 20, 2026 12:22:33 PM

Owners

2y Membership

Organization Management

Members

Joining

Leaving

]9 Delivery Management

Closed: Members can be added only by the group owners. All requests to join will be rejected
automatically

Closed: Members can only be removed by the group owners. All requests to leave the group will be
rejected automatically.

Accepted Sender Type

Accepted Senders

M8 Moderation

Senders inside and outside of my organization

All senders can send messages to this group

Messages Must Be Approved

[C] Delegation

False

Send As

Send On Behalf

XIA Configuration Server
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Demonstration Security Group

Distribution groups allow the sending of emails to collections of users.

,c% General Settings

Display Name

Alias

Email Addresses

Automatically Update Email Addresses
MailTip

Notes

Hide From Address Lists

Demonstration Security Group
demonstrationsecuritygroup
SMTP:demonstrationsecuritygroup@centrelsolutionsdemo.onmicrosoft.com

False

False

Last Updated Thursday, July 23, 2026 4:14:09 PM
 Ownership
Owners ad45¢596-19d3-4cd5-allb-c6096b1ce89d

83 Membership

Members

Joining

Leaving

© Delivery Management

Closed: Members can be added only by the group owners. All requests to join will be rejected

automatically

Closed: Members can only be removed by the group owners. All requests to leave the group will be

rejected automatically.

Accepted Sender Type

Accepted Senders

M8 Moderation

Only senders inside my organization

All senders can send messages to this group

Messages Must Be Approved

[C] Delegation

False

Send As

Send On Behalf

XIA Configuration Server
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Demonstration Security Group

Distribution groups allow the sending of emails to collections of users.

,c% General Settings

Display Name

Alias

Email Addresses

Automatically Update Email Addresses
MailTip

Notes

Hide From Address Lists

Last Updated

 Ownership

Demonstration Security Group

DemonstrationSecurityGroup

SMTP:DemonstrationSecurityGroup0348@centrelsolutionsdemo.onmicrosoft.com

X500:/0=CENTREL Solutions Demo/ou=Exchange Administrative Group

(FYDIBOHF23SPDLT)/cn=Recipients/cn=00ee46052d1d4db3a6d90a43b6025chc-D

False

This is a demonstration security group.
False

Thursday, August 27, 2026 5:16:35 PM

Owners

2y Membership

Organization Management

Members

Joining

Leaving

]9 Delivery Management

Closed: Members can be added only by the group owners. All requests to join will be rejected

automatically

Closed: Members can only be removed by the group owners. All requests to leave the group will be

rejected automatically.

Accepted Sender Type

Accepted Senders

M8 Moderation

Only senders inside my organization

All senders can send messages to this group

Messages Must Be Approved

[C] Delegation

False

Send As

Send On Behalf
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Dynamic Distribution Groups

Dynamic distribution groups are mail-enabled Active Directory group objects within a Microsoft Exchange
organization. The membership of the group is determined automatically by filters and conditions.

,c% 0 Dynamic Distribution Groups

There are no dynamic distribution groups configured for this organization.
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Microsoft 365 Groups

Microsoft 365 Groups apply only to Exchange Online, and allow a set of people to collaborate and share a collection of resources.

F‘% 7 Microsoft 365 Groups

Display Name

All Company

All Company

Deprecated - All Company

Group for Answers in Viva Engage — DO NOT DELETE 59131330561

Group for Answers in Viva Engage — DO NOT DELETE 63717335041

IT

TestSite

o O

XIA Configuration Server
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allcompany

allcompany107

AllCompany.63717335041.ngmosuyc

groupforanswersinvivaengagedonotdelete59131330561118

groupforanswersinvivaengagedonotdelete63717335041744

IT

TestSite
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All Company

Microsoft 365 Groups apply only to Exchange Online, and allow a set of people to collaborate and share a

collection of resources.

,c% General Settings

Group Name

Group Email Address

All Company

allcompany@centrelsolutionsdemo.onmicrosoft.com

Description This is the default group for everyone in the network
Privacy Public - anyone can see content
Language English (United States)
Subscribe New Members False
f Ownership
Owners XIA
83 Membership
Members XIA

2 Delivery Management

Accepted Sender Type
Accept Messages From

Reject Messages From

[C] Delegation

Only senders inside my organization
All senders

No senders

Send As

Send On Behalf

XIA Configuration Server
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All Company

Microsoft 365 Groups apply only to Exchange Online, and allow a set of people to collaborate and share a

collection of resources.

,c% General Settings

Group Name

Group Email Address

All Company

allcompany107 @centrelsolutionsdemo.onmicrosoft.com

Description This is the default group for everyone in the network
Privacy Public - anyone can see content
Language English (United States)
Subscribe New Members False
f Ownership
Owners XIA
83 Membership
Members XIA

2 Delivery Management

Accepted Sender Type
Accept Messages From

Reject Messages From

[C] Delegation

Only senders inside my organization
All senders

No senders

Send As

Send On Behalf

XIA Configuration Server
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Deprecated - All Company

Microsoft 365 Groups apply only to Exchange Online, and allow a set of people to collaborate and share a

collection of resources.

,c% General Settings

Group Name Deprecated - All Company
Group Email Address AllCompany.63717335041.ngmosuyc@centrelsolutionsdemo.onmicrosoft.com
Description All Company
Privacy Public - anyone can see content
Language English (United States)
Subscribe New Members False

f Ownership

9ddb867d-4d7c-42f9-9777-4222d1b3c281

Owners XIA

83 Membership
Members

]9 Delivery Management
Accepted Sender Type Only senders inside my organization
Accept Messages From All senders
Reject Messages From No senders

[C] Delegation

Send As

Send On Behalf

XIA Configuration Server
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Group for Answers in Viva Engage — DO NOT DELETE
59131330561

Microsoft 365 Groups apply only to Exchange Online, and allow a set of people to collaborate and share a
collection of resources.

,(% General Settings

Group Name Group for Answers in Viva Engage — DO NOT DELETE 59131330561
Group Email Address groupforanswersinvivaengagedonotdelete59131330561118@centrelsolutionsdemo.onmicrosoft.com

Group that stores content and metadata for Answers in Viva Engage in network 59131330561. Deleting

REEE D this this group will disrupt Answers in Viva Engage.
Privacy Public - anyone can see content
Language English (United States)
Subscribe New Members False
L Ownership
Owners XIA

83 Membership

Members

© Delivery Management

Accepted Sender Type Only senders inside my organization
Accept Messages From All senders

Reject Messages From No senders

[C1 Delegation

Send As

Send On Behalf
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Group for Answers in Viva Engage — DO NOT DELETE
63717335041

Microsoft 365 Groups apply only to Exchange Online, and allow a set of people to collaborate and share a
collection of resources.

,(% General Settings

Group Name Group for Answers in Viva Engage — DO NOT DELETE 63717335041
Group Email Address groupforanswersinvivaengagedonotdelete63717335041744@centrelsolutionsdemo.onmicrosoft.com

Group that stores content and metadata for Answers in Viva Engage in network 63717335041. Deleting

REEE D this this group will disrupt Answers in Viva Engage.
Privacy Public - anyone can see content
Language English (United States)
Subscribe New Members False
L Ownership
Owners XIA

83 Membership

Members

© Delivery Management

Accepted Sender Type Only senders inside my organization
Accept Messages From All senders

Reject Messages From No senders

[C1 Delegation

Send As

Send On Behalf
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IT

Microsoft 365 Groups apply only to Exchange Online, and allow a set of people to collaborate and share a

collection of resources.

,c% General Settings

Group Name

Group Email Address
Description

Privacy

Language

Subscribe New Members

IT
IT@centrelsolutionsdemo.onmicrosoft.com
Support for the IT team!

Private - only members can see content
English (United States)

False

f Ownership
Demonstration User
Owners
XIA
83 Membership
Test
Members
XIA

© Delivery Management

Accepted Sender Type
Accept Messages From

Reject Messages From

[C] Delegation

Senders inside and outside of my organization
XIA

AllCompany.63717335041.ngmo_67476002-a533-4dec-9363-8f2fd76e0382

Send As

Send On Behalf

XIA Configuration Server

DemoMailbox@centrelsolutionsdemo.onmicrosoft.com

Demonstration User
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TestSite

Microsoft 365 Groups apply only to Exchange Online, and allow a set of people to collaborate and share a

collection of resources.

,c% General Settings

Group Name

Group Email Address

TestSite

TestSite@centrelsolutionsdemo.onmicrosoft.com

Description This is a test
Privacy Private - only members can see content
Language English (United States)
Subscribe New Members False
f Ownership
Owners XIA
83 Membership
Members XIA

2 Delivery Management

Accepted Sender Type
Accept Messages From

Reject Messages From

[C] Delegation

Only senders inside my organization
All senders

No senders

Send As

Send On Behalf

XIA Configuration Server
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[~ Business Impact / Criticality

Provides business impact and criticality information.

] Business Impact / Criticality

Criticality High

Recovery Priority P1

Impact Information This provides cloud based email accounts.
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Support Provisions

This section provides information about the support provisions associated with this item.

@ 1 Support Provisions

Name Relationship Type Hours Start Date Expiry Date
@ 24 x 7 Premium Support Technical Support 24 x7 x 365 Friday, April 17, 2026 Thursday, April 17, 2036
XIA Configuration Server Page 141 of 144
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24 x 7 Premium Support

This section provides information about the support provisions associated with this item.

:El Relationship Information

Relationship Type

= Support Provision Details

Technical Support

Support Hours
Reference Number
Self Service Web Site
Email Address

Telephone Number

Validity Period

24 x7 x 365

SPE
https://www.centrelsolutionsdemo.onmicrosoft.com/support
support@centrelsolutionsdemo.onmicrosoft.com

+44 1865 123123

Start Date

Expiry Date

XIA Configuration Server

Friday, April 17, 2026

Thursday, April 17, 2036
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@ Version History

The version history displays the changes that have been made to the documentation of the item
over time - either automatically when a change has been detected, or manually by users of the
system.

“0) 2versions

Version Username Date Time Description
Q) 113 CENTREL-WS01\XiaConfiguration Monday, September 7,2026  1:48 PM gsfaated by XIA Configuration Client
@ 1.12 CENTREL-WSO01\XiaAdmin Thursday, July 9, 2026 10:18 AM Updated descriptions.
XIA Configuration Server Page 143 of 144

Exchange Online Documentation | centrelsolutionsdemo.onmicrosoft.com



About XIA Configuration

XIA Configuration is an IT infrastructure audit and documentation tool that automates the process of collecting and
documenting network configurations.
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