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Disclaimer

This document contains confidential and sensitive technical information, including but not limited to IP
addresses, system configurations, and user account names. It is intended solely for authorized personnel
within the organization or individuals explicitly granted access. Unauthorized access, use, disclosure, or
distribution of this document or its contents is strictly prohibited.

All information provided herein is for internal use only and should not be shared externally without prior
written consent.
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General Information

Provides general information for this item.

B General Information

Name centrelsolutionsdemo.onmicrosoft.com

Description

Primary Owner Name

Primary Owner Contact
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Cloud Sync

Microsoft Entra Cloud Sync is a cloud-managed directory provisioning service that synchronizes users, groups,
and contacts from on-premises Active Directory to Microsoft Entra ID. It uses a lightweight on-premises
provisioning agent while all synchronization logic runs in Microsoft’s cloud.

i Cloud Sync

Enabled True
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Agents

Cloud Sync agents are lightweight on-premises components that securely connect your Active Directory
environment to Microsoft Entra’s cloud-based provisioning service.

Bs 2 Agents
Machine Name External IP Address Status Resources
ﬂ DEMO02025-DC01.demo2025.int 86.24.192.254 Active demo2025.int
u DEMO02025-DC02.demo2025connect.int 86.24.192.254 Active demo2025connect.int
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Configurations

Cloud Sync configurations define which objects and attributes are in scope for synchronization, controlling how
users, groups, and contacts flow from Active Directory to Entra ID - and, where supported, how selected

attributes can flow back from Entra ID to Active Directory.

3 Cloud Sync Configurations

Domain Name Sync Direction Status
u demo2025.int AD to Microsoft Entra ID Not Run
A demo2025connect.int AD to Microsoft Entra ID Disabled
ﬂ demo2025.int Microsoft Entra ID to AD Not Run
Page 7 of 75
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demo2025.int (AD to Microsoft Entra ID)

Cloud Sync configurations define which objects and attributes are in scope for synchronization, controlling how
users, groups, and contacts flow from Active Directory to Entra ID - and, where supported, how selected
attributes can flow back from Entra ID to Active Directory.

@ General

Configuration Type AD to Microsoft Entra ID
Domain Name demo2025.int
Service Principal Identifier c694351e-e050-4d4b-ac4d-2de53015221e

Status Not Run

4% Domain Information

Domain Name demo2025.int

Domain NetBIOS Name DEMO02025

Domain Discovery Date 29 December 2025 15:16:11
Forest Name demo2025.int

Forest NetBIOS Name DEMO2025

a_] Settings

Email Notifications True

Email Notifications Recipient demo@centrel-solutions.com
Prevent Accidental Deletion True

Accidental Deletion Threshold 10,244

Exchange Hybrid Writeback True

Password Hash Sync False

Bs 1Agents
Machine Name External IP Address Status Resources
ﬂ DEMO02025-DC01.dem02025.int 86.24.192.254 Active demo2025.int
E‘ 3 Job Statuses
Display Name Status Last Run Date/Time
ﬂ Exchange hybrid writeback NotRun [Not Configured]
A Password hash sync Paused 02 January 2026 20:13:56
ﬂ User and group sync NotRun [Not Configured]
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Scoping Filters

Scoping filters in Microsoft Entra Cloud Sync are conditional rules that determine which directory objects are
included in a given sync flow.

" Scoping Filters

Filter Type Selected organizational units

OU=Groups,0U=Hybrid,DC=dem02025,DC=int
OU=Sample,0U=Hybrid,DC=demo02025,DC=int

Included Organizational Units
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Object Mappings

Object mappings in Microsoft Entra Cloud Sync define how attributes from on-premises Active Directory
objects (such as users or groups) are matched, transformed, and synchronized with their corresponding
objects in Entra ID, and where supported, how selected attributes flow back from Entra ID to Active Directory.

£7) 4 Object Mappings

Source Object Name Target Object Name Enabled
-@ contact Contact True
&) group Group True
-E} inetOrgPerson User True
-@ user User True
XIA Configuration Server Page 10 of 75
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contact

Object mappings in Microsoft Entra Cloud Sync define how attributes from on-premises Active Directory
objects (such as users or groups) are matched, transformed, and synchronized with their corresponding
objects in Entra ID, and where supported, how selected attributes flow back from Entra ID to Active Directory.

£7) General

Source Object Name contact
Target Object Name Contact

Enabled True
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contact Attribute Mappings

Attribute mappings in Microsoft Entra Cloud Sync define how attributes from the specified on-premises Active Directory object are matched, transformed, and
synchronized with their corresponding objects in Entra ID, and where supported, how selected attributes flow back from Entra ID to Active Directory.

a_] 89 Attribute Mappings

Target Attribute Name Source Type Source Value Default Value
6}’ Alias Direct mailNickname
e}' Assistant Direct assistant
}' AuthOrig Direct authOrig
6}’ City Expression Trim([1])
e}' Company Expression Trim([company])
}' Country Expression Trim([co])
6}’ CountryCode Direct countryCode
e}' CountryLetterCode Expression Trim([c])
}' Department Expression Trim([department])
6}’ Description Expression Left(Trim([description]), 448)
e}' DisplayName Expression IIF(IsPresent([displayName]), [displayName], [cn])
}' DLMemRejectPerms Direct dLMemRejectPerms
6}’ DLMemSubmitPerms Direct dLMemSubmitPerms
e}' DnsDomainName Constant %DomainFQDN%
}’ ExtensionAttributel Expression Trim([extensionAttributel])
6}’ ExtensionAttribute10 Expression Trim([extensionAttribute10])
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ExtensionAttribute1l

ExtensionAttribute12

ExtensionAttribute13

ExtensionAttribute14

ExtensionAttributel5

ExtensionAttribute2

ExtensionAttribute3

ExtensionAttribute4

ExtensionAttribute5

ExtensionAttribute6

ExtensionAttribute7

ExtensionAttribute8

ExtensionAttribute9

FacsimileTelephoneNumber

GivenName

HomePhone

Info

Initials

IPPhone

LegacyExchangeDN

Mail

XIA Configuration Server
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Expression

Expression

Expression

Expression

Expression

Expression

Expression

Expression

Expression

Expression

Expression

Expression

Expression

Expression

Expression

Expression

Expression

Expression

Expression

Direct

Expression

Trim([extensionAttribute11])

Trim([extensionAttribute12])

Trim([extensionAttribute13])

Trim([extensionAttribute14])

Trim([extensionAttribute15])

Trim([extensionAttribute2])

Trim([extensionAttribute3])

Trim([extensionAttribute4])

Trim([extensionAttribute5])

Trim([extensionAttribute6])

Trim([extensionAttribute7])

Trim([extensionAttribute8])

Trim([extensionAttribute9])

Trim([facsimileTelephoneNumber])

Trim([givenName])

Trim([homePhone])

Left(Trim([info]), 448)

Trim([initials])

Trim([ipPhone])

legacyExchangeDN

Trim([mail])
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Manager

MiddleName

Mobile

MSDSHABSeniorityIndex

MSDSPhoneticDisplayName

MSExchAssistantName

MSExchBlockedSendersHash

MSExchExtensionCustomAttributel

MSExchExtensionCustomAttribute2

MSExchExtensionCustomAttribute3

MSExchExtensionCustomAttribute4

MSExchExtensionCustomAttribute5

MSExchHideFromAddressLists

MSExchLitigationHoldDate

MSExchLitigationHoldOwner

MSExchModeratedByLink

MSExchModerationFlags

MSExchRecipientDisplayType

MSExchRecipientTypeDetails

MSExchRequireAuthToSendTo

MSExchRetentionComment

o e e e e e e e e e e e e e e e e e e e e
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Direct

Expression

Expression

Direct

Direct

Direct

Direct

Expression

Expression

Expression

Expression

Expression

Direct

Direct

Direct

Direct

Direct

Direct

Direct

Direct

Direct

manager

Trim([middleName])

Trim([mobile])

msDS-HABSenioritylndex

msDS-PhoneticDisplayName

msExchAssistantName

msExchBlockedSendersHash

Trim([msExchExtensionCustomAttributel])

Trim([msExchExtensionCustomAttribute2])

Trim([msExchExtensionCustomAttribute3])

Trim([msExchExtensionCustomAttribute4])

Trim([msExchExtensionCustomAttribute5])

msExchHideFromAddressLists

msExchLitigationHoldDate

msExchLitigationHoldOwner

msExchModeratedByLink

msExchModerationFlags

msExchRecipientDisplayType

msExchRecipientTypeDetails

msExchRequireAuthToSendTo

msExchRetentionComment
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MSExchRetentionUrl|

MSExchSafeRecipientsHash

MSExchSafeSendersHash

MSExchSenderHintTranslations

MSRtcSipPrimaryUserAddress

OnPremisesObjectldentifier

OtherFacsimileTelephoneNumber

OtherHomePhone

OtherIPPhone

OtherMobile

OtherPager

OtherTelephone

Pager

PhysicalDeliveryOfficeName

PostalCode

PostOfficeBox

ProxyAddresses

PublicDelegates

SourceAnchor

State

StreetAddress

o e e e e e e e e e e e e e e e e e e e e
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Direct

Direct

Direct

Direct

Direct

Direct

Expression

Expression

Expression

Expression

Expression

Expression

Expression

Expression

Expression

Expression

Expression

Direct

Expression

Expression

Expression

msExchRetentionURL

msExchSafeRecipientsHash

msExchSafeSendersHash

msExchSenderHintTranslations

msRTCSIP-PrimaryUserAddress

objectGUID

Trim([otherFacsimileTelephoneNumber])

Trim([otherHomePhone])

Trim([otherlpPhone])

Trim([otherMobile])

Trim([otherPager])

Trim([otherTelephone])

Trim([pager])

Trim([physicalDeliveryOfficeName])

Trim([postalCode])

IIF(IsPresent([postOfficeBox]), Left(Trim(Item([postOfficeBox], 1)), 448), "")

RemoveDuplicates(Trim([proxyAddresses]))

publicDelegates

IIF(IsPresent([mS-DS-ConsistencyGuid]), [mS-DS-ConsistencyGuid], [objectGUID])

Trim([st])

Trim([streetAddress])
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Surname

TargetAddress

TelephoneNumber

ThumbnailPhoto

Title

UnauthOrig

Url

UserCertificate

UserSMIMECertificate

% % e e e e e e e e

WwwHomepage

XIA Configuration Server
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Expression

Direct

Expression

Direct

Expression

Direct

Expression

Direct

Direct

Direct

Trim([sn])

targetAddress

Trim([telephoneNumber])

thumbnailPhoto

Trim([title])

unauthOrig

IIF(IsPresent([url]), Left(Trim(Item([url], 1)), 448), "")

userCertificate

userSMIMECertificate

wWWHomePage

Page 16 of 75



group

Object mappings in Microsoft Entra Cloud Sync define how attributes from on-premises Active Directory
objects (such as users or groups) are matched, transformed, and synchronized with their corresponding
objects in Entra ID, and where supported, how selected attributes flow back from Entra ID to Active Directory.

£7) General

Source Object Name group
Target Object Name Group

Enabled True

XIA Configuration Server Page 17 of 75
Entra Cloud Sync Documentation | centrelsolutionsdemo.onmicrosoft.com



group Attribute Mappings

Attribute mappings in Microsoft Entra Cloud Sync define how attributes from the specified on-premises Active Directory object are matched, transformed, and
synchronized with their corresponding objects in Entra ID, and where supported, how selected attributes flow back from Entra ID to Active Directory.

|

% e e e e e e e e e e e e e e e

63 Attribute Mappings

Target Attribute Name

Alias

AuthOrig

CommonName

Description

DisplayName

DLMemRejectPerms

DLMemSubmitPerms

DnsDomainName

ExtensionAttributel

ExtensionAttribute10

ExtensionAttribute1l

ExtensionAttribute12

ExtensionAttribute13

ExtensionAttribute14

ExtensionAttribute15

ExtensionAttribute2

XIA Configuration Server
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Source Type

Direct

Direct

Direct

Expression

Expression

Direct

Direct

Constant

Expression

Expression

Expression

Expression

Expression

Expression

Expression

Expression

mailNickname

authOrig

cn

Left(Trim([description]), 448)

Source Value

IIF(IsPresent([displayName]), [displayName], [cn])

dLMemRejectPerms

dLMemSubmitPerms

%DomainFQDN%

Trim([extensionAttribute1])

Trim([extensionAttribute10])

Trim([extensionAttribute11])

Trim([extensionAttribute12])

Trim([extensionAttribute13])

Trim([extensionAttribute14])

Trim([extensionAttribute15])

Trim([extensionAttribute2])

Default Value
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ExtensionAttribute3

ExtensionAttribute4

ExtensionAttribute5

ExtensionAttribute6

ExtensionAttribute7

ExtensionAttribute8

ExtensionAttribute9

HideDLMembership

Info

LegacyExchangeDN

Mail

ManagedBy

Member

MSDSHABSenioritylndex

MSDSPhoneticDisplayName

MSExchBypassModerationLink

MSExchCoManagedByLink

MSExchEnableModeration

MSExchExtensionCustomAttributel

MSExchExtensionCustomAttribute2

MSExchExtensionCustomAttribute3

XIA Configuration Server
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Expression

Expression

Expression

Expression

Expression

Expression

Expression

Direct

Expression

Direct

Direct

Direct

Direct

Direct

Direct

Direct

Direct

Direct

Expression

Expression

Expression

Trim([extensionAttribute3])

Trim([extensionAttribute4])

Trim([extensionAttribute5])

Trim([extensionAttribute6])

Trim([extensionAttribute7])

Trim([extensionAttribute8])

Trim([extensionAttribute9])

hideDLMembership

Left(Trim([info]), 448)

legacyExchangeDN

mail

managedBy

member

msDS-HABSenioritylndex

msDS-PhoneticDisplayName

msExchBypassModerationLink

msExchCoManagedByLink

msExchEnableModeration

Trim([msExchExtensionCustomAttributel])

Trim([msExchExtensionCustomAttribute2])

Trim([msExchExtensionCustomAttribute3])
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MSExchExtensionCustomAttribute4 Expression Trim([msExchExtensionCustomAttribute4])
MSExchExtensionCustomAttribute5 Expression Trim([msExchExtensionCustomAttribute5])
MSExchHideFromAddressLists Direct msExchHideFromAddressLists
MSExchLitigationHoldDate Direct msExchLitigationHoldDate
MSExchLitigationHoldOwner Direct msExchLitigationHoldOwner
MSExchModeratedByLink Direct msExchModeratedByLink
MSExchModerationFlags Direct msExchModerationFlags
MSExchRecipientDisplayType Direct msExchRecipientDisplayType
MSExchRecipientTypeDetails Direct msExchRecipientTypeDetails
MSExchRequireAuthToSendTo Direct msExchRequireAuthToSendTo
MSExchRetentionComment Direct msExchRetentionComment
MSExchRetentionUrl Direct msExchRetentionURL
MSExchSenderHintTranslations Direct msExchSenderHintTranslations
MSOrglsOrganizational Direct msOrg-IsOrganizational
NetBiosName Constant %DomainNetBios%
OnPremiseSecurityldentifier Direct objectSid
OnPremisesObjectldentifier Direct objectGUID
OnPremisesSamAccountName Direct sAMAccountName
OofReplyToOriginator Direct 0OFReplyToOriginator
ProxyAddresses Expression RemoveDuplicates(Trim([proxyAddresses]))
PublicDelegates Direct publicDelegates
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ReportToOriginator

ReportToOwner

SecurityEnabled

SourceAnchor

o Yo e e e

UnauthOrig

XIA Configuration Server

Entra Cloud Sync Documentation | centrelsolutionsdemo.onmicrosoft.com

Direct

Direct

Expression

Expression

Direct

reportToOriginator

reportToOwner

CBool(BitAnd([groupType], -2147483648))
IIF(IsPresent([mS-DS-ConsistencyGuid]), [mS-DS-ConsistencyGuid], [objectGUID])

unauthOrig
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inetOrgPerson

Object mappings in Microsoft Entra Cloud Sync define how attributes from on-premises Active Directory
objects (such as users or groups) are matched, transformed, and synchronized with their corresponding
objects in Entra ID, and where supported, how selected attributes flow back from Entra ID to Active Directory.

£7) General

Source Object Name inetOrgPerson
Target Object Name User

Enabled True
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inetOrgPerson Attribute Mappings

Attribute mappings in Microsoft Entra Cloud Sync define how attributes from the specified on-premises Active Directory object are matched, transformed, and
synchronized with their corresponding objects in Entra ID, and where supported, how selected attributes flow back from Entra ID to Active Directory.

a_] 137 Attribute Mappings

ISE
Value

Target Attribute Name Source Type Source Value

6}’ AccountEnabled Expression IIF(IsPresent([userAccountControl]), IIF(BitAnd([userAccountControl], 2)="0", "True", "False"), Not([accountDisabled]))
}’ Alias Direct mailNickname

j‘ AltRecipient Direct altRecipient

6}’ Assistant Direct assistant

}’ AuthOrig Direct authOrig

j‘ City Expression Trim([1])

6}’ CommonName Direct cn

}’ Company Expression Trim([company])

j‘ Country Expression Trim([co])

6}’ CountryCode Expression IgnoreFlowIfNullOrEmpty([countryCode])

}’ CountryLetterCode Expression Trim([c])

j‘ Department Expression Trim([department])

6}’ Description Expression Left(Trim([description]), 448)

}’ DisplayName Expression IIF(IsPresent([displayName]), [displayName], [cn])

j‘ DLMemRejectPerms Direct dLMemRejectPerms

6}’ DLMemSubmitPerms Direct dLMemSubmitPerms
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DnsDomainName

Employeeld

EmployeeType

ExtensionAttributel

ExtensionAttribute10

ExtensionAttribute11

ExtensionAttribute12

ExtensionAttributel3

ExtensionAttribute14

ExtensionAttribute15

ExtensionAttribute2

ExtensionAttribute3

ExtensionAttribute4

ExtensionAttribute5

ExtensionAttribute6

ExtensionAttribute7

ExtensionAttribute8

ExtensionAttribute9

FacsimileTelephoneNumber

GivenName

HomePhone

XIA Configuration Server

Constant

Direct

Direct

Expression

Expression

Expression

Expression

Expression

Expression

Expression

Expression

Expression

Expression

Expression

Expression

Expression

Expression

Expression

Expression

Expression

Expression

%DomainFQDN%

employeelD

employeeType

Trim([extensionAttribute1])

Trim([extensionAttribute10])

Trim([extensionAttribute11])

Trim([extensionAttribute12])

Trim([extensionAttribute13])

Trim([extensionAttribute14])

Trim([extensionAttribute15])

Trim([extensionAttribute2])

Trim([extensionAttribute3])

Trim([extensionAttribute4])

Trim([extensionAttribute5])

Trim([extensionAttribute6])

Trim([extensionAttribute7])

Trim([extensionAttribute8])

Trim([extensionAttribute9])

Trim([facsimileTelephoneNumber])

Trim([givenName])

Trim([homePhone])
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Info

Initials

IPPhone

LastPasswordChangeTimestamp

LegacyExchangeDN

Mail

Manager

MiddleName

Mobile

MSDSHABSenioritylIndex

MSDSPhoneticDisplayName

MSExchArchiveGuid

MSExchArchiveName

MSExchAssistantName

MSExchAuditAdmin

MSExchAuditDelegate

MSExchAuditDelegateAdmin

MSExchAuditOwner

MSExchBlockedSendersHash

MSExchBypassAudit

MSExchDelegateListLink

XIA Configuration Server

Expression

Expression

Expression

Expression

Direct

Expression

Direct

Expression

Expression

Direct

Direct

Direct

Direct

Direct

Direct

Direct

Direct

Direct

Direct

Direct

Direct

Left(Trim([info]), 448)

Trim([initials])

Trim([ipPhone])

IIF(IsPresent([pwdLastSet]), FormatDateTime(DateFromNum([pwdLastSet]), "RoundtripKind", , "yyyyMMddHHmMmss.0Z"), )

legacyExchangeDN

Trim([mail])

manager

Trim([middleName])

Trim([mobile])

msDS-HABSenioritylndex

msDS-PhoneticDisplayName

msExchArchiveGUID

msExchArchiveName

msExchAssistantName

msExchAuditAdmin

msExchAuditDelegate

msExchAuditDelegateAdmin

msExchAuditOwner

msExchBlockedSendersHash

msExchBypassAudit

msExchDelegateListLink
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MSExchEIcExpirySuspensionEnd

MSExchEIcExpirySuspensionStart

MSExchElcMailboxFlags

MSExchEnableModeration

MSExchExtensionCustomAttributel

MSExchExtensionCustomAttribute2

MSExchExtensionCustomAttribute3

MSExchExtensionCustomAttribute4

MSExchExtensionCustomAttribute5

MSExchHideFromAddressLists

MSExchimmutableld

MSExchLitigationHoldDate

MSExchLitigationHoldOwner

MSExchMailboxAuditEnable

MSExchMailboxAuditLogAgeLimit

MSExchMailboxGuid

MSExchModeratedByLink

MSExchModerationFlags

MSExchRecipientDisplayType

MSExchRecipientTypeDetails

MSExchRemoteRecipientType

XIA Configuration Server

Direct

Direct

Direct

Direct

Expression

Expression

Expression

Expression

Expression

Direct

Direct

Direct

Direct

Direct

Direct

Direct

Direct

Direct

Direct

Direct

Direct

msExchELCExpirySuspensionEnd

msExchELCExpirySuspensionStart

msExchELCMailboxFlags

msExchEnableModeration

Trim([msExchExtensionCustomAttribute1])

Trim([msExchExtensionCustomAttribute2])

Trim([msExchExtensionCustomAttribute3])

Trim([msExchExtensionCustomAttribute4])

Trim([msExchExtensionCustomAttribute5])

msExchHideFromAddressLists

msExchimmutableld

msExchlLitigationHoldDate

msExchLitigationHoldOwner

msExchMailboxAuditEnable

msExchMailboxAuditLogAgeLimit

msExchMailboxGuid

msExchModeratedByLink

msExchModerationFlags

msExchRecipientDisplayType

msExchRecipientTypeDetails

msExchRemoteRecipientType
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MSExchRequireAuthToSendTo

MSExchResourceCapacity

MSExchResourceDisplay

MSExchResourceMetadata

MSExchResourceSearchProperties

MSExchRetentionComment

MSExchRetentionUrl|

MSExchSafeRecipientsHash

MSExchSafeSendersHash

MSExchSenderHintTranslations

MSExchTeamMailboxExpiration

MSExchTeamMailboxOwners

MSExchTeamMailboxSharePointLinkedBy

MSExchTeamMailboxSharePointUrl

MSExchUserHoldPolicies

MSRtcSipApplicationOptions

MSRtcSipDeploymentLocator

MSRtcSipLine

MSRtcSipOptionFlags

MSRtcSipOwnerUrn

MSRtcSipPrimaryUserAddress

XIA Configuration Server

Direct

Direct

Direct

Direct

Direct

Direct

Direct

Direct

Direct

Direct

Direct

Direct

Direct

Direct

Direct

Direct

Direct

Direct

Direct

Direct

Direct

msExchRequireAuthToSendTo

msExchResourceCapacity

msExchResourceDisplay

msExchResourceMetaData

msExchResourceSearchProperties

msExchRetentionComment

msExchRetentionURL

msExchSafeRecipientsHash

msExchSafeSendersHash

msExchSenderHintTranslations

msExchTeamMailboxExpiration

msExchTeamMailboxOwners

msExchTeamMailboxSharePointLinkedBy

msExchTeamMailboxSharePointUrl

msExchUserHoldPolicies

msRTCSIP-ApplicationOptions

mSRTCSIP-DeploymentLocator

msRTCSIP-Line

msRTCSIP-OptionFlags

msRTCSIP-OwnerUrn

msRTCSIP-PrimaryUserAddress
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MSRtcSipUserEnabled

NetBiosName

OnPremisesDistinguishedName

OnPremiseSecurityldentifier

OnPremisesObjectldentifier

OnPremisesSamAccountName

OnPremisesUserPrincipalName

OtherFacsimileTelephoneNumber

OtherHomePhone

OtherIPPhone

OtherMobile

OtherPager

OtherTelephone

Pager

PhysicalDeliveryOfficeName

PostalCode

PostOfficeBox

PreferredDatalocation

PreferredLanguage

ProxyAddresses

o e e e e e e e e e e e e e e e e e e e e

PublicDelegates

XIA Configuration Server

Direct

Constant

Direct

Direct

Direct

Direct

Expression

Expression

Expression

Expression

Expression

Expression

Expression

Expression

Expression

Expression

Expression

Direct

Expression

Expression

Direct

msRTCSIP-UserEnabled

%DomainNetBios%

distinguishedName

objectSid

objectGUID

sAMAccountName

IIF(IsPresent([userPrincipalName]), [userPrincipalName], lIF(IsPresent([sAMAccountName]), Join("@", [sAMAccountName],

%DomainFQDN%), Error("AccountName is not present")))
Trim([otherFacsimileTelephoneNumber])
Trim([otherHomePhone])

Trim([otherlpPhone])

Trim([otherMobile])

Trim([otherPager])

Trim([otherTelephone])

Trim([pager])

Trim([physicalDeliveryOfficeName])

Trim([postalCode])

IIF(IsPresent([postOfficeBox]), Left(Trim(Item([postOfficeBox], 1)), 448), "")
msDS-preferredDatalocation

Trim([preferredLanguage])
RemoveDuplicates(Trim([proxyAddresses]))

publicDelegates
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XIA Configuration Server

SourceAnchor

State

StreetAddress

Surname

TargetAddress

TelephoneAssistant

TelephoneNumber

ThumbnailPhoto

Title

UnauthOrig

Url

Usagelocation

UserCertificate

UserPrincipalName

UserSMIMECertificate

WwwHomepage

Expression

Expression

Expression

Expression

Direct

Expression

Expression

Direct

Expression

Direct

Expression

Expression

Direct

Expression

Direct

Direct

IIF(IsPresent([mS-DS-ConsistencyGuid]), [mS-DS-ConsistencyGuid], [objectGUID])

Trim([st])

Trim([streetAddress])

Trim([sn])

targetAddress

Trim([telephoneAssistant])

Trim([telephoneNumber])

thumbnailPhoto

Trim([title])

unauthOrig

IIF(IsPresent([url]), Left(Trim(Item([url], 1)), 448), "")

IgnoreFlowlfNullOrEmpty([msExchUsageLocation])

userCertificate

IIF(IsPresent([userPrincipalName]), [userPrincipalName], lIF(IsPresent([sAMAccountName]), Join("@", [sAMAccountName],
%DomainFQDN%), Error("AccountName is not present")))

userSMIMECertificate

wWWHomePage
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user

Object mappings in Microsoft Entra Cloud Sync define how attributes from on-premises Active Directory
objects (such as users or groups) are matched, transformed, and synchronized with their corresponding
objects in Entra ID, and where supported, how selected attributes flow back from Entra ID to Active Directory.

£7) General

Source Object Name user
Target Object Name User

Enabled True
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user Attribute Mappings

Attribute mappings in Microsoft Entra Cloud Sync define how attributes from the specified on-premises Active Directory object are matched, transformed, and
synchronized with their corresponding objects in Entra ID, and where supported, how selected attributes flow back from Entra ID to Active Directory.

a_] 137 Attribute Mappings

ISE
Value

Target Attribute Name Source Type Source Value

6}’ AccountEnabled Expression IIF(IsPresent([userAccountControl]), IIF(BitAnd([userAccountControl], 2)="0", "True", "False"), Not([accountDisabled]))
}’ Alias Direct mailNickname

j‘ AltRecipient Direct altRecipient

6}’ Assistant Direct assistant

}’ AuthOrig Direct authOrig

j‘ City Expression Trim([1])

6}’ CommonName Direct cn

}’ Company Expression Trim([company])

j‘ Country Expression Trim([co])

6}’ CountryCode Expression IgnoreFlowIfNullOrEmpty([countryCode])

}’ CountryLetterCode Expression Trim([c])

j‘ Department Expression Trim([department])

6}’ Description Expression Left(Trim([description]), 448)

}’ DisplayName Expression IIF(IsPresent([displayName]), [displayName], [cn])

j‘ DLMemRejectPerms Direct dLMemRejectPerms

6}’ DLMemSubmitPerms Direct dLMemSubmitPerms
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DnsDomainName

Employeeld

EmployeeType

ExtensionAttributel

ExtensionAttribute10

ExtensionAttribute11

ExtensionAttribute12

ExtensionAttributel3

ExtensionAttribute14

ExtensionAttribute15

ExtensionAttribute2

ExtensionAttribute3

ExtensionAttribute4

ExtensionAttribute5

ExtensionAttribute6

ExtensionAttribute7

ExtensionAttribute8

ExtensionAttribute9

FacsimileTelephoneNumber

GivenName

HomePhone

XIA Configuration Server

Constant

Direct

Direct

Expression

Expression

Expression

Expression

Expression

Expression

Expression

Expression

Expression

Expression

Expression

Expression

Expression

Expression

Expression

Expression

Expression

Expression

%DomainFQDN%

employeelD

employeeType

Trim([extensionAttribute1])

Trim([extensionAttribute10])

Trim([extensionAttribute11])

Trim([extensionAttribute12])

Trim([extensionAttribute13])

Trim([extensionAttribute14])

Trim([extensionAttribute15])

Trim([extensionAttribute2])

Trim([extensionAttribute3])

Trim([extensionAttribute4])

Trim([extensionAttribute5])

Trim([extensionAttribute6])

Trim([extensionAttribute7])

Trim([extensionAttribute8])

Trim([extensionAttribute9])

Trim([facsimileTelephoneNumber])

Trim([givenName])

Trim([homePhone])
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Info

Initials

IPPhone

LastPasswordChangeTimestamp

LegacyExchangeDN

Mail

Manager

MiddleName

Mobile

MSDSHABSenioritylIndex

MSDSPhoneticDisplayName

MSExchArchiveGuid

MSExchArchiveName

MSExchAssistantName

MSExchAuditAdmin

MSExchAuditDelegate

MSExchAuditDelegateAdmin

MSExchAuditOwner

MSExchBlockedSendersHash

MSExchBypassAudit

MSExchDelegateListLink

XIA Configuration Server

Expression

Expression

Expression

Expression

Direct

Expression

Direct

Expression

Expression

Direct

Direct

Direct

Direct

Direct

Direct

Direct

Direct

Direct

Direct

Direct

Direct

Left(Trim([info]), 448)

Trim([initials])

Trim([ipPhone])

IIF(IsPresent([pwdLastSet]), FormatDateTime(DateFromNum([pwdLastSet]), "RoundtripKind", , "yyyyMMddHHmMmss.0Z"), )

legacyExchangeDN

Trim([mail])

manager

Trim([middleName])

Trim([mobile])

msDS-HABSenioritylndex

msDS-PhoneticDisplayName

msExchArchiveGUID

msExchArchiveName

msExchAssistantName

msExchAuditAdmin

msExchAuditDelegate

msExchAuditDelegateAdmin

msExchAuditOwner

msExchBlockedSendersHash

msExchBypassAudit

msExchDelegateListLink
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MSExchEIcExpirySuspensionEnd

MSExchEIcExpirySuspensionStart

MSExchElcMailboxFlags

MSExchEnableModeration

MSExchExtensionCustomAttributel

MSExchExtensionCustomAttribute2

MSExchExtensionCustomAttribute3

MSExchExtensionCustomAttribute4

MSExchExtensionCustomAttribute5

MSExchHideFromAddressLists

MSExchimmutableld

MSExchLitigationHoldDate

MSExchLitigationHoldOwner

MSExchMailboxAuditEnable

MSExchMailboxAuditLogAgeLimit

MSExchMailboxGuid

MSExchModeratedByLink

MSExchModerationFlags

MSExchRecipientDisplayType

MSExchRecipientTypeDetails

MSExchRemoteRecipientType

XIA Configuration Server

Direct

Direct

Direct

Direct

Expression

Expression

Expression

Expression

Expression

Direct

Direct

Direct

Direct

Direct

Direct

Direct

Direct

Direct

Direct

Direct

Direct

msExchELCExpirySuspensionEnd

msExchELCExpirySuspensionStart

msExchELCMailboxFlags

msExchEnableModeration

Trim([msExchExtensionCustomAttribute1])

Trim([msExchExtensionCustomAttribute2])

Trim([msExchExtensionCustomAttribute3])

Trim([msExchExtensionCustomAttribute4])

Trim([msExchExtensionCustomAttribute5])

msExchHideFromAddressLists

msExchimmutableld

msExchlLitigationHoldDate

msExchLitigationHoldOwner

msExchMailboxAuditEnable

msExchMailboxAuditLogAgeLimit

msExchMailboxGuid

msExchModeratedByLink

msExchModerationFlags

msExchRecipientDisplayType

msExchRecipientTypeDetails

msExchRemoteRecipientType
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MSExchRequireAuthToSendTo

MSExchResourceCapacity

MSExchResourceDisplay

MSExchResourceMetadata

MSExchResourceSearchProperties

MSExchRetentionComment

MSExchRetentionUrl|

MSExchSafeRecipientsHash

MSExchSafeSendersHash

MSExchSenderHintTranslations

MSExchTeamMailboxExpiration

MSExchTeamMailboxOwners

MSExchTeamMailboxSharePointLinkedBy

MSExchTeamMailboxSharePointUrl

MSExchUserHoldPolicies

MSRtcSipApplicationOptions

MSRtcSipDeploymentLocator

MSRtcSipLine

MSRtcSipOptionFlags

MSRtcSipOwnerUrn

MSRtcSipPrimaryUserAddress

XIA Configuration Server

Direct

Direct

Direct

Direct

Direct

Direct

Direct

Direct

Direct

Direct

Direct

Direct

Direct

Direct

Direct

Direct

Direct

Direct

Direct

Direct

Direct

msExchRequireAuthToSendTo

msExchResourceCapacity

msExchResourceDisplay

msExchResourceMetaData

msExchResourceSearchProperties

msExchRetentionComment

msExchRetentionURL

msExchSafeRecipientsHash

msExchSafeSendersHash

msExchSenderHintTranslations

msExchTeamMailboxExpiration

msExchTeamMailboxOwners

msExchTeamMailboxSharePointLinkedBy

msExchTeamMailboxSharePointUrl

msExchUserHoldPolicies

msRTCSIP-ApplicationOptions

mSRTCSIP-DeploymentLocator

msRTCSIP-Line

msRTCSIP-OptionFlags

msRTCSIP-OwnerUrn

msRTCSIP-PrimaryUserAddress
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MSRtcSipUserEnabled

NetBiosName

OnPremisesDistinguishedName

OnPremiseSecurityldentifier

OnPremisesObjectldentifier

OnPremisesSamAccountName

OnPremisesUserPrincipalName

OtherFacsimileTelephoneNumber

OtherHomePhone

OtherIPPhone

OtherMobile

OtherPager

OtherTelephone

Pager

PhysicalDeliveryOfficeName

PostalCode

PostOfficeBox

PreferredDatalocation

PreferredLanguage

ProxyAddresses

o e e e e e e e e e e e e e e e e e e e e

PublicDelegates

XIA Configuration Server

Direct

Constant

Direct

Direct

Direct

Direct

Expression

Expression

Expression

Expression

Expression

Expression

Expression

Expression

Expression

Expression

Expression

Direct

Expression

Expression

Direct

msRTCSIP-UserEnabled

%DomainNetBios%

distinguishedName

objectSid

objectGUID

sAMAccountName

IIF(IsPresent([userPrincipalName]), [userPrincipalName], lIF(IsPresent([sAMAccountName]), Join("@", [sAMAccountName],

%DomainFQDN%), Error("AccountName is not present")))
Trim([otherFacsimileTelephoneNumber])
Trim([otherHomePhone])

Trim([otherlpPhone])

Trim([otherMobile])

Trim([otherPager])

Trim([otherTelephone])

Trim([pager])

Trim([physicalDeliveryOfficeName])

Trim([postalCode])

IIF(IsPresent([postOfficeBox]), Left(Trim(Item([postOfficeBox], 1)), 448), "")
msDS-preferredDatalocation

Trim([preferredLanguage])
RemoveDuplicates(Trim([proxyAddresses]))

publicDelegates
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XIA Configuration Server

SourceAnchor

State

StreetAddress

Surname

TargetAddress

TelephoneAssistant

TelephoneNumber

ThumbnailPhoto

Title

UnauthOrig

Url

Usagelocation

UserCertificate

UserPrincipalName

UserSMIMECertificate

WwwHomepage

Expression

Expression

Expression

Expression

Direct

Expression

Expression

Direct

Expression

Direct

Expression

Expression

Direct

Expression

Direct

Direct

IIF(IsPresent([mS-DS-ConsistencyGuid]), [mS-DS-ConsistencyGuid], [objectGUID])

Trim([st])

Trim([streetAddress])

Trim([sn])

targetAddress

Trim([telephoneAssistant])

Trim([telephoneNumber])

thumbnailPhoto

Trim([title])

unauthOrig

IIF(IsPresent([url]), Left(Trim(Item([url], 1)), 448), "")

IgnoreFlowlfNullOrEmpty([msExchUsageLocation])

userCertificate

IIF(IsPresent([userPrincipalName]), [userPrincipalName], lIF(IsPresent([sAMAccountName]), Join("@", [sAMAccountName],
%DomainFQDN%), Error("AccountName is not present")))

userSMIMECertificate

wWWHomePage
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demo2025connect.int (AD to Microsoft Entra ID)

Cloud Sync configurations define which objects and attributes are in scope for synchronization, controlling how
users, groups, and contacts flow from Active Directory to Entra ID - and, where supported, how selected
attributes can flow back from Entra ID to Active Directory.

A\ General

Configuration Type AD to Microsoft Entra ID
Domain Name demo2025connect.int
Service Principal Identifier db5e069f-2822-4638-bc2d-22f278f534fe

Status Disabled

4% Domain Information

Information is not available for this section because the object does not support the providing of this information or it is not relevant to this
object.

a_| Settings

Email Notifications True
Email Notifications Recipient

Prevent Accidental Deletion True
Accidental Deletion Threshold 500

Exchange Hybrid Writeback False

Password Hash Sync False

Bz 1Agents
Machine Name External IP Address NEWS Resources
ﬂ DEMO02025-DC02.demo2025connect.int 86.24.192.254 Active demo2025connect.int
E‘ 2 Job Statuses
Display Name NEWH Last Run Date/Time
A Password hash sync Paused [Not Configured]
A User and group sync Paused [Not Configured]
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Scoping Filters

Scoping filters in Microsoft Entra Cloud Sync are conditional rules that determine which directory objects are
included in a given sync flow.

" Scoping Filters

Filter Type All users
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Entra Cloud Sync Documentation | centrelsolutionsdemo.onmicrosoft.com



Object Mappings

Object mappings in Microsoft Entra Cloud Sync define how attributes from on-premises Active Directory
objects (such as users or groups) are matched, transformed, and synchronized with their corresponding
objects in Entra ID, and where supported, how selected attributes flow back from Entra ID to Active Directory.

£7) 4 Object Mappings

Source Object Name Target Object Name Enabled
-@ contact Contact True
&) group Group True
-E} inetOrgPerson User True
-@ user User True
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contact

Object mappings in Microsoft Entra Cloud Sync define how attributes from on-premises Active Directory
objects (such as users or groups) are matched, transformed, and synchronized with their corresponding
objects in Entra ID, and where supported, how selected attributes flow back from Entra ID to Active Directory.

£7) General

Source Object Name contact
Target Object Name Contact

Enabled True
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contact Attribute Mappings

Attribute mappings in Microsoft Entra Cloud Sync define how attributes from the specified on-premises Active Directory object are matched, transformed, and
synchronized with their corresponding objects in Entra ID, and where supported, how selected attributes flow back from Entra ID to Active Directory.

a_] 89 Attribute Mappings

Target Attribute Name Source Type Source Value Default Value
6}’ Alias Direct mailNickname
e}' Assistant Direct assistant
}' AuthOrig Direct authOrig
6}’ City Expression Trim([1])
e}' Company Expression Trim([company])
}' Country Expression Trim([co])
6}’ CountryCode Direct countryCode
e}' CountryLetterCode Expression Trim([c])
}' Department Expression Trim([department])
6}’ Description Expression Left(Trim([description]), 448)
e}' DisplayName Expression IIF(IsPresent([displayName]), [displayName], [cn])
}' DLMemRejectPerms Direct dLMemRejectPerms
6}’ DLMemSubmitPerms Direct dLMemSubmitPerms
e}' DnsDomainName Constant %DomainFQDN%
}’ ExtensionAttributel Expression Trim([extensionAttributel])
6}’ ExtensionAttribute10 Expression Trim([extensionAttribute10])
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ExtensionAttribute1l

ExtensionAttribute12

ExtensionAttribute13

ExtensionAttribute14

ExtensionAttributel5

ExtensionAttribute2

ExtensionAttribute3

ExtensionAttribute4

ExtensionAttribute5

ExtensionAttribute6

ExtensionAttribute7

ExtensionAttribute8

ExtensionAttribute9

FacsimileTelephoneNumber

GivenName

HomePhone

Info

Initials

IPPhone

LegacyExchangeDN

Mail

XIA Configuration Server

Entra Cloud Sync Documentation | centrelsolutionsdemo.onmicrosoft.com

Expression

Expression

Expression

Expression

Expression

Expression

Expression

Expression

Expression

Expression

Expression

Expression

Expression

Expression

Expression

Expression

Expression

Expression

Expression

Direct

Expression

Trim([extensionAttribute11])

Trim([extensionAttribute12])

Trim([extensionAttribute13])

Trim([extensionAttribute14])

Trim([extensionAttribute15])

Trim([extensionAttribute2])

Trim([extensionAttribute3])

Trim([extensionAttribute4])

Trim([extensionAttribute5])

Trim([extensionAttribute6])

Trim([extensionAttribute7])

Trim([extensionAttribute8])

Trim([extensionAttribute9])

Trim([facsimileTelephoneNumber])

Trim([givenName])

Trim([homePhone])

Left(Trim([info]), 448)

Trim([initials])

Trim([ipPhone])

legacyExchangeDN

Trim([mail])
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Manager

MiddleName

Mobile

MSDSHABSeniorityIndex

MSDSPhoneticDisplayName

MSExchAssistantName

MSExchBlockedSendersHash

MSExchExtensionCustomAttributel

MSExchExtensionCustomAttribute2

MSExchExtensionCustomAttribute3

MSExchExtensionCustomAttribute4

MSExchExtensionCustomAttribute5

MSExchHideFromAddressLists

MSExchLitigationHoldDate

MSExchLitigationHoldOwner

MSExchModeratedByLink

MSExchModerationFlags

MSExchRecipientDisplayType

MSExchRecipientTypeDetails

MSExchRequireAuthToSendTo

MSExchRetentionComment

o e e e e e e e e e e e e e e e e e e e e

XIA Configuration Server
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Direct

Expression

Expression

Direct

Direct

Direct

Direct

Expression

Expression

Expression

Expression

Expression

Direct

Direct

Direct

Direct

Direct

Direct

Direct

Direct

Direct

manager

Trim([middleName])

Trim([mobile])

msDS-HABSenioritylndex

msDS-PhoneticDisplayName

msExchAssistantName

msExchBlockedSendersHash

Trim([msExchExtensionCustomAttributel])

Trim([msExchExtensionCustomAttribute2])

Trim([msExchExtensionCustomAttribute3])

Trim([msExchExtensionCustomAttribute4])

Trim([msExchExtensionCustomAttribute5])

msExchHideFromAddressLists

msExchLitigationHoldDate

msExchLitigationHoldOwner

msExchModeratedByLink

msExchModerationFlags

msExchRecipientDisplayType

msExchRecipientTypeDetails

msExchRequireAuthToSendTo

msExchRetentionComment
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MSExchRetentionUrl|

MSExchSafeRecipientsHash

MSExchSafeSendersHash

MSExchSenderHintTranslations

MSRtcSipPrimaryUserAddress

OnPremisesObjectldentifier

OtherFacsimileTelephoneNumber

OtherHomePhone

OtherIPPhone

OtherMobile

OtherPager

OtherTelephone

Pager

PhysicalDeliveryOfficeName

PostalCode

PostOfficeBox

ProxyAddresses

PublicDelegates

SourceAnchor

State

StreetAddress

o e e e e e e e e e e e e e e e e e e e e

XIA Configuration Server
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Direct

Direct

Direct

Direct

Direct

Direct

Expression

Expression

Expression

Expression

Expression

Expression

Expression

Expression

Expression

Expression

Expression

Direct

Expression

Expression

Expression

msExchRetentionURL

msExchSafeRecipientsHash

msExchSafeSendersHash

msExchSenderHintTranslations

msRTCSIP-PrimaryUserAddress

objectGUID

Trim([otherFacsimileTelephoneNumber])

Trim([otherHomePhone])

Trim([otherlpPhone])

Trim([otherMobile])

Trim([otherPager])

Trim([otherTelephone])

Trim([pager])

Trim([physicalDeliveryOfficeName])

Trim([postalCode])

IIF(IsPresent([postOfficeBox]), Left(Trim(Item([postOfficeBox], 1)), 448), "")

RemoveDuplicates(Trim([proxyAddresses]))

publicDelegates

IIF(IsPresent([mS-DS-ConsistencyGuid]), [mS-DS-ConsistencyGuid], [objectGUID])

Trim([st])

Trim([streetAddress])
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Surname

TargetAddress

TelephoneNumber

ThumbnailPhoto

Title

UnauthOrig

Url

UserCertificate

UserSMIMECertificate

% % e e e e e e e e

WwwHomepage

XIA Configuration Server
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Expression

Direct

Expression

Direct

Expression

Direct

Expression

Direct

Direct

Direct

Trim([sn])

targetAddress

Trim([telephoneNumber])

thumbnailPhoto

Trim([title])

unauthOrig

IIF(IsPresent([url]), Left(Trim(Item([url], 1)), 448), "")

userCertificate

userSMIMECertificate

wWWHomePage
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group

Object mappings in Microsoft Entra Cloud Sync define how attributes from on-premises Active Directory
objects (such as users or groups) are matched, transformed, and synchronized with their corresponding
objects in Entra ID, and where supported, how selected attributes flow back from Entra ID to Active Directory.

£7) General

Source Object Name group
Target Object Name Group

Enabled True
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group Attribute Mappings

Attribute mappings in Microsoft Entra Cloud Sync define how attributes from the specified on-premises Active Directory object are matched, transformed, and
synchronized with their corresponding objects in Entra ID, and where supported, how selected attributes flow back from Entra ID to Active Directory.

|

% e e e e e e e e e e e e e e e

63 Attribute Mappings

Target Attribute Name

Alias

AuthOrig

CommonName

Description

DisplayName

DLMemRejectPerms

DLMemSubmitPerms

DnsDomainName

ExtensionAttributel

ExtensionAttribute10

ExtensionAttribute1l

ExtensionAttribute12

ExtensionAttribute13

ExtensionAttribute14

ExtensionAttribute15

ExtensionAttribute2

XIA Configuration Server
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Source Type

Direct

Direct

Direct

Expression

Expression

Direct

Direct

Constant

Expression

Expression

Expression

Expression

Expression

Expression

Expression

Expression

mailNickname

authOrig

cn

Left(Trim([description]), 448)

Source Value

IIF(IsPresent([displayName]), [displayName], [cn])

dLMemRejectPerms

dLMemSubmitPerms

%DomainFQDN%

Trim([extensionAttribute1])

Trim([extensionAttribute10])

Trim([extensionAttribute11])

Trim([extensionAttribute12])

Trim([extensionAttribute13])

Trim([extensionAttribute14])

Trim([extensionAttribute15])

Trim([extensionAttribute2])

Default Value
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ExtensionAttribute3

ExtensionAttribute4

ExtensionAttribute5

ExtensionAttribute6

ExtensionAttribute7

ExtensionAttribute8

ExtensionAttribute9

HideDLMembership

Info

LegacyExchangeDN

Mail

ManagedBy

Member

MSDSHABSenioritylndex

MSDSPhoneticDisplayName

MSExchBypassModerationLink

MSExchCoManagedByLink

MSExchEnableModeration

MSExchExtensionCustomAttributel

MSExchExtensionCustomAttribute2

MSExchExtensionCustomAttribute3

XIA Configuration Server
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Expression

Expression

Expression

Expression

Expression

Expression

Expression

Direct

Expression

Direct

Direct

Direct

Direct

Direct

Direct

Direct

Direct

Direct

Expression

Expression

Expression

Trim([extensionAttribute3])

Trim([extensionAttribute4])

Trim([extensionAttribute5])

Trim([extensionAttribute6])

Trim([extensionAttribute7])

Trim([extensionAttribute8])

Trim([extensionAttribute9])

hideDLMembership

Left(Trim([info]), 448)

legacyExchangeDN

mail

managedBy

member

msDS-HABSenioritylndex

msDS-PhoneticDisplayName

msExchBypassModerationLink

msExchCoManagedByLink

msExchEnableModeration

Trim([msExchExtensionCustomAttributel])

Trim([msExchExtensionCustomAttribute2])

Trim([msExchExtensionCustomAttribute3])
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MSExchExtensionCustomAttribute4 Expression Trim([msExchExtensionCustomAttribute4])
MSExchExtensionCustomAttribute5 Expression Trim([msExchExtensionCustomAttribute5])
MSExchHideFromAddressLists Direct msExchHideFromAddressLists
MSExchLitigationHoldDate Direct msExchLitigationHoldDate
MSExchLitigationHoldOwner Direct msExchLitigationHoldOwner
MSExchModeratedByLink Direct msExchModeratedByLink
MSExchModerationFlags Direct msExchModerationFlags
MSExchRecipientDisplayType Direct msExchRecipientDisplayType
MSExchRecipientTypeDetails Direct msExchRecipientTypeDetails
MSExchRequireAuthToSendTo Direct msExchRequireAuthToSendTo
MSExchRetentionComment Direct msExchRetentionComment
MSExchRetentionUrl Direct msExchRetentionURL
MSExchSenderHintTranslations Direct msExchSenderHintTranslations
MSOrglsOrganizational Direct msOrg-IsOrganizational
NetBiosName Constant %DomainNetBios%
OnPremiseSecurityldentifier Direct objectSid
OnPremisesObjectldentifier Direct objectGUID
OnPremisesSamAccountName Direct sAMAccountName
OofReplyToOriginator Direct 0OFReplyToOriginator
ProxyAddresses Expression RemoveDuplicates(Trim([proxyAddresses]))
PublicDelegates Direct publicDelegates
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ReportToOriginator

ReportToOwner

SecurityEnabled

SourceAnchor

o Yo e e e

UnauthOrig

XIA Configuration Server

Entra Cloud Sync Documentation | centrelsolutionsdemo.onmicrosoft.com

Direct

Direct

Expression

Expression

Direct

reportToOriginator

reportToOwner

CBool(BitAnd([groupType], -2147483648))
IIF(IsPresent([mS-DS-ConsistencyGuid]), [mS-DS-ConsistencyGuid], [objectGUID])

unauthOrig
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inetOrgPerson

Object mappings in Microsoft Entra Cloud Sync define how attributes from on-premises Active Directory
objects (such as users or groups) are matched, transformed, and synchronized with their corresponding
objects in Entra ID, and where supported, how selected attributes flow back from Entra ID to Active Directory.

£7) General

Source Object Name inetOrgPerson
Target Object Name User

Enabled True
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inetOrgPerson Attribute Mappings

Attribute mappings in Microsoft Entra Cloud Sync define how attributes from the specified on-premises Active Directory object are matched, transformed, and
synchronized with their corresponding objects in Entra ID, and where supported, how selected attributes flow back from Entra ID to Active Directory.

a_] 137 Attribute Mappings

ISE
Value

Target Attribute Name Source Type Source Value

6}’ AccountEnabled Expression IIF(IsPresent([userAccountControl]), IIF(BitAnd([userAccountControl], 2)="0", "True", "False"), Not([accountDisabled]))
}’ Alias Direct mailNickname

j‘ AltRecipient Direct altRecipient

6}’ Assistant Direct assistant

}’ AuthOrig Direct authOrig

j‘ City Expression Trim([1])

6}’ CommonName Direct cn

}’ Company Expression Trim([company])

j‘ Country Expression Trim([co])

6}’ CountryCode Expression IgnoreFlowIfNullOrEmpty([countryCode])

}’ CountryLetterCode Expression Trim([c])

j‘ Department Expression Trim([department])

6}’ Description Expression Left(Trim([description]), 448)

}’ DisplayName Expression IIF(IsPresent([displayName]), [displayName], [cn])

j‘ DLMemRejectPerms Direct dLMemRejectPerms

6}’ DLMemSubmitPerms Direct dLMemSubmitPerms
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o e e e e e e e e e e e e e e e e e e e e

DnsDomainName

Employeeld

EmployeeType

ExtensionAttributel

ExtensionAttribute10

ExtensionAttribute11

ExtensionAttribute12

ExtensionAttributel3

ExtensionAttribute14

ExtensionAttribute15

ExtensionAttribute2

ExtensionAttribute3

ExtensionAttribute4

ExtensionAttribute5

ExtensionAttribute6

ExtensionAttribute7

ExtensionAttribute8

ExtensionAttribute9

FacsimileTelephoneNumber

GivenName

HomePhone

XIA Configuration Server

Constant

Direct

Direct

Expression

Expression

Expression

Expression

Expression

Expression

Expression

Expression

Expression

Expression

Expression

Expression

Expression

Expression

Expression

Expression

Expression

Expression

%DomainFQDN%

employeelD

employeeType

Trim([extensionAttribute1])

Trim([extensionAttribute10])

Trim([extensionAttribute11])

Trim([extensionAttribute12])

Trim([extensionAttribute13])

Trim([extensionAttribute14])

Trim([extensionAttribute15])

Trim([extensionAttribute2])

Trim([extensionAttribute3])

Trim([extensionAttribute4])

Trim([extensionAttribute5])

Trim([extensionAttribute6])

Trim([extensionAttribute7])

Trim([extensionAttribute8])

Trim([extensionAttribute9])

Trim([facsimileTelephoneNumber])

Trim([givenName])

Trim([homePhone])
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Info

Initials

IPPhone

LastPasswordChangeTimestamp

LegacyExchangeDN

Mail

Manager

MiddleName

Mobile

MSDSHABSenioritylIndex

MSDSPhoneticDisplayName

MSExchArchiveGuid

MSExchArchiveName

MSExchAssistantName

MSExchAuditAdmin

MSExchAuditDelegate

MSExchAuditDelegateAdmin

MSExchAuditOwner

MSExchBlockedSendersHash

MSExchBypassAudit

MSExchDelegateListLink

XIA Configuration Server

Expression

Expression

Expression

Expression

Direct

Expression

Direct

Expression

Expression

Direct

Direct

Direct

Direct

Direct

Direct

Direct

Direct

Direct

Direct

Direct

Direct

Left(Trim([info]), 448)

Trim([initials])

Trim([ipPhone])

IIF(IsPresent([pwdLastSet]), FormatDateTime(DateFromNum([pwdLastSet]), "RoundtripKind", , "yyyyMMddHHmMmss.0Z"), )

legacyExchangeDN

Trim([mail])

manager

Trim([middleName])

Trim([mobile])

msDS-HABSenioritylndex

msDS-PhoneticDisplayName

msExchArchiveGUID

msExchArchiveName

msExchAssistantName

msExchAuditAdmin

msExchAuditDelegate

msExchAuditDelegateAdmin

msExchAuditOwner

msExchBlockedSendersHash

msExchBypassAudit

msExchDelegateListLink
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MSExchEIcExpirySuspensionEnd

MSExchEIcExpirySuspensionStart

MSExchElcMailboxFlags

MSExchEnableModeration

MSExchExtensionCustomAttributel

MSExchExtensionCustomAttribute2

MSExchExtensionCustomAttribute3

MSExchExtensionCustomAttribute4

MSExchExtensionCustomAttribute5

MSExchHideFromAddressLists

MSExchimmutableld

MSExchLitigationHoldDate

MSExchLitigationHoldOwner

MSExchMailboxAuditEnable

MSExchMailboxAuditLogAgeLimit

MSExchMailboxGuid

MSExchModeratedByLink

MSExchModerationFlags

MSExchRecipientDisplayType

MSExchRecipientTypeDetails

MSExchRemoteRecipientType

XIA Configuration Server

Direct

Direct

Direct

Direct

Expression

Expression

Expression

Expression

Expression

Direct

Direct

Direct

Direct

Direct

Direct

Direct

Direct

Direct

Direct

Direct

Direct

msExchELCExpirySuspensionEnd

msExchELCExpirySuspensionStart

msExchELCMailboxFlags

msExchEnableModeration

Trim([msExchExtensionCustomAttribute1])

Trim([msExchExtensionCustomAttribute2])

Trim([msExchExtensionCustomAttribute3])

Trim([msExchExtensionCustomAttribute4])

Trim([msExchExtensionCustomAttribute5])

msExchHideFromAddressLists

msExchimmutableld

msExchlLitigationHoldDate

msExchLitigationHoldOwner

msExchMailboxAuditEnable

msExchMailboxAuditLogAgeLimit

msExchMailboxGuid

msExchModeratedByLink

msExchModerationFlags

msExchRecipientDisplayType

msExchRecipientTypeDetails

msExchRemoteRecipientType
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MSExchRequireAuthToSendTo

MSExchResourceCapacity

MSExchResourceDisplay

MSExchResourceMetadata

MSExchResourceSearchProperties

MSExchRetentionComment

MSExchRetentionUrl|

MSExchSafeRecipientsHash

MSExchSafeSendersHash

MSExchSenderHintTranslations

MSExchTeamMailboxExpiration

MSExchTeamMailboxOwners

MSExchTeamMailboxSharePointLinkedBy

MSExchTeamMailboxSharePointUrl

MSExchUserHoldPolicies

MSRtcSipApplicationOptions

MSRtcSipDeploymentLocator

MSRtcSipLine

MSRtcSipOptionFlags

MSRtcSipOwnerUrn

MSRtcSipPrimaryUserAddress

XIA Configuration Server

Direct

Direct

Direct

Direct

Direct

Direct

Direct

Direct

Direct

Direct

Direct

Direct

Direct

Direct

Direct

Direct

Direct

Direct

Direct

Direct

Direct

msExchRequireAuthToSendTo

msExchResourceCapacity

msExchResourceDisplay

msExchResourceMetaData

msExchResourceSearchProperties

msExchRetentionComment

msExchRetentionURL

msExchSafeRecipientsHash

msExchSafeSendersHash

msExchSenderHintTranslations

msExchTeamMailboxExpiration

msExchTeamMailboxOwners

msExchTeamMailboxSharePointLinkedBy

msExchTeamMailboxSharePointUrl

msExchUserHoldPolicies

msRTCSIP-ApplicationOptions

mSRTCSIP-DeploymentLocator

msRTCSIP-Line

msRTCSIP-OptionFlags

msRTCSIP-OwnerUrn

msRTCSIP-PrimaryUserAddress
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MSRtcSipUserEnabled

NetBiosName

OnPremisesDistinguishedName

OnPremiseSecurityldentifier

OnPremisesObjectldentifier

OnPremisesSamAccountName

OnPremisesUserPrincipalName

OtherFacsimileTelephoneNumber

OtherHomePhone

OtherIPPhone

OtherMobile

OtherPager

OtherTelephone

Pager

PhysicalDeliveryOfficeName

PostalCode

PostOfficeBox

PreferredDatalocation

PreferredLanguage

ProxyAddresses

o e e e e e e e e e e e e e e e e e e e e

PublicDelegates

XIA Configuration Server

Direct

Constant

Direct

Direct

Direct

Direct

Expression

Expression

Expression

Expression

Expression

Expression

Expression

Expression

Expression

Expression

Expression

Direct

Expression

Expression

Direct

msRTCSIP-UserEnabled

%DomainNetBios%

distinguishedName

objectSid

objectGUID

sAMAccountName

IIF(IsPresent([userPrincipalName]), [userPrincipalName], lIF(IsPresent([sAMAccountName]), Join("@", [sAMAccountName],

%DomainFQDN%), Error("AccountName is not present")))
Trim([otherFacsimileTelephoneNumber])
Trim([otherHomePhone])

Trim([otherlpPhone])

Trim([otherMobile])

Trim([otherPager])

Trim([otherTelephone])

Trim([pager])

Trim([physicalDeliveryOfficeName])

Trim([postalCode])

IIF(IsPresent([postOfficeBox]), Left(Trim(Item([postOfficeBox], 1)), 448), "")
msDS-preferredDatalocation

Trim([preferredLanguage])
RemoveDuplicates(Trim([proxyAddresses]))

publicDelegates
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XIA Configuration Server

SourceAnchor

State

StreetAddress

Surname

TargetAddress

TelephoneAssistant

TelephoneNumber

ThumbnailPhoto

Title

UnauthOrig

Url

Usagelocation

UserCertificate

UserPrincipalName

UserSMIMECertificate

WwwHomepage

Expression

Expression

Expression

Expression

Direct

Expression

Expression

Direct

Expression

Direct

Expression

Expression

Direct

Expression

Direct

Direct

IIF(IsPresent([mS-DS-ConsistencyGuid]), [mS-DS-ConsistencyGuid], [objectGUID])

Trim([st])

Trim([streetAddress])

Trim([sn])

targetAddress

Trim([telephoneAssistant])

Trim([telephoneNumber])

thumbnailPhoto

Trim([title])

unauthOrig

IIF(IsPresent([url]), Left(Trim(Item([url], 1)), 448), "")

IgnoreFlowlfNullOrEmpty([msExchUsageLocation])

userCertificate

IIF(IsPresent([userPrincipalName]), [userPrincipalName], lIF(IsPresent([sAMAccountName]), Join("@", [sAMAccountName],
%DomainFQDN%), Error("AccountName is not present")))

userSMIMECertificate

wWWHomePage
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user

Object mappings in Microsoft Entra Cloud Sync define how attributes from on-premises Active Directory
objects (such as users or groups) are matched, transformed, and synchronized with their corresponding
objects in Entra ID, and where supported, how selected attributes flow back from Entra ID to Active Directory.

£7) General

Source Object Name user
Target Object Name User

Enabled True
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user Attribute Mappings

Attribute mappings in Microsoft Entra Cloud Sync define how attributes from the specified on-premises Active Directory object are matched, transformed, and
synchronized with their corresponding objects in Entra ID, and where supported, how selected attributes flow back from Entra ID to Active Directory.

a_] 137 Attribute Mappings

ISE
Value

Target Attribute Name Source Type Source Value

6}’ AccountEnabled Expression IIF(IsPresent([userAccountControl]), IIF(BitAnd([userAccountControl], 2)="0", "True", "False"), Not([accountDisabled]))
}’ Alias Direct mailNickname

j‘ AltRecipient Direct altRecipient

6}’ Assistant Direct assistant

}’ AuthOrig Direct authOrig

j‘ City Expression Trim([1])

6}’ CommonName Direct cn

}’ Company Expression Trim([company])

j‘ Country Expression Trim([co])

6}’ CountryCode Expression IgnoreFlowIfNullOrEmpty([countryCode])

}’ CountryLetterCode Expression Trim([c])

j‘ Department Expression Trim([department])

6}’ Description Expression Left(Trim([description]), 448)

}’ DisplayName Expression IIF(IsPresent([displayName]), [displayName], [cn])

j‘ DLMemRejectPerms Direct dLMemRejectPerms

6}’ DLMemSubmitPerms Direct dLMemSubmitPerms
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DnsDomainName

Employeeld

EmployeeType

ExtensionAttributel

ExtensionAttribute10

ExtensionAttribute11

ExtensionAttribute12

ExtensionAttributel3

ExtensionAttribute14

ExtensionAttribute15

ExtensionAttribute2

ExtensionAttribute3

ExtensionAttribute4

ExtensionAttribute5

ExtensionAttribute6

ExtensionAttribute7

ExtensionAttribute8

ExtensionAttribute9

FacsimileTelephoneNumber

GivenName

HomePhone

XIA Configuration Server

Constant

Direct

Direct

Expression

Expression

Expression

Expression

Expression

Expression

Expression

Expression

Expression

Expression

Expression

Expression

Expression

Expression

Expression

Expression

Expression

Expression

%DomainFQDN%

employeelD

employeeType

Trim([extensionAttribute1])

Trim([extensionAttribute10])

Trim([extensionAttribute11])

Trim([extensionAttribute12])

Trim([extensionAttribute13])

Trim([extensionAttribute14])

Trim([extensionAttribute15])

Trim([extensionAttribute2])

Trim([extensionAttribute3])

Trim([extensionAttribute4])

Trim([extensionAttribute5])

Trim([extensionAttribute6])

Trim([extensionAttribute7])

Trim([extensionAttribute8])

Trim([extensionAttribute9])

Trim([facsimileTelephoneNumber])

Trim([givenName])

Trim([homePhone])
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Info

Initials

IPPhone

LastPasswordChangeTimestamp

LegacyExchangeDN

Mail

Manager

MiddleName

Mobile

MSDSHABSenioritylIndex

MSDSPhoneticDisplayName

MSExchArchiveGuid

MSExchArchiveName

MSExchAssistantName

MSExchAuditAdmin

MSExchAuditDelegate

MSExchAuditDelegateAdmin

MSExchAuditOwner

MSExchBlockedSendersHash

MSExchBypassAudit

MSExchDelegateListLink

XIA Configuration Server

Expression

Expression

Expression

Expression

Direct

Expression

Direct

Expression

Expression

Direct

Direct

Direct

Direct

Direct

Direct

Direct

Direct

Direct

Direct

Direct

Direct

Left(Trim([info]), 448)

Trim([initials])

Trim([ipPhone])

IIF(IsPresent([pwdLastSet]), FormatDateTime(DateFromNum([pwdLastSet]), "RoundtripKind", , "yyyyMMddHHmMmss.0Z"), )

legacyExchangeDN

Trim([mail])

manager

Trim([middleName])

Trim([mobile])

msDS-HABSenioritylndex

msDS-PhoneticDisplayName

msExchArchiveGUID

msExchArchiveName

msExchAssistantName

msExchAuditAdmin

msExchAuditDelegate

msExchAuditDelegateAdmin

msExchAuditOwner

msExchBlockedSendersHash

msExchBypassAudit

msExchDelegateListLink
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MSExchEIcExpirySuspensionEnd

MSExchEIcExpirySuspensionStart

MSExchElcMailboxFlags

MSExchEnableModeration

MSExchExtensionCustomAttributel

MSExchExtensionCustomAttribute2

MSExchExtensionCustomAttribute3

MSExchExtensionCustomAttribute4

MSExchExtensionCustomAttribute5

MSExchHideFromAddressLists

MSExchimmutableld

MSExchLitigationHoldDate

MSExchLitigationHoldOwner

MSExchMailboxAuditEnable

MSExchMailboxAuditLogAgeLimit

MSExchMailboxGuid

MSExchModeratedByLink

MSExchModerationFlags

MSExchRecipientDisplayType

MSExchRecipientTypeDetails

MSExchRemoteRecipientType

XIA Configuration Server

Direct

Direct

Direct

Direct

Expression

Expression

Expression

Expression

Expression

Direct

Direct

Direct

Direct

Direct

Direct

Direct

Direct

Direct

Direct

Direct

Direct

msExchELCExpirySuspensionEnd

msExchELCExpirySuspensionStart

msExchELCMailboxFlags

msExchEnableModeration

Trim([msExchExtensionCustomAttribute1])

Trim([msExchExtensionCustomAttribute2])

Trim([msExchExtensionCustomAttribute3])

Trim([msExchExtensionCustomAttribute4])

Trim([msExchExtensionCustomAttribute5])

msExchHideFromAddressLists

msExchimmutableld

msExchlLitigationHoldDate

msExchLitigationHoldOwner

msExchMailboxAuditEnable

msExchMailboxAuditLogAgeLimit

msExchMailboxGuid

msExchModeratedByLink

msExchModerationFlags

msExchRecipientDisplayType

msExchRecipientTypeDetails

msExchRemoteRecipientType
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MSExchRequireAuthToSendTo

MSExchResourceCapacity

MSExchResourceDisplay

MSExchResourceMetadata

MSExchResourceSearchProperties

MSExchRetentionComment

MSExchRetentionUrl|

MSExchSafeRecipientsHash

MSExchSafeSendersHash

MSExchSenderHintTranslations

MSExchTeamMailboxExpiration

MSExchTeamMailboxOwners

MSExchTeamMailboxSharePointLinkedBy

MSExchTeamMailboxSharePointUrl

MSExchUserHoldPolicies

MSRtcSipApplicationOptions

MSRtcSipDeploymentLocator

MSRtcSipLine

MSRtcSipOptionFlags

MSRtcSipOwnerUrn

MSRtcSipPrimaryUserAddress

XIA Configuration Server

Direct

Direct

Direct

Direct

Direct

Direct

Direct

Direct

Direct

Direct

Direct

Direct

Direct

Direct

Direct

Direct

Direct

Direct

Direct

Direct

Direct

msExchRequireAuthToSendTo

msExchResourceCapacity

msExchResourceDisplay

msExchResourceMetaData

msExchResourceSearchProperties

msExchRetentionComment

msExchRetentionURL

msExchSafeRecipientsHash

msExchSafeSendersHash

msExchSenderHintTranslations

msExchTeamMailboxExpiration

msExchTeamMailboxOwners

msExchTeamMailboxSharePointLinkedBy

msExchTeamMailboxSharePointUrl

msExchUserHoldPolicies

msRTCSIP-ApplicationOptions

mSRTCSIP-DeploymentLocator

msRTCSIP-Line

msRTCSIP-OptionFlags

msRTCSIP-OwnerUrn

msRTCSIP-PrimaryUserAddress
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MSRtcSipUserEnabled

NetBiosName

OnPremisesDistinguishedName

OnPremiseSecurityldentifier

OnPremisesObjectldentifier

OnPremisesSamAccountName

OnPremisesUserPrincipalName

OtherFacsimileTelephoneNumber

OtherHomePhone

OtherIPPhone

OtherMobile

OtherPager

OtherTelephone

Pager

PhysicalDeliveryOfficeName

PostalCode

PostOfficeBox

PreferredDatalocation

PreferredLanguage

ProxyAddresses

o e e e e e e e e e e e e e e e e e e e e

PublicDelegates

XIA Configuration Server

Direct

Constant

Direct

Direct

Direct

Direct

Expression

Expression

Expression

Expression

Expression

Expression

Expression

Expression

Expression

Expression

Expression

Direct

Expression

Expression

Direct

msRTCSIP-UserEnabled

%DomainNetBios%

distinguishedName

objectSid

objectGUID

sAMAccountName

IIF(IsPresent([userPrincipalName]), [userPrincipalName], lIF(IsPresent([sAMAccountName]), Join("@", [sAMAccountName],

%DomainFQDN%), Error("AccountName is not present")))
Trim([otherFacsimileTelephoneNumber])
Trim([otherHomePhone])

Trim([otherlpPhone])

Trim([otherMobile])

Trim([otherPager])

Trim([otherTelephone])

Trim([pager])

Trim([physicalDeliveryOfficeName])

Trim([postalCode])

IIF(IsPresent([postOfficeBox]), Left(Trim(Item([postOfficeBox], 1)), 448), "")
msDS-preferredDatalocation

Trim([preferredLanguage])
RemoveDuplicates(Trim([proxyAddresses]))

publicDelegates
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XIA Configuration Server

SourceAnchor

State

StreetAddress

Surname

TargetAddress

TelephoneAssistant

TelephoneNumber

ThumbnailPhoto

Title

UnauthOrig

Url

Usagelocation

UserCertificate

UserPrincipalName

UserSMIMECertificate

WwwHomepage

Expression

Expression

Expression

Expression

Direct

Expression

Expression

Direct

Expression

Direct

Expression

Expression

Direct

Expression

Direct

Direct

IIF(IsPresent([mS-DS-ConsistencyGuid]), [mS-DS-ConsistencyGuid], [objectGUID])

Trim([st])

Trim([streetAddress])

Trim([sn])

targetAddress

Trim([telephoneAssistant])

Trim([telephoneNumber])

thumbnailPhoto

Trim([title])

unauthOrig

IIF(IsPresent([url]), Left(Trim(Item([url], 1)), 448), "")

IgnoreFlowlfNullOrEmpty([msExchUsageLocation])

userCertificate

IIF(IsPresent([userPrincipalName]), [userPrincipalName], lIF(IsPresent([sAMAccountName]), Join("@", [sAMAccountName],
%DomainFQDN%), Error("AccountName is not present")))

userSMIMECertificate

wWWHomePage
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demo2025.int (Microsoft Entra ID to AD)

Cloud Sync configurations define which objects and attributes are in scope for synchronization, controlling how
users, groups, and contacts flow from Active Directory to Entra ID - and, where supported, how selected
attributes can flow back from Entra ID to Active Directory.

@ General

Configuration Type Microsoft Entra ID to AD
Domain Name demo2025.int
Service Principal Identifier 875c8039-70aa-4fc9-ac70-47141bb6e564

Status Not Run

4% Domain Information

Domain Name demo2025.int

Domain NetBIOS Name DEMO02025

Domain Discovery Date 29 December 2025 15:16:50
Forest Name demo2025.int

Forest NetBIOS Name DEMO2025

a_] Settings

Email Notifications True
Email Notifications Recipient dhomer@centrel-solutions.com
Prevent Accidental Deletion True

Accidental Deletion Threshold 123

Bs 1Agents
Machine Name External IP Address Status Resources
ﬂ DEMO02025-DC01.demo02025.int 86.24.192.254 Active demo2025.int
E‘ 1 Job Statuses
Display Name Status Last Run Date/Time
ﬂ Group provisioning to Active Directory NotRun [Not Configured]
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Scoping Filters

Scoping filters in Microsoft Entra Cloud Sync are conditional rules that determine which directory objects are
included in a given sync flow.

22 Groups

Groups Scope Selected security groups

2a 2 Selected Groups

Display Name Identifier

ﬂ Sample Security Group 9077cclb-243¢c-4f98-9a59-c8199e5e6901

ﬂ Sample Security Roles Group c6a06a35-054c-42c1-a90a-80adaacl56aa

7 Target Container

CNzusers‘Dc:demozozs’Dc=int

A 2 Attribute Filters

Clause Name Scoping Phrase
i:l Sample Filter 1 extensionAttributel EQUALS Example
extensionAttribute9 GREATER_THAN 1
::I OR Sample Filter 2
AND extensionAttribute3 INCLUDES Example
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Object Mappings

Object mappings in Microsoft Entra Cloud Sync define how attributes from on-premises Active Directory
objects (such as users or groups) are matched, transformed, and synchronized with their corresponding
objects in Entra ID, and where supported, how selected attributes flow back from Entra ID to Active Directory.

£7) 2 Object Mappings

Source Object Name Target Object Name Enabled
-@ Group group True
—{D User user True
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Group

Object mappings in Microsoft Entra Cloud Sync define how attributes from on-premises Active Directory
objects (such as users or groups) are matched, transformed, and synchronized with their corresponding
objects in Entra ID, and where supported, how selected attributes flow back from Entra ID to Active Directory.

£7) General

Source Object Name Group
Target Object Name group

Enabled True
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Group Attribute Mappings

Attribute mappings in Microsoft Entra Cloud Sync define how attributes from the specified on-premises Active Directory object are matched, transformed, and
synchronized with their corresponding objects in Entra ID, and where supported, how selected attributes flow back from Entra ID to Active Directory.

a_ 9 Attribute Mappings

Target Attribute Name Source Type Source Value Default Value
6}’ adminDescription Expression Append("Group_", [objectld])
e}' cn Expression Append(Append(Left(Trim([displayName]), 51), "_"), Mid([objectlId], 25, 12))
}' description Expression Left(Trim([description]), 448)
6}’ displayName Direct displayName
e}' isSecurityGroup Constant "True"
}' member Direct members
6}’ msDS-ExternalDirectoryObjectld Expression Append("Group_", [objectld])
e}' parentDistinguishedName Constant "CN=Users,DC=demo02025,DC=int" CN=Users,DC=dem02025,DC=int
}' universalScope Constant "True"
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User

Object mappings in Microsoft Entra Cloud Sync define how attributes from on-premises Active Directory
objects (such as users or groups) are matched, transformed, and synchronized with their corresponding
objects in Entra ID, and where supported, how selected attributes flow back from Entra ID to Active Directory.

£7) General

Source Object Name User
Target Object Name user

Enabled True
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User Attribute Mappings

Attribute mappings in Microsoft Entra Cloud Sync define how attributes from the specified on-premises Active Directory object are matched, transformed, and
synchronized with their corresponding objects in Entra ID, and where supported, how selected attributes flow back from Entra ID to Active Directory.

a_ 1Attribute Mappings

Source Value Default Value

Target Attribute Name Source Type

6}' msDS-ExternalDirectoryObjectld Expression Append("User_", [objectlId])
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About XIA Configuration

XIA Configuration is an IT infrastructure audit and documentation tool that automates the process of collecting and
documenting network configurations.
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