Windows Machine Report

XCS-2K25-DEMO

CONTOSO
TRAVEL

Company Confidential

Date Friday, February 14, 2025 3:55:51 PM
Author  CONTOSO\sysadmin

Version 1.11

Product XIA Configuration Server [17.0.5.0]



Table of Contents

Disclaimer
Configuration Item
Client Information
Relationships
Relationship Map
Management Summary
Compliance Benchmarks
Windows Basic Compliance Benchmark [5.0.0.0]
Location
Hardware
BIOS Information
CD-ROM and DVD-ROM Drives
Disk Drives
[0] VMware Virtual NVMe Disk
Disk Shelves
Disk Shelf 01
Volumes
C
EFI System Partition (0276675f-8bbb-40fb-8dbc-1ca1cc906500)
Recovery Partition (e4f4a405-37f4-489¢-88fc-3107f188d8fc)
Devices
Audio inputs and outputs
Batteries
Computer
Disk drives

Display adapters

E
14
15
16
17
18
19
20
35
36
37
38
39
40
42
43
44
45
47
48
49
56
57
58
59
60



DVD/CD-ROM drives

Human Interface Devices
IDE ATA/ATAPI controllers
Keyboards
Mice and other pointing devices
Monitors
Network adapters
Print queues
Processors
Software devices
Sound, video and game controllers
Storage controllers
Storage volumes
System devices
Universal Serial Bus controllers
Physical Memory
Physical Memory 0
Printers
Microsoft Print to PDF
Processors
Intel(R) Core(TM) i9-10885H CPU @ 2.40GHz
Tape Libraries
Trusted Platform Module (TPM)
Video Controllers
Networking
Failover Clustering
Hosts File
IPv4 Routing Table

Network Adapters

61
62
63
65
66
68
69
70
71
72
73
74
75
77
135
139
140
141
142
143
144
145
146
147
148
149
150
152

153



6to4 Adapter

Ethernet (Kernel Debugger)
Ethernet0
Microsoft IP-HTTPS Platform Interface
Teredo Tunneling Pseudo-Interface
Network Load Balancing
Remote Assistance
Remote Desktop
SNMP Configuration
Shares
ADMIN$
C$
IPC$
Security
Advanced Audit Policy
Audit Policy
Certificate Stores
Intermediate Certification Authorities
Microsoft Windows Hardware Compatibility
Root Agency
www.verisign.com/CPS Incorp.by Ref. LIABILITY LTD.(c)97 VeriSign
Personal
WMSvc-SHA2-XCS-2K25-DEMO
Third-Party Root Certification Authorities
Class 3 Public Primary Certification Authority
DigiCert Assured ID Root CA
DigiCert Global Root CA
DigiCert Global Root G2

DigiCert Global Root G3

154
155
156
159
160
161
162
163
164
165
166
167
168
169
170
172
173
174
175
176
177
178
179
180
181
182
183
184

185



GlobalSign Root CA

Microsoft RSA Root Certificate Authority 2017
Trusted People
Trusted Publisher
Trusted Root Certification Authorities

Copyright (c) 1997 Microsoft Corp.

Microsoft Authenticode(tm) Root Authority

Microsoft ECC Product Root Certificate Authority 2018

Microsoft ECC TS Root Certificate Authority 2018
Microsoft Root Authority

Microsoft Root Certificate Authority

Microsoft Root Certificate Authority 2010

Microsoft Root Certificate Authority 2011

Microsoft Time Stamp Root Certificate Authority 2014

NO LIABILITY ACCEPTED, ()97 VeriSign, Inc.
Symantec Enterprise Mobile Root for Microsoft
Thawte Timestamping CA
WMSvc-SHA2-XCS-2K25-DEMO
Web Hosting
Local Account Policies
LAPS Settings
Local Users
Administrator
DefaultAccount
Guest
WDAGUtilityAccount
wu
Local Groups

Security Options

186
187
188
189
190
191
192
193
194
195
196
197
198
199
200
201
202
PAVE]
204
205
206
207
208
209
210
AN
212
PAE]
218



User Rights Assignment

Windows Firewall

Domain Profile

Private Profile

Public Profile

Inbound Rules
@{MicrosoftWindows.LKG.Search_1000.26100.1742.0_x64__cw5n1Th2txyewy?ms-resource...
AllJoyn Router (TCP-In)
AllJoyn Router (UDP-In)
App Installer
Cast to Device functionality (qWave-TCP-In)
Cast to Device functionality (qWave-UDP-In)
Cast to Device SSDP Discovery (UDP-In)
Cast to Device streaming server (HTTP-Streaming-In)
Cast to Device streaming server (HTTP-Streaming-In)
Cast to Device streaming server (HTTP-Streaming-In)
Cast to Device streaming server (RTCP-Streaming-In)
Cast to Device streaming server (RTCP-Streaming-In)
Cast to Device streaming server (RTCP-Streaming-In)
Cast to Device streaming server (RTSP-Streaming-In)
Cast to Device streaming server (RTSP-Streaming-In)
Cast to Device streaming server (RTSP-Streaming-In)
Cast to Device UPnP Events (TCP-In)
Core Networking - Destination Unreachable (ICMPv6-In)
Core Networking - Destination Unreachable Fragmentation Needed (ICMPv4-In)
Core Networking - Dynamic Host Configuration Protocol (DHCP-In)
Core Networking - Dynamic Host Configuration Protocol for IPv6(DHCPV6-In)
Core Networking - Internet Group Management Protocol (IGMP-In)

Core Networking - IPHTTPS (TCP-In)

228
232
233
234
235
236
240
241
242
243
pL
245
246
247
248
249
250
251
252
253
254
255
256
257
258
259
260
PAY
262



Core Networking - IPv6 (IPv6-In)

Core Networking - Multicast Listener Done (ICMPv6-In)
Core Networking - Multicast Listener Query (ICMPv6-In)
Core Networking - Multicast Listener Report (ICMPv6-In)
Core Networking - Multicast Listener Report v2 (ICMPv6-In)
Core Networking - Neighbor Discovery Advertisement (ICMPv6-In)
Core Networking - Neighbor Discovery Solicitation (ICMPv6-In)
Core Networking - Packet Too Big (ICMPv6-In)

Core Networking - Parameter Problem (ICMPv6-In)

Core Networking - Router Advertisement (ICMPv6-In)

Core Networking - Router Solicitation (ICMPv6-In)

Core Networking - Teredo (UDP-In)

Core Networking - Time Exceeded (ICMPv6-In)

Delivery Optimization (TCP-In)

Delivery Optimization (UDP-In)

Desktop App Web Viewer

DFS Management (DCOM-In)

DFS Management (SMB-In)

DFS Management (TCP-In)

DFS Management (WMI-In)

DIAL protocol server (HTTP-In)

DIAL protocol server (HTTP-In)

Feedback Hub

Google Chrome (mDNS-In)

mDNS (UDP-In)

mDNS (UDP-In)

mDNS (UDP-In)

Microsoft Edge (mDNS-In)

Microsoft Edge (mDNS-In)

263
264
PAY)
PASS
PAY
268
269
270
271
272
273
274
275
276
277
278
279
280
281
282
PAE]
284
285
286
287
288
289
290
291



Microsoft Media Foundation Network Source IN [TCP 554]

Microsoft Media Foundation Network Source IN [UDP 5004-5009]
OpenSSH SSH Server (sshd)
Start
Web Management Service (HTTP Traffic-In)
WEFD ASP Coordination Protocol (UDP-In)
WED Driver-only (TCP-In)
WEFD Driver-only (UDP-In)
Windows Feature Experience Pack
Windows Feature Experience Pack
Windows Feature Experience Pack
Windows Feature Experience Pack
Windows Remote Management (HTTP-In)
Windows Remote Management (HTTP-In)
Windows Security
Wireless Display (TCP-In)
Wireless Display Infrastructure Back Channel (TCP-In)
Work or school account
World Wide Web Services (HTTP Traffic-In)
World Wide Web Services (HTTPS Traffic-In)
World Wide Web Services (QUIC Traffic-In)
Your account
Outbound Rules
@{MicrosoftWindows.LKG.Search_1000.26100.1742.0_x64__cw5n1Th2txyewy?ms-resource...
AllJoyn Router (TCP-Out)
AllJoyn Router (UDP-Out)
App Installer
Captive Portal Flow

Cast to Device functionality (qWave-TCP-Out)

292
PAK]
294
295
296
297
298
299
300
301
302
303
304
305
306
307
308
309
310
311
312
313
314
318
319
320
321
322
323



Cast to Device functionality (qWave-UDP-Out)

Cast to Device streaming server (RTP-Streaming-Out)
Cast to Device streaming server (RTP-Streaming-Out)
Cast to Device streaming server (RTP-Streaming-Out)
Connected User Experiences and Telemetry

Core Networking - DNS (UDP-Out)

Core Networking - Dynamic Host Configuration Protocol (DHCP-Out)

Core Networking - Dynamic Host Configuration Protocol for IPv6(DHCPV6-Out)

Core Networking - Group Policy (LSASS-Out)

Core Networking - Group Policy (NP-Out)

Core Networking - Group Policy (TCP-Out)

Core Networking - Internet Group Management Protocol (IGMP-Out)
Core Networking - IPHTTPS (TCP-Out)

Core Networking - IPv6 (IPv6-Out)

Core Networking - Multicast Listener Done (ICMPv6-Out)

Core Networking - Multicast Listener Query (ICMPv6-Out)

Core Networking - Multicast Listener Report (ICMPv6-Out)

Core Networking - Multicast Listener Report v2 (ICMPv6-Out)

Core Networking - Neighbor Discovery Advertisement (ICMPv6-Out)
Core Networking - Neighbor Discovery Solicitation (ICMPv6-Out)
Core Networking - Packet Too Big (ICMPv6-Out)

Core Networking - Parameter Problem (ICMPv6-Out)

Core Networking - Router Advertisement (ICMPv6-Out)

Core Networking - Router Solicitation (ICMPv6-Out)

Core Networking - Teredo (UDP-Out)

Core Networking - Time Exceeded (ICMPv6-Out)

Desktop App Web Viewer

Email and accounts

Feedback Hub

324
325
326
327
328
329
330
331
332
333
334
335
336
337
338
339
340
341
342
343
344
345
346
347
348
349
350
351

352



mMDNS (UDP-Out)

MDNS (UDP-Out)

MDNS (UDP-Out)

Microsoft Media Foundation Network Source OUT [TCP ALL]

Narrator

Start

WEFD ASP Coordination Protocol (UDP-Out)

WEFD Driver-only (TCP-Out)
WED Driver-only (UDP-Out)
Windows Default Lock Screen

Windows Defender SmartScreen

Windows Device Management Certificate Installer (TCP out)
Windows Device Management Device Enroller (TCP out)
Windows Device Management Enrollment Service (TCP out)

Windows Device Management Sync Client (TCP out)

Windows Feature Experience Pack
Windows Feature Experience Pack
Windows Feature Experience Pack
Windows Feature Experience Pack
Windows Feature Experience Pack
Windows Feature Experience Pack
Windows Feature Experience Pack
Windows Feature Experience Pack
Windows Feature Experience Pack
Windows Feature Experience Pack
Windows Feature Experience Pack
Windows Print

Windows Security

Windows Shell Experience

353
354
355
356
357
358
359
360
361
362
363
364
365
366
367
368
369
370
371
372
373
374
375
376
377
378
379
380
381



Windows Terminal

Wireless Display (TCP-Out)
Wireless Display (UDP-Out)
Work or school account
Your account
Windows Patches
Windows Update Configuration
Windows Update History
Software
.NET Framework
Documented Files
Machine Config (NET 4)
Event Logs
Application
Forwarded Events
Hardware Events
Key Management Service
Security
Setup
System
Windows PowerShell
Environment Variables
Installed Software
Internet Settings
ODBC Configuration
ODBC Drivers
Data Sources
Operating System

PowerShell Settings

382
383
384
385
386
387
388
389
390
391
392
393
395
396
400
402
404
406
416
420
425
434
436
437
438
439
440
441

443



Processes 444

Registry 450
XIA Configuration Server Setup 451
XIA Configuration Server Database Name 453

Server Roles and Features 454

Startup Commands 461

Task Scheduler Library 462
GoogleUpdaterTaskSystem134.0.6985.0{B3D23309-EFDA-4690-81D4-60EE802797D6} 463

MicrosoftEdgeUpdateTaskMachineCore{408EE469-8D4F-4D4C-ADED-421EB55AD459} 465

MicrosoftEdgeUpdateTaskMachineUA{4165CA3F-A67B-4CE8-BEDC-06ABBIDE3E90} 467
Process Explorer-CONTOSO-sysadmin 469
Windows Remote Management (WinRM) 471
Windows Services 473
Windows Services [A - [] 483
Windows Services [J - R] 570
Windows Services [S - Z] 633
Windows Time 733
Support Provisions 734
Network Support 735
Hardware Warranty 736

Version History 737



Disclaimer

This document is for authorised use by the intended recipient(s) only. It may contain proprietary material,
confidential information and/or be subject to legal privilege. It should not be copied, disclosed to,

retained, or used by any other party.

Microsoft, Windows and Active Directory are either registered trademarks or trademarks of Microsoft

Corporation in the United States and/or other countries.
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Contiguration Item

Provides general information for this item.

i+ General Information

Name XCS-2K25-DEMO
Description Windows Server 2025 server running XIA Configuration Server.

Primary Owner Name Technical Services

Primary Owner Contact technicalservices@contosotravel.com

@ System Information

Item Path Demonstration Company

Identifier ec0a52da-1373-4068-b971-34700938513c
Item ID 1002

Version ID 1.11

Check Out Status Available

ca VMware Virtual Platform

3

ware

¥ Custom Item Details

This is a demonstration Windows server running XIA Configuration Server.
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Client Information

Provides information about the client that was used to generate the information and the data used by

the client to uniquely identify this item.

g4 Item Identifiers

Primary Identifier XCS-2K25-DEMO
Secondary Identifier VMware-56 4d 2f 76 Ob 31 ee aa-7e 12 3b 54 62 da f1 74
Tertiary Identifier

Environment Identifier

2 Client Information

Client Machine Name XCS-2K25-DEMO

Client Identifier a5f92aec-9e9a-4d75-80d9-108e72daf65b
Client IP Address 192.168.128.6

Client Scan Date 14 February 2025 15:22 (today)

Client Service Username CONTOSO\sysadmin

Client Version 17.0.5.0

Scan Profile

Target XCS-2K25-DEMO
Profile Name Windows

Profile Identifier c4f3c375-1a3e-42ed-b303-d45a9ed5629a
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Relationships

Provides a summary of the relationships between this item and other items in the environment.

25 7 Relationships

1000 Outbound Demonstration Company Container Contained Within
1029 Outbound Hardware Warranty Support Provision Is Maintained By
1030 Outbound Network Support Support Provision Is Supported By

[] 1033 Outbound Rack 1A Rack Located Within
g¥ 1006 Outbound XCS-2K25-DEMO\SQLEXPRESS SQL Instance Hosts SQL Instance
a® 1005 Outbound XCS-2K25-DEMO IIS Server Hosts IIS Server
- 1034 Outbound Disk Shelf 01 Disk Shelf Connected Disk Shelf
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Relationship Map

Relationship Map ft 25-DEMO

Rack 1A
ItemID 1033
Rack

Network Support XC5-2K25-DEMO\SQLEXPRESS

ltemID 1030 i ItemID 1008
Support Provision S0L Instance

Hardware Warranty S XCS5-2K25-DEMO

ltemID 1029 el ltemiD 1005
Support Provision @ﬂ 1S Server

Demonstration Company J{CS_ZI{Z'-E.-DEMD Disk Shelf 01

ltemID 1000 -] ItemIDr 1002 Item|D 1034
Container HCS-2K25-DEMO - Dizk Shelf
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Management Summary

Provides a management summary for this machine

2® Operating System

Operating System Name Microsoft Windows Server 2025 Datacenter

Service Pack [None Installed]

fp Naming and Role

Domain contoso.com
Domain Role Member Server
NetBIOS Name XCS-2K25-DEMO

Fully Qualified Domain Name xcs-2k25-demo.contoso.com

= Hardware Information

Serial Number VMware-56 4d 2f 76 Ob 31 ee aa-7e 12 3b 54 62 da f1 74
Manufacturer VMware, Inc.

Model VMware20,1

Asset Tag

Networking

IPv4 Addresses 192.168.128.6/22

IPv6 Addresses fe80::8190:de8d:a907:7f94%7/0.0.0.64

L&y Remote Desktop Settings

Allow Connections False

= Server Functions

& IS Web Server True True

# SQL Instance True True SQLEXPRESS
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Compliance Benchmarks

Compliance benchmarks provide the ability to compare the documented configuration of an item

against a known security or compliance baseline.

= Windows Basic Compliance Benchmark 5.0.0.0
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Windows Basic Compliance Benchmark [5.0.0.0]

This benchmark provides a basic security overview of a Windows machine.

Passed

Failed

Excluded

Other

20 40 60 a0 100 120 140

160 180

= 334 Benchmark Results

Section 1: Password Policy
© 101 Set "Enforce password history" to remember at least 24 passwords 24
® 102 Set "Maximum password age" to 60 days or less 42 days
% 103 Set "Minimum password age" to at least 1 day(s) 1 days
9 104 Set "Minimum password length" to 14 or more characters 7
% 105 Set "Password must meet complexity requirements" to "Enabled" Enabled
% 106 Set "Store passwords using reversible encryption” to "Disabled" Disabled
9 107 Set "Relax minimum password length limits" to "Enabled" on supported operating Not Configured
systems
Section 2: Account Lockout Policy
9 201 Set the "Account lockout duration” to 30 minutes or longer Not Applicable
9 202 Set the "Account lockout threshold" to greater than 4 and less than 10 0
9 2.03 Se_:t the "Reset account lockout counter after" value to between 15 minutes and 30 Not Applicable
minutes
Section 3: Windows Remote Management (WinRM)
9 301 Set "Allow Basic Authentication" to "False" for the WinRM Client True
@ 302 Set "Allow Digest Authentication” to "False" for the WinRM Client True
% 303 Set "Allow Unencrypted Traffic" to "False" for the WinRM Client False
% 304 Set "Allow Basic Authentication" to "False" for the WinRM Service False
% 305 Set "Allow Unencrypted Traffic" to "False" for the WinRM Service False
9 3.06 Set "Disallow Storing RunAs Credentials" to "True" for the WinRM Service False
@ 3.07 Set "Allow Remote Shell Access" to "True" for the Windows Remote Shell True
Section 4: Local Accounts
9 401 Rename the local Administrator account to a less easily identifiable account name Administrator

(does not apply to domain controllers)
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9 402

Q 4.03

@ 4.04

Set the local Administrator account to “"Disabled” (does not apply to domain
controllers)

Rename the local Guest account to a less easily identifiable account name (does not
apply to domain controllers)

Set the local Guest account to "Disabled" (does not apply to domain controllers)

Enabled

Guest

True

Section 5: Server Functions

@ 5.01

Limit the number of server functions to one per server

IIS Web Server
SQL Instance [SQLEXPRESS]

Section 6: Remote Desktop Settings

6.01

6.02

6.03

6.04

6.05

6.06

6.07

6.08

6.09

6.10

6.11

3 3 333 A

6.12

Set "Connection Mode" to "Don't allow remote connections" or "Only allow
connections with network level authentication (more secure)"

Set "Disable COM Port Redirection” to “True"

Set "Disable Drive Redirection" to "True"

Set "Disable LPT Port Redirection” to "True"

Set "Disable Plug and Play Device" to "True"

Set "Always Prompt For Password" to "True"

Set "Security Layer" to "SSL"

Set "Minimum Encryption Level" to "High"

Set "Single Session Restriction" to "True"

Set "Use Temporary Folders Per Session" to "True"
Set "Delete Temporary Folders On Exit" to "True"

Set "Require Secure RPC Communication" to "True"

Don't allow remote connections

Don't allow remote connections

Don't allow remote connections

Don't allow remote connections

Don't allow remote connections

Don't allow remote connections

Don't allow remote connections

Don't allow remote connections

Don't allow remote connections

Don't allow remote connections

Don't allow remote connections

Don't allow remote connections

Section 7: Audit Settings

7.01

7.02

7.03

7.04

7.05

7.06

7.07

7.08

7.09

7.10

7.11

7.12

7.13

7.14

d € € © a4 9 e 9 e e O o a

7.15
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Set "Audit: Audit the access of global system objects" to "Disabled"
Set "Audit: Audit the use of Backup and Restore privilege" to "Disabled"

Set "Audit: Force audit policy subcategory settings (Windows Vista or later) to
override audit policy category settings" to "Enabled"

Set the "Audit Credential Validation" advanced audit policy to "Success and Failure"

Set the "Audit Kerberos Authentication Service" advanced audit policy to "Success
and Failure"

Set the "Audit Kerberos Service Ticket Operations" advanced audit policy to
"Success and Failure"

Set the "Audit Other Account Logon Events" advanced audit policy to "Success and
Failure"

Set the "Audit Application Group Management" advanced audit policy to "None"

Set the "Audit Computer Account Management" advanced audit policy to "Success
and Failure"

Set the "Audit Distribution Group Management" advanced audit policy to "None"

Set the "Audit Other Account Management Events" advanced audit policy to
"Success and Failure"

Set the "Audit Security Group Management" advanced audit policy to "Success and
Failure"

Set the "Audit User Account Management" advanced audit policy to "Success and
Failure"

Set the "Audit DPAPI Activity" advanced audit policy to "Success and Failure"

Set the "Audit PNP Activity" advanced audit policy to "Any"
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Disabled

Disabled

Not Defined

Success

Success

Success

None

None

Success

None

None

Success

Success

None

None



7.16

7.17

7.18

7.23

7.24

7.25

7.26

7.27

7.28

7.29

7.30

7.31

7.32

7.33

7.34

7.35

7.36

7.37

7.38

7.39

7.40

7.41

7.42

7.43

7.44

7.45

7.46

7.47

7.48

7.49

7.50

7.51

7.52

7.53

7.54

7.55

7.56
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Set the "Audit Process Creation" advanced audit policy to "Success and Failure"
Set the "Audit Process Termination" advanced audit policy to "None"

Set the "Audit RPC Events" advanced audit policy to "None"

Set the "Audit Account Lockout" advanced audit policy to "Success"

Set the "Audit Group Membership" advanced audit policy to "Success"

Set the "Audit IPsec Extended Mode" advanced audit policy to "None"

Set the "Audit IPsec Main Mode" advanced audit policy to "None"

Set the "Audit IPsec Quick Mode" advanced audit policy to "None"

Set the "Audit Logoff" advanced audit policy to "Success"

Set the "Audit Logon" advanced audit policy to "Success and Failure"

Set the "Audit Network Policy Server" advanced audit policy to "None"

Set the "Audit Other Logon/Logoff Events" advanced audit policy to "None"
Set the "Audit Special Logon" advanced audit policy to "Success and Failure"
Set the "Audit User/Device Claims" advanced audit policy to "None"

Set the "Audit Application Generated" advanced audit policy to "None"

Set the "Audit Central Access Policy Staging" advanced audit policy to "None"
Set the "Audit Certification Services" advanced audit policy to "None"

Set the "Audit Detailed File Share" advanced audit policy to "None"

Set the "Audit File Share" advanced audit policy to "None"

Set the "Audit File System" advanced audit policy to "None"

Set the "Audit Filtering Platform Connection" advanced audit policy to "None"
Set the "Audit Filtering Platform Packet Drop" advanced audit policy to "None"
Set the "Audit Handle Manipulation" advanced audit policy to "None"

Set the "Audit Kernel Object" advanced audit policy to "None"

Set the "Audit Other Object Access Events" advanced audit policy to "None"
Set the "Audit Registry" advanced audit policy to "None"

Set the "Audit Removable Storage" advanced audit policy to "None"

Set the "Audit SAM" advanced audit policy to "None"

Set the "Audit Audit Policy Change" advanced audit policy to "Success and Failure"

Set the "Audit Authentication Policy Change" advanced audit policy to "Success and

Failure"
Set the "Audit Authorization Policy Change" advanced audit policy to "None"
Set the "Audit Filtering Platform Policy Change" advanced audit policy to "None"

Set the "Audit MPSSVC Rule-Level Policy Change" advanced audit policy to
"Success"

Set the "Audit Other Policy Change Events" advanced audit policy to "None"
Set the "Audit Non Sensitive Privilege Use" advanced audit policy to "None"
Set the "Audit Other Privilege Use Events" advanced audit policy to "None"
Set the "Audit Sensitive Privilege Use" advanced audit policy to "None"

Set the "Audit IPsec Driver" advanced audit policy to "Success and Failure"
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7.58

7.59

7.60

A o 9 a

7.61

Set the "Audit Other System Events" advanced audit policy to "None"

Set the "Audit Security State Change" advanced audit policy to "Success and
Failure"

Set the "Audit Security System Extension" advanced audit policy to "Success and
Failure"

Set the "Audit System Integrity" advanced audit policy to "Success and Failure"

Success and Failure

Success

None

Success and Failure

Section 8: Windows Update

9 8.01 Enable Windows Update to receive updates Never check for updates (not
recommended)
9 802 Configure Windows Update to use Windows Server Update Services (WSUS)
Section 9: Windows Time
® 9.01 Enable the Windows Time client on all machines True
® 9.02 Set the NTP client type to "Domain Hierarchy (NT5DS)" for domain members and Domain Hierarchy (NT5DS)
"NTP" for PDC emulators and machines on workgroups
® 9.03 Enable the NTP server for domain controllers, and disable for all other servers and False
workstations
Section 10: SNMP
@ 1001 If SNMP is enabled, ensure that no "public” or "private” SNMP community strings are Not Installed
configured
© 10.02 If SNMP is enabled, ensure that no writable SNMP community strings are configured Not Installed

Section 11: Deprecated Components and Protocols

® 11.01 Ensure that Server Message Block (SMB) version 1 is disabled for the server service Server Feature Disabled
© 1102 Ensure that Server Message Block (SMB) version 1 is disabled for the client Disabled
Section 12: Windows Event Log
@ 1201 Set the maximum size of the Application event log to 40,960 KB or greater 20,480 KB
9 12.02 Set the maximum size of the Security event log to 81,920 KB or greater 20,480 KB
9 1203 Set the maximum size of the Setup event log to 20,480 KB or greater 1,028 KB
@ 12.04 Set the maximum size of the System event log to 20,480 KB or greater 20,480 KB
© 12.05 Set the retention policy of the Application event log to ‘Overwrite events as needed' Overwrite events as needed
© 12.06 Set the retention policy of the Security event log to ‘Overwrite events as needed' Overwrite events as needed
@ 1207 Set the retention policy of the Setup event log to 'Overwrite events as needed' Overwrite events as needed
@ 12.08 Set the retention policy of the System event log to 'Overwrite events as needed' Overwrite events as needed
Section 13: User Rights Assignment
© 1301 Set the "Access Credential Manager as a trusted caller" user right to [Empty]
9 13.02 Set the "Access this computer from the network™ user right to include only BUILTIN\Administrators
BUILTIN\Administrators BUILTIN\Backup Operators
NT AUTHORITY\Authenticated Users BUILTIN\Users
Everyone
© 13.03 Set the "Act as part of the operating system" user right to [Empty]
© 13.05 Set the "Adjust memory quotas for a process" user right to include only BUILTIN\Administrators
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BUILTIN\Administrators

11IS APPPOOL\%

NT AUTHORITY\LOCAL SERVICE

NT AUTHORITY\NETWORK SERVICE
NT SERVICE\MSSQL%

NT SERVICE\SQLAgent%

NT SERVICE\SQLSERVERAGENT

Contoso Travel

IIS APPPOOL\.NET v4.5

1IS APPPOOL\.NET v4.5 Classic
1IS APPPOOL\DefaultAppPool

NT AUTHORITY\LOCAL SERVICE
NT AUTHORITY\NETWORK
SERVICE

NT
SERVICE\MSSQL$SQLEXPRESS
NT SERVICE\SQLAgent$SQLEXP
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Set the "Allow log on locally" user right to include only
BUILTIN\Administrators

BUILTIN\Backup Operators

BUILTIN\Users

Set the "Allow log on through Remote Desktop Services" user right to include only
BUILTIN\Administrators
BUILTIN\Remote Desktop Users

Set the "Back up files and directories" user right to include only
BUILTIN\Administrators
BUILTIN\Backup Operators

Set the "Bypass traverse checking" user right to [Any Value]

Set the "Change the system time" user right to include only
BUILTIN\Administrators
NT AUTHORITY\LOCAL SERVICE

Set the "Change the time zone" user right to [Any Value]

Set the "Create a pagefile" user right to include only
BUILTIN\Administrators

Set the "Create a token object" user right to [Empty]

Set the "Create global objects" user right to include only
BUILTIN\Administrators

NT AUTHORITY\LOCAL SERVICE

NT AUTHORITY\NETWORK SERVICE

NT AUTHORITY\SERVICE

Set the "Create permanent shared objects" user right to [Empty]

Set the "Create symbolic links" user right to include only
BUILTIN\Administrators
NT VIRTUAL MACHINE\Virtual Machines

Set the "Debug programs" user right to include only
BUILTIN\Administrators

Set the "Deny access to this computer from the network" user right to must include
BUILTIN\Guests

Set the "Deny log on as a batch job" user right to must include
BUILTIN\Guests

Set the "Deny log on as a service" user right to must include
BUILTIN\Guests

Set the "Deny log on locally" user right to must include
BUILTIN\Guests

Set the "Deny log on through Remote Desktop Services" user right to must include
BUILTIN\Guests

Set the "Enable computer and user accounts to be trusted for delegation" user right
to [Empty]

Set the "Force shutdown from a remote system" user right to include only
BUILTIN\Administrators

Set the "Generate security audits" user right to include only
11IS APPPOOL\%

NT AUTHORITY\LOCAL SERVICE

NT AUTHORITY\NETWORK SERVICE

NT SERVICE\adfssrv

NT SERVICE\drs

Contoso Travel

RESS

BUILTIN\Administrators
BUILTIN\Backup Operators
BUILTIN\Users

BUILTIN\Administrators
BUILTIN\Remote Desktop Users

BUILTIN\Administrators
BUILTIN\Backup Operators

BUILTIN\Administrators
BUILTIN\Backup Operators
BUILTIN\Users

Everyone

NT AUTHORITY\LOCAL SERVICE
NT AUTHORITY\NETWORK
SERVICE

NT
SERVICE\MSSQL$SQLEXPRESS
NT SERVICE\SQLAgent$SQLEXP
RESS

BUILTIN\Administrators
NT AUTHORITY\LOCAL SERVICE

BUILTIN\Administrators
NT AUTHORITY\LOCAL SERVICE

BUILTIN\Administrators

BUILTIN\Administrators

NT AUTHORITY\LOCAL SERVICE
NT AUTHORITY\NETWORK
SERVICE

NT AUTHORITY\SERVICE

BUILTIN\Administrators

BUILTIN\Administrators

BUILTIN\Administrators

IIS APPPOOL\.NET v4.5

1IS APPPOOL\.NET v4.5 Classic
1IS APPPOOL\DefaultAppPool

NT AUTHORITY\LOCAL SERVICE
NT AUTHORITY\NETWORK
SERVICE
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Set the "Impersonate a client after authentication” user right to include only
BUILTIN\Administrators

BUILTINMIS_IUSRS

NT AUTHORITY\LOCAL SERVICE

NT AUTHORITY\NETWORK SERVICE

NT AUTHORITY\SERVICE

Set the "Increase a process working set" user right to include only
BUILTIN\Device Owners

BUILTIN\Users

Window Manager\Window Manager Group

Set the "Increase scheduling priority" user right to include only
BUILTIN\Administrators
Window Manager\Window Manager Group

Set the "Load and unload device drivers" user right to include only
BUILTIN\Administrators

Set the "Lock pages in memory" user right to [Empty]

Set the "Log on as a batch job" user right to include only
BUILTIN\Administrators

BUILTIN\Backup Operators

BUILTINMIS_IUSRS

BUILTIN\Performance Log Users

Set the "Log on as a service" user right to include only
IIS APPPOOL\%

NT AUTHORITY\NETWORK SERVICE

NT SERVICE\%

Set the "Manage auditing and security log" user right to include only
BUILTIN\Administrators

Set the "Modify an object label" user right to [Empty]

Set the "Modify firmware environment values" user right to include only
BUILTIN\Administrators

Set the "Obtain an impersonation token for another user in the same session" user
right to include only
BUILTIN\Administrators

Set the "Perform volume maintenance tasks" user right to include only
BUILTIN\Administrators

Set the "Profile single process" user right to include only
BUILTIN\Administrators

Set the "Profile system performance" user right to include only
BUILTIN\Administrators
NT SERVICE\WdiServiceHost

Set the "Remove computer from docking station" user right to [Any Value]

Set the "Replace a process level token" user right to include only
IS APPPOOL\%

NT AUTHORITY\LOCAL SERVICE

NT AUTHORITY\NETWORK SERVICE

NT SERVICE\%
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BUILTIN\Administrators
BUILTINMIS_IUSRS

NT AUTHORITY\LOCAL SERVICE
NT AUTHORITY\NETWORK
SERVICE

NT AUTHORITY\SERVICE
S-1-5-99-216390572-1995538116-
3857911515-2404958512-2623887
229

BUILTIN\Users

BUILTIN\Administrators
Window Manager\Window Manager
Group

BUILTIN\Administrators

BUILTIN\Administrators
BUILTIN\Backup Operators
BUILTINMIS_IUSRS
BUILTIN\Performance Log Users

CONTOSO\sysadmin

1IIS APPPOOL\.NET v4.5

1IS APPPOOL\.NET v4.5 Classic
1IS APPPOOL\DefaultAppPool

NT AUTHORITY\NETWORK
SERVICE

NT SERVICE\ALL SERVICES

NT
SERVICE\MSSQL$SQLEXPRESS
NT SERVICE\SQLAgent$SQLEXP
RESS

NT SERVICE\SQLTELEMETRY$S
QLEXPRESS

RESTRICTED SERVICES\ALL
RESTRICTED SERVICES
XCS-2K25-DEMO\SQLServer2005
SQLBrowserUser$XCS-2K25-DEM
O

XCS-2K25-DEMO\wu

BUILTIN\Administrators

BUILTIN\Administrators

Unknown

BUILTIN\Administrators
NT
SERVICE\MSSQL$SQLEXPRESS

BUILTIN\Administrators

BUILTIN\Administrators
NT SERVICE\W(diServiceHost

BUILTIN\Administrators

IIS APPPOOL\.NET v4.5

IIS APPPOOL\.NET v4.5 Classic
1IS APPPOOL\DefaultAppPool

NT AUTHORITY\LOCAL SERVICE
NT AUTHORITY\NETWORK
SERVICE
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Set the "Restore files and directories" user right to include only
BUILTIN\Administrators

Set the "Shut down the system" user right to include only
BUILTIN\Administrators

Set the "Synchronize directory service data" user right to [Empty]

Set the "Take ownership of files or other objects" user right to include only
BUILTIN\Administrators

NT
SERVICE\MSSQL$SQLEXPRESS
NT SERVICE\SQLAgent$SQLEXP
RESS

BUILTIN\Administrators
BUILTIN\Backup Operators

BUILTIN\Administrators
BUILTIN\Backup Operators

BUILTIN\Administrators

Section 14: Windows Firewall Domain Profile

14.01

14.02

14.03

14.04

14.05

14.06

14.07

14.08

Q@ @ @ 9 3 & & & a

14.09

Set the Windows Firewall domain profile firewall state to "On (recommended)"

Set the Windows Firewall domain profile default inbound action to “Block (default)"
Set the Windows Firewall domain profile default outbound action to "Allow (default)"
Set the Windows Firewall domain profile display a notification setting to "No"

Set the Windows Firewall domain profile excluded network interfaces to none

Set the Windows Firewall domain profile log file path to
"%SystemRoot%\System32\LogFiles\Firewal\DomainProfile.log"

Set the Windows Firewall domain profile log file size limit to 16,384 KB or greater
Set the Windows Firewall domain profile log dropped packets setting to "Yes"

Set the Windows Firewall domain profile log successful connections setting to "Yes"

On (recommended)
Block (default)
Allow (default)

No

%systemroot%\system32\LogFiles\
Firewall\pfirewall.log

4,096 KB
No

No

Section 15: Windows Firewall Private Profile

15.01

15.02

15.03

15.04

15.05

15.06

15.07

15.08

15.09

Q € © 9 a4 & & a a

Set the Windows Firewall private profile firewall state to "On (recommended)"”

Set the Windows Firewall private profile default inbound action to "Block (default)"
Set the Windows Firewall private profile default outbound action to "Allow (default)"
Set the Windows Firewall private profile display a natification setting to "No"

Set the Windows Firewall private profile excluded network interfaces to none

Set the Windows Firewall private profile log file path to
"%SystemRoot%\System32\LogFiles\Firewall\PrivateProfile.log"

Set the Windows Firewall private profile log file size limit to 16,384 KB or greater
Set the Windows Firewall private profile log dropped packets setting to "Yes"

Set the Windows Firewall private profile log successful connections setting to "Yes"

On (recommended)
Block (default)
Allow (default)

No

%systemroot%\system32\LogFiles\
Firewall\pfirewall.log

4,096 KB
No

No

Section 16: Windows Firewall Public Profile

16.01

16.02

16.03

16.04

16.05

16.06

16.07

16.08

0 @ 9 & & & a a

16.09
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Set the Windows Firewall public profile firewall state to "On (recommended)"

Set the Windows Firewall public profile default inbound action to "Block (default)"
Set the Windows Firewall public profile default outbound action to "Allow (default)"
Set the Windows Firewall public profile display a notification setting to "No"

Set the Windows Firewall public profile excluded network interfaces to none

Set the Windows Firewall public profile log file path to
"%SystemRoot%\System32\LogFiles\Firewall\PublicProfile.log"

Set the Windows Firewall public profile log file size limit to 16,384 KB or greater
Set the Windows Firewall public profile log dropped packets setting to "Yes"

Set the Windows Firewall public profile log successful connections setting to "Yes"

Contoso Travel

On (recommended)
Block (default)
Allow (default)

No

%systemroot%\system32\LogFiles\
Firewall\pfirewall.log

4,096 KB
No

No



Section 17: Security Options (General)

@ 17.01 Set the "App Runtime: Allow Microsoft accounts to be optional" security option to Not Defined
"Enabled"

9 17.02 Set the "Biometrics: Configure enhanced anti-spoofing" security option to "Enabled" Not Defined

9 17.03 Set the "Cloud Content: Turn off Microsoft consumer experiences" security option to Not Defined
"Enabled"

9 17.04 Set the "Connect: Require pin for pairing" security option to “First Time" or "Always" Not Defined

9 17.05 Set the "OneDrive: Prevent the usage of OneDrive for file storage" security option to Not Defined
"Enabled"

9 17.06 Set the "Regional and Language Options: Allow users to enable online speech Not Defined
recognition services" security option to "Disabled"

9 17.07 Set the "Windows Ink Workspace: Allow Windows Ink Workspace" security option to Not Defined

"Disabled" or "On, but disallow access above lock"

Section 18: Security Options (Accounts)

9 18.01 Set the "Accounts: Block Microsoft accounts" security option to "Users can’t add or Not Defined
log on with Microsoft accounts"
¥ 18.02 Set the "Accounts: Limit local account use of blank passwords to console logon only" Enabled

security option to "Enabled"

Section 19: Security Options (Audit)

@ 19.01 Set the "Audit Process Creation: Include command line in process creation events" Not Defined
security option to "Disabled" or "Not Defined"

© 19.02 Set the "Audit: Shut down system immediately if unable to log security audits" Disabled
security option to "Disabled"

Section 20: Security Options (Credential User Interface)

9 2001 Set the "Credential User Interface: Do not display the password reveal button" Not Defined
security option to "Enabled"

@ 20.02 Set the "Credential User Interface: Enumerate administrator accounts on elevation” Not Defined
security option to "Disabled"

Section 21: Security Options (Credentials Delegation)

@ 2101 Set the "Credentials Delegation: Encryption Oracle Remediation" security option to Not Defined
"Force Updated Clients"

9 21.02 Set the "Credentials Delegation: Remote host allows delegation of non-exportable Not Defined
credentials" security option to "Enabled"

Section 22: Security Options (Data Collection and Preview Builds)

9 2201 Set the "Data Collection and Preview Builds: Allow Diagnostics Data" security option Not Defined
to "Diagnostic data off (not recommended)" or "Send required diagnostic data" on
Windows Server 2022, Windows 10 build 20348, Windows 11 and newer

9 2203 Set the "Data Collection and Preview Builds: Do not show feedback notifications" Not Defined
security option to "Enabled"

0 2204 Set the "Data Collection and Preview Builds: Toggle user control over Insider builds" Not Defined
security option to "Disabled"

Section 23: Security Options (Devices)

@ 2301 Set the "Devices: Allowed to format and eject removable media" security option to Not Defined
"Administrators"

© 23.02 Set the "Devices: Prevent users from installing printer drivers" security option to Enabled
"Enabled"

Section 25: Security Options (Domain Members)

© 25.01 Set the "Domain member: Digitally encrypt or sign secure channel data (always)" Enabled
security option to "Enabled" on domain members

@ 25.02 Set the "Domain member: Digitally encrypt secure channel data (when possible)" Enabled
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security option to "Enabled" on domain members

© 25.03 Set the "Domain member: Digitally sign secure channel data (when possible)" Enabled
security option to "Enabled" on domain members
9 25.04 Set the "Domain member: Disable machine account password changes" security Enabled
option to "Disabled" on domain members
@ 25.05 Set the "Domain member: Maximum machine account password age" security option 30 days
to 30 days on domain members
© 25.06 Set the "Domain member: Require strong (Windows 2000 or later) session key" Enabled
security option to "Enabled" on domain members
Section 26: Security Options (Explorer Shell)
9 26.01 Set the "AutoPlay Policies: Disallow Autoplay for non-volume devices" security option Not Defined
to "Enabled"
@ 26.02 Set the "AutoPlay Policies: Set the default behavior for AutoRun" security option to Not Defined
"Do not execute any autorun commands"
9 26.03 Set the "AutoPlay Policies: Turn off Autoplay" security option to "All drives" Not Defined
9 26.04 Set the "File Explorer: Configure Microsoft Defender SmartScreen" security option to Not Defined
"Warn and prevent bypass"
9 26.05 Set the "File Explorer: Enable Microsoft Defender SmartScreen" security option to Not Defined
"Enabled"
) 26.06 Set the "File Explorer: Turn off Data Execution Prevention for Explorer" security Not Defined
option to "Disabled"
@ 26.07 Set the "File Explorer: Turn off heap termination on corruption” security option to Not Defined
"Disabled" or "Not Defined"
¥ 26.08 Set the "File Explorer: Turn off shell protocol protected mode" security option to Not Defined
"Disabled" or "Not Defined"
Section 27: Security Options (Group Policy)
9 27.01 Set the "Group Policy: Continue experiences on this device" security option to Not Defined
"Disabled" on domain members
9 27.02 Set the "Group Policy: Registry policy processing: Do not apply during periodic Not Defined
background processing" security option to "Disabled" on domain members
@ 27.03 Set the "Group Policy: Registry policy processing: Process even if the Group Policy Not Defined
objects have not changed" security option to "Enabled" on domain members
@ 27.04 Set the "Group Policy: Turn off background refresh of Group Policy" security option to Not Defined
"Disabled" or "Not Defined" on domain members
Section 28: Security Options (Interactive Logon)
9 28.01 Set the "Interactive logon: Don't display last signed-in" security option to "Enabled" Disabled
@ 28.02 Set the "Interactive logon: Do not require CTRL+ALT+DEL" security option to Disabled
"Disabled"
@ 2803 Set the "Interactive logon: Machine account lockout threshold" security option to a Not Defined
value between 6 and 10.
9 28.04 Set the "Interactive logon: Machine inactivity limit" security option to 900 seconds or Not Defined
less
4 28.05 Set the "Interactive logon: Message text for users attempting to log on" security
option to an appropriate value
ayr 28.06 Set the "Interactive logon: Message title for users attempting to log on" security
option to an appropriate value
9 28.07 Set the "Interactive logon: Number of previous logons to cache (in case domain 10 logons
controller is not available)" security option to "0" for servers and "0" for workstations
on domain members that are not domain controllers
© 28.08 Set the "Interactive logon: Prompt user to change password before expiration" 5 days
security option to a value between 5 and 10 days
9 28.09 Set the "Interactive logon: Require Domain Controller authentication to unlock Disabled
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workstation" security option to "Enabled” on domain members that are not domain
controllers

@ 28.10 Set the "Interactive logon: Smart card removal behavior" security option to "Lock No Action
Workstation", "Force Logoff", or "Disconnect if a Remote Desktop Services session"

Section 29: Security Options (Internet Explorer - Deprecated)

@ 29.01 Set the "Internet Explorer: Disable Internet Explorer as a stand alone browser" Not Defined
security option to "Disable browser never notify user”, "Disable browser always notify
user", or "Disable browser notify user once"

9 29.02 Set the "Internet Explorer: Prevent downloading of enclosures" security option to Not Defined
"Enabled"

Section 30: Security Options (Lanman Workstation)

@ 3001 Set the "Lanman Workstation: Enable insecure guest logons" security option to Not Defined
"Disabled"

Section 31: Security Options (Logon)

@ 3101 Set the "Logon: Block user from showing account details on sign-in" security option Not Defined
to "Enabled"
9 31.02 Set the "Logon: Do not display network selection Ul" security option to "Enabled” Not Defined
© 31.03 Set the "Logon: Do not enumerate connected users on domain-joined computers" Not Defined
security option to "Enabled" on domain members
9 31.04 Set the "Logon: Enumerate local users on domain-joined computers" security option Not Defined
to "Disabled" on domain members that are not domain controllers
@ 31.05 Set the "Logon: Turn off app notifications on the lock screen" security option to Not Defined
"Enabled"
. et the "Logon: Turn off picture password sign-in" security option to "Enabled" on ot Define
31.06 Set the "L T ff pict d ty option to "Enabled Not Defined
domain members
@ 31.07 Set the "Logon: Turn on convenience PIN sign-in" security option to "Disabled" on Not Defined
domain members
. et the "Windows Logon Options: Sign-in and lock last interactive user automatically isable
31.08 Set the "Wind L Opt S d lock last int t i ticall Disabled

after a restart" security setting to "Disabled"

Section 32: Security Options (Microsoft Accounts)

32.01 Set the "Microsoft Accounts: Block all consumer Microsoft account user Not Defined
authentication" security option to "Enabled"

Q

Section 33: Security Options (Microsoft Defender Antivirus)

9 3301 Set the "Microsoft Defender Antivirus: Configure detection for potentially unwanted Not Defined
applications" security option to "Block"

¥ 33.02 Set the "Microsoft Defender Antivirus: Configure local setting override for reporting to Not Defined
Microsoft MAPS" security option to "Disabled" or "Not Defined"

9 33.03 Set the "Microsoft Defender Antivirus: Configure Watson events" security option to Not Defined
"Disabled"

@ 33.04 Set the "Microsoft Defender Antivirus: Join Microsoft MAPS" security option to Not Defined
"Disabled" or "Not Defined"

© 33.05 Set the "Microsoft Defender Antivirus: Prevent users and apps from accessing Not Defined
dangerous websites" security option to "Block"

9 33.06 Set the "Microsoft Defender Antivirus: Scan removable drives" security option to Not Defined
"Enabled"

9 3307 Set the "Microsoft Defender Antivirus: Turn off Microsoft Defender AntiVirus" security Enabled
option to "Disabled" or "Not Defined"

@ 33.08 Set the "Microsoft Defender Antivirus: Turn on behavior monitoring" security option to Not Defined
"Enabled" or "Not Defined"

@ 33.09 Set the "Microsoft Defender Antivirus: Turn on e-mail scanning" security option to Not Defined

"Enabled"

Section 34: Security Options (Microsoft Network Client)
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9 34.01 Set the "Microsoft network client: Digitally sign communications (always)" security Not Defined
option to "Enabled"

: et the "Microsoft network client: Digitally sign communications (if server agrees)" nable

34.02 Set the "M ft network client: Digitall t (if ) Enabled
security option to "Enabled"

: et the "Microsoft network client: Send unencrypted password to connect to isable

34.03 Set the "Mi ft network client: Send ted d t t t Disabled

third-party SMB servers" security option to "Disabled"

Section 35: Security Options (Microsoft Network Server)

© 35.01 Set the "Microsoft network server: Amount of idle time required before suspending 15 minutes
session" security option to "15 minutes"

@ 35.02 Set the "Microsoft network server: Digitally sign communications (always)" security Not Defined
option to "Enabled"

@ 35.03 Set the "Microsoft network server: Digitally sign communications (if client agrees)" Disabled
security option to "Enabled"

@ 35.04 Set the "Microsoft network server: Disconnect clients when logon hours expire" Enabled
security option to "Enabled"

@ 35.05 Set the "Microsoft network server: Server SPN target name validation level" security Not Defined

option to "Accept if provided by client" or "Required from client"

Section 36: Security Options (MSS - Deprecated)

¥ 36.01 Set the "MSS: (AutoAdminLogon) Enable Automatic Logon (not recommended)” Disabled
security option to "Disabled" or “Not Defined"
9 36.02 Set the "MSS: (DisablelPSourceRouting IPv6) IP source routing protection level Not Defined
(protects against packet spoofing)" security option to "Highest protection, source
routing is completely disabled"
. et the : (DisablelPSourceRouting) IP source routing protection level (protects ot Define
36.03 Set the "MSS: (DisablelPS Routing) IP i ion level Not Defined
against packet spoofing)" security option to "Highest protection, source routing is
completely disabled"
. et the : (Enable edirect) Allow redirects to override nable
36.04 Set the "MSS: (EnablelCMPRedi Allow ICMP redi ide OSPF Enabled
generated routes" security option to "Disabled"
9 36.05 Set the "MSS: (KeepAliveTime) How often keep-alive packets are sent in Not Defined
milliseconds" security option to "300000 or 5 minutes (recommended)"
. et the : (NoNameReleaseOnDeman ow the computer to ignore Net ot Define
36.06 Set the "MSS: (NoN Rel OonD d) All h i NetBIOS Not Defined
name release requests except from WINS servers" security option to "Enabled"
. et the : (PerformRouterDiscovery) Allow to detect and configure Default ot Define
36.07 Set the "MSS: (PerformR Di ) Allow IRDP to d d fi Defaul Not Defined
Gateway addresses (could lead to DoS)" security option to "Disabled"
. et the : (SafeDlISearchMode) Enable Safe search mode (recommende! ot Define
36.08 Set the "MSS: (SafeDIIS hMode) Enable Safe DLL h mod ded)" Not Defined
security option to "Enabled" or "Not Defined"
. et the : (ScreenSaverGracePerio e time in seconds before the screen ot Define
36.09 Set the "MSS: (S S G Period) The time i ds bef h Not Defined
saver grace period expires (0 recommended)" security option to 5 seconds or less
@ 36.10 Set the "MSS: (TcpMaxDataRetransmissions IPv6) How many times Not Defined
unacknowledged data is retransmitted" security option to 3
. et the : (TcpMaxDataRetransmissions) How many times unacknowledge ot Define
36.11 Set the "MSS: (TcpMaxDataR issi H i knowledged Not Defined
data is retransmitted" security option to 3
9 36.12 Set the "MSS: (WarningLevel) Percentage threshold for the security event log at Not Defined

which the system will generate a warning" security option to 90% or less

Section 37: Security Options (Network)

Q

37.01 Set the "DNS Client: Turn off multicast name resolution" security option to "Enabled" Not Defined

Q

37.02 Set the "TCP/IP: NetBT NodeType" security option to "P-node (recommended)” Not Defined

Section 38: Security Options (Network Access)

@ 38.01 Set the "Network access: Allow anonymous SID/Name translation" security option to Disabled
"Disabled" (must be set with Group Policy)

9 38.02 Set the "Network access: Do not allow anonymous enumeration of SAM accounts Disabled
and shares" security option to "Enabled"
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38.03

38.04

38.05

38.06

3 & e o

% 3807

% 3808

% 38.09

9 38.10

2 38.11

% 3812

Set the "Network access: Do not allow anonymous enumeration of SAM accounts"
security option to "Enabled"

Set the "Network access: Do not allow storage of passwords and credentials for
network authentication" security option to "Enabled"

Set the "Network access: Let Everyone permissions apply to anonymous users"
security option to "Disabled"

Set the "Network access: Named Pipes that can be accessed anonymously" security
option to only contain

[Empty]

Set the "Network access: Remotely accessible registry paths and subpaths" security
option to include only

Software\Microsoft\OLAP Server

Software\Microsoft\Windows NT\CurrentVersion\Perflib
Software\Microsoft\Windows NT\CurrentVersion\Print
Software\Microsoft\Windows NT\CurrentVersion\Windows
System\CurrentControlSet\Control\Contentindex
System\CurrentControlSet\Control\Print\Printers
System\CurrentControlSet\Control\Terminal Server
System\CurrentControlSet\Control\Terminal Server\DefaultUserConfiguration
System\CurrentControlSet\Control\Terminal Server\UserConfig
System\CurrentControlSet\Services\Eventlog
System\CurrentControlSet\Services\SysmonLog

Set the "Network access: Remotely accessible registry paths" security option to
include only

Software\Microsoft\Windows NT\CurrentVersion
System\CurrentControlSet\Control\ProductOptions
System\CurrentControlSet\Control\Server Applications

Set the "Network access: Restrict anonymous access to Named Pipes and Shares"
security option to "Enabled"

Set the "Network access: Restrict clients allowed to make remote calls to SAM"
security option to "Administrators: Remote Access: Allow" on stand-alone machines
and domain members that are not domain controllers

Set the "Network access: Shares that can be accessed anonymously" security option
to an empty value

Set the "Network access: Sharing and security model for local accounts" security
option to "Classic - Local users authenticate as themselves"

Enabled

Disabled

Disabled

Software\Microsoft\OLAP Server
Software\Microsoft\Windows
NT\CurrentVersion\Perflib
Software\Microsoft\Windows
NT\CurrentVersion\Print
Software\Microsoft\Windows
NT\CurrentVersion\Windows
System\CurrentControlSet\Control\
Contentindex
System\CurrentControlSet\Control\
Print\Printers
System\CurrentControlSet\Control\
Terminal Server
System\CurrentControlSet\Control\
Terminal
Server\DefaultUserConfiguration
System\CurrentControlSet\Control\
Terminal Server\UserConfig
System\CurrentControlSet\Services
\Eventlog
System\CurrentControlSet\Services
\SysmonLog

Software\Microsoft\Windows
NT\CurrentVersion
System\CurrentControlSet\Control\
ProductOptions
System\CurrentControlSet\Control\
Server Applications

Enabled

Not Defined

Not Defined

Classic - local users authenticate
as themselves

Section 39: Security Options (Network Connections)

9 39.01 Set the "Network Connections: Prohibit installation and configuration of Network Not Defined
Bridge on your DNS domain network" security option to "Enabled"
@ 39.02 Set the "Network Connections: Prohibit use of Internet Connection Sharing on your Not Defined
DNS domain network™ security option to "Enabled"
© 39.03 Set the "Network Connections: Require domain users to elevate when setting a Not Defined
network's location" security option to "Enabled"
Section 40: Security Options (Network Provider)
@ 40.01 Set the "Network Provider: Hardened UNC Paths" security option to
\WM\NETLOGON RequireMutualAuthentication=1, Requirelntegrity=1
\WSYSVOL RequireMutualAuthentication=1, Requirelntegrity=1
Section 41: Security Options (Network Security)
@ 4101 Set the "Network security: Allow Local System to use computer identity for NTLM" Not Defined
security option to "Enabled"
9 41.02 Set the "Network security: Allow LocalSystem NULL session fallback" security option Not Defined
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9 41.03 Set the "Network security: Allow PKU2U authentication requests to this computer to Not Defined
use online identities" security option to "Disabled" on domain members
0 41.04 Set the "Network security: Configure encryption types allowed for Kerberos" security Not Defined
option to "AES128 HMAC_SHA1, AES256_HMAC_SHA1, Future encryption types"
on domain members
@ 41.05 Set the "Network security: Do not store LAN Manager hash value on next password Enabled
change" security option to "Enabled"
9 41.06 Set the "Network security: Force logoff when logon hours expire" security option to Disabled
"Enabled"
9 4107 Set the "Network security: LAN Manager authentication level" security option to Not Defined
"Send NTLMv2 response only. Refuse LM & NTLM"
@ 41.08 Set the "Network security: LDAP client signing requirements" security option to Negotiate Signing
"Require Signing"
9 41.09 Set the "Network security: Minimum session security for NTLM SSP based (including Require 128-bit encryption
secure RPC) clients" security option to "Require NTLMv2 session security, Require
128-bit encryption”
9 4110 Set the "Network security: Minimum session security for NTLM SSP based (including Require 128-bit encryption
secure RPC) servers" security option to "Require NTLMv2 session security, Require
128-bit encryption”
Section 42: Security Options (Personalization)
9 4201 Set the "Personalization: Prevent enabling lock screen camera" security option to Not Defined
"Enabled"
9 4202 Set the "Personalization: Prevent enabling lock screen slide show" security option to Not Defined
"Enabled"
Section 43: Security Options (Recovery Console)
© 43.01 Set the "Recovery console: Allow automatic administrative logon" security option to Disabled
"Disabled"
@ 43.02 Set the "Recovery Console: Allow floppy copy and access to drives and folders" Disabled
security option to "Disabled"
Section 44: Security Options (Remote Assistance)
© 4401 Set the "Remote Assistance: Allow Offer Remote Assistance" security option to Not Defined
"Disabled"
0 44.02 Set the "Remote Assistance: Allow Solicited Remote Assistance” security option to Not Defined
"Disabled"
Section 45: Security Options (Remote Desktop Connection Client)
9 45.01 Set the "Remote Desktop Connection Client: Do not allow passwords to be saved" Not Defined
security option to "Enabled"
Section 46: Security Options (Remote Procedure Call)
9 46.01 Set the "Remote Procedure Call: Enable RPC Endpoint Mapper Client Not Defined
Authentication" security option to "Enabled" on domain members that are not domain
controllers
9 46.02 Set the "Remote Procedure Call: Restrict Unauthenticated RPC clients" security Not Defined
option to "Authenticated" on domain members that are not domain controllers
Section 47: Security Options (Search)
9 47.01 Set the "Search: Allow Cloud Search" security option to "Disable Cloud Search" Not Defined
@ 47.02 Set the "Search: Allow indexing of encrypted files" security option to "Disabled" or Not Defined
"Not Defined"
Section 48: Security Options (Security Providers)
@ 48.01 Set the "Security Providers: WDigest Authentication" security option to "Disabled" or Not Defined
"Not Defined"
Section 49: Security Options (Startup and Shutdown)
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@ 49.01 Set the "Early Launch Antimalware: Boot-Start Driver Initialization Policy" security Not Defined
option to "Good, unknown and bad but critical" or "Not Defined"
@ 49.02 Set the "Shutdown: Allow system to be shut down without having to log on" security Disabled
option to "Disabled" (only applies to server operating systems)
9 49.03 Set the "Shutdown: Clear virtual memory pagefile" security option to "Enabled" Disabled
Section 50: Security Options (System Cryptography)
@ 5001 Set the "System cryptography: Force strong key protection for user keys stored on Not Defined
the computer" security option to "User is prompted when the key is first used" or
higher
Section 51: Security Options (System Objects)
@ 5101 Set the "System objects: Require case insensitivity for non-Windows subsystems" Enabled
security option to "Enabled"
¥ 51.02 Set the "System objects: Strengthen default permissions of internal system objects Enabled
(e.g. Symbolic Links)" security option to "Enabled"
Section 52: Security Options (System Settings)
¥ 5201 Set the "System settings: Optional subsystems" security option to include only
[Empty]
9 52.02 Set the "System settings: Use certificate rules on Windows executables for Software Disabled
Restriction Policies" security option to "Enabled"
Section 53: Security Options (User Account Control)
© 53.01 Set the "User Account Control: Admin Approval Mode for the Built-in Administrator Not Defined
account" security option to "Enabled"
¥ 53.02 Set the "User Account Control: Allow UlAccess applications to prompt for elevation Disabled
without using the secure desktop" security option to "Disabled"
© 53.03 Set the "User Account Control: Apply UAC restrictions to local accounts on network Not Defined
logons" security option to "Enabled"
© 53.04 Set the "User Account Control: Behavior of the elevation prompt for administrators in Prompt for consent for
Admin Approval Mode" security option to "Prompt for consent on the secure desktop" non-Windows binaries
@ 53.05 Set the "User Account Control: Behavior of the elevation prompt for standard users" Prompt for credentials
security option to "Automatically deny elevation requests"
@ 53.06 Set the "User Account Control: Detect application installations and prompt for Enabled
elevation" security option to "Enabled"
¥ 53.07 Set the "User Account Control: Only elevate UlAccess applications that are installed Enabled
in secure locations" security option to "Enabled"
@ 53.08 Set the "User Account Control: Run all administrators in Admin Approval Mode" Enabled
security option to "Enabled"
¥ 53.09 Set the "User Account Control: Switch to the secure desktop when prompting for Enabled
elevation” security option to "Enabled"
@ 53.10 Set the "User Account Control: Virtualize file and registry write failures to per-user Enabled
locations" security option to "Enabled"
Section 54: Security Options (Windows Connection Manager)
@ 54.01 Set the "Windows Connection Manager: Minimize the number of simultaneous Not Defined
connections to the Internet or a Windows Domain" security option to "1 = Minimize
simultaneous connections” or “"Not Defined"
) 54.02 Set the "Windows Connection Manager: Prohibit connection to non-domain networks Not Defined
when connected to domain authenticated network" security option to "Enabled" on
domain members
Section 55: Security Options (Windows Installer)
¥ 5501 Set the "Windows Installer: Allow user control over installs" security option to Not Defined
"Disabled" or "Not Defined"
@ 55.02 Set the "Windows Installer: Always install with elevated privileges" security option to Not Defined
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@ 55.03 Set the "Windows Installer: Prevent Internet Explorer security prompt for Windows
Installer scripts™ security option to "Disabled" or "Not Defined"

Not Defined

Section 56: Security Options (Windows PowerShell)

9 56.01 Set the "Windows PowerShell: Turn on PowerShell Script Block Logging" security Not Defined
option to "Enabled"
@ 56.02 Set the "Windows PowerShell: Turn on PowerShell Transcription" security option to Not Defined
"Enabled"
Section 57: Security Options (Windows Security)
@ 57.01 Set the "Windows Security: App and browser protection: Prevent users from Not Defined

modifying settings" security option to "Enabled"
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Location

Provides details of the physical location of this Windows machine.

B uk

Street Park Road
City Oxford
State, Province, or County Oxfordshire

ZIP or Postal Code OX14 7AZ

Country United Kingdom

B Room

Name DC Room 1

I Rack

INET Rack 1A
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Hardware

This section provides a summary of the physical or virtual hardware present in the Windows machine.

= Hardware Information

Serial Number VMware-56 4d 2f 76 Ob 31 ee aa-7e 12 3b 54 62 da f1 74
Manufacturer VMware, Inc.

Model VMware20,1

Asset Tag

ca VMware Virtual Platform

3

are

Ll Virtualization

Is Virtual Machine True

A Enclosure Details

Chassis Type Other
Enclosure Serial Number None
Enclosure Manufacturer No Enclosure

Enclosure Model

{2} System Information

Motherboard Manufacturer Intel Corporation

Motherboard 440BX Desktop Reference Platform
Processors Configuration 1 Processors

Total Physical Memory 4,095MB

UuID 762F4AD56-310B-AAEE-7E12-3B5462DAF174
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BIOS Information

Provides information about the basic input/output system of the Windows machine.

=] VMW201.00V.24006586.864.2406042154

Manufacturer VMware, Inc.

Release Date Tuesday, June 4, 2024 1:00:00 AM
SMBIOS BIOS Version VMW201.00V.24006586.B64.2406042154
Version INTEL - 6040000

Current Language

Embedded Controller Version 255.255.0.0

Firmware Type UEFI

System BIOS Version 255.255.0.0
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CD-ROM and DVD-ROM Dirives

Provides details of the CD-ROM and DVD-ROM drives installed in the machine.

:» 1 CD-ROM and DVD-ROM Drives

Drive Name Media Manufacturer Capabilities
ID Type

B NECVMWar VMware SATA DVD-ROM (Standard CD-ROM drives) Random Access
CD01 Supports Removable Media

Page 38 of 737 Contoso Travel



Disk Drives

Provides information about the hard drives found in the Windows machine.

= 1 Disk Drives

Display Name Serial Number Partition Style

== [0] VMware Virtual NVMe Disk NVMe 3635_B240_4D1F_BB3F_000C_2969_3BF8_8FOE. GUID Partition Table (GPT) 60 GB
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[0] VMware Virtual NVMe Disk

Provides information about the hard drives found in the Windows machine.

== General

VMware Virtual NVMe Disk

1.3

Bus Type NVMe

Serial Number 3635_B240_4D1F_BB3F_000C_2969_3BF8_8FOE.
Size 60 GB

Location nvmeO

GUID {3dc49bal-98e9-4e70-aeda-82a958af2b17}

Capabilities Random Access
Supports Writing

GUID Partition Table (GPT)

Bytes S 512

Signature

Sectors Per Track 63

w=  Status

o

Operational Status OK

= Storage Pools

Storage Pool Names Primordial

=2 Unallocated Space

Unallocated Space 15 MB

G 3 Partitions

t Disk #0, Partition #0 True Other 100 MB
t Disk #0, Partition #1 False Basic (GPT) 59.23 GB

i Disk #0, Partition #2 False Other (GPT) 674 MB
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Active

Partition ID

Partition Type

File System

Volume Name
Volume Serial Number

Size

5
Q

C: (B3% free)

False
Disk #0, Partition #1
Basic (GPT)

NTFS

942A7DE1

59.23 GB
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Disk Shelves

Provides information about the disk shelves connected to this machine.

= 1 Connected Disk Shelves
PNO005

Contoso Hardware

= Disk Shelf 01
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Disk Shelf 01

= Disk Shelf 01

Item ID 1034
Description Description Windows servers disk shelf.
Primary Owner Name Technical Services

Primary Owner Contact technicalservices@contosotravel.com

= Hardware Information

Serial Number SNO02
Manufacturer Contoso Hardware
Model M04

Asset Tag ATO04C

Product Number PNOO5
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Volumes

Provides information about the volumes found on this Windows machine.

= 3 Volumes

59.23 GB 31.52 GB False
== EF| System Partition (0276675f-8bbb-40fb-8dbc-1calcc906500) 96 MB 62.77 MB False
== Recovery Partition (e4f4a405-37f4-489c-88fc-3107f188d8fc) 674 MB 147.86 MB False
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0

Provides information about the volumes found on this Windows machine.

== \/olume Details

Block Size 4,096

Capacity 59.23 GB

Drive Letter C:

File System NTFS

Label

Volume Identifier 923e7279-c0c1-4f41-8f52-27ef1fd50898
Used Space 27.71 GB

Free Space 31.52 GB

C: (B3% free)

? Shadow Copy Configuration

Enabled False

(% Disk Quota

State Disabled

® Security

Owner NT SERVICE\TrustedInstaller

® 7 NTFS Permissions

L1

= BUILTIN\Administrators False Allow Full control This folder, subfolders and
files
w2 BUILTIN\Users False Allow Read & execute This folder, subfolders and
files
&% BUILTIN\Users False Allow Create folders / append data This folder and subfolders
w= BUILTIN\Users False Allow Create files / write data Subfolders only
w2 CREATOR OWNER False Allow Full control Subfolders and files only
&% NT AUTHORITY\SYSTEM False Allow Full control This folder, subfolders and
files
? S-1-15-3-65536-18889544 False Allow List folder / read data This folder or file only
69-739942743-166811917 Read attributes
4-2468466756-423945283 Traverse folder / execute file
8-1296943325-355587736
-700089176

A O NTFS Audit Rules
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There are no audit rules found.
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EFI System Partition (0276675f-8bbb-40fb-8dbc-1calcc906500)

Provides information about the volumes found on this Windows machine.

== \/olume Details

Block Size 1,024

Capacity 96 MB

Drive Letter

File System FAT32

Label

Volume Identifier 0276675f-8bbb-40fb-8dbc-1calcc906500
Used Space 33.23 MB

Free Space 62.77 MB

Dirive (B5% free)

? Shadow Copy Configuration

Enabled False
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Recovery Partition (e4f4a405-37f4-489¢-88fc-31071188d8fc)

Provides information about the volumes found on this Windows machine.

== \/olume Details

Block Size 4,096

Capacity 674 MB

Drive Letter

File System NTFS

Label

Volume Identifier e4f4a405-37f4-489c-88fc-3107f188d8fc

Used Space 526.13 MB

Free Space 147.86 MB

Dirive (22% free)

? Shadow Copy Configuration

Enabled False
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Devices

Provides details about the devices and drivers on this machine.

o Audio inputs and outputs

o  Microphone (High Definition Audio Device) Microsoft 10.0.26100.1 Device is working properly.
o Speakers (High Definition Audio Device) Microsoft 10.0.26100.1 Device is working properly.
@ Batteries

B Microsoft AC Adapter Microsoft 10.0.26100.3037 Device is working properly.

g Computer

ml ACPI x64-based PC Microsoft 10.0.26100.1 Device is working properly.

ml  VMware, Inc. VMware20,1 Microsoft 10.0.26100.1 Device is working properly.

wmm  Disk drives

== VMware Virtual NVMe Disk Microsoft 10.0.26100.1150 Device is working properly.

F2 Display adapters

B3 VMware SVGA 3D VMware, Inc. 9.17.7.4 Device is working properly.

=% DVD/CD-ROM drives

& NECVMWar VMware SATA CDO1 Microsoft 10.0.26100.1150 Device is working properly.

% Human Interface Devices

ﬂﬁ USB Input Device Microsoft 10.0.26100.1882 Device is working properly.

Eﬁ USB Input Device Microsoft 10.0.26100.1882 Device is working properly.

& IDE ATA/ATAPI controllers
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g ATA Channel 0 Microsoft 10.0.26100.1150 Device is working properly.

L@ ATA Channel 1 Microsoft 10.0.26100.1150 Device is working properly.

@ Intel(R) 82371AB/EB PCI Bus Master IDE Microsoft 10.0.26100.1150 Device is working properly.
Controller

g Standard SATA AHCI Controller Microsoft 10.0.26100.1150 Device is working properly.

Keyboards

Standard PS/2 Keyboard Microsoft 10.0.26100.1882 Device is working properly.

ﬂ Mice and other pointing devices

ﬂ VMware Pointing Device VMware, Inc. 12.5.12.0 Device is working properly.

ﬂ VMware USB Pointing Device VMware, Inc. 12.5.12.0 Device is working properly.

}f! VMware USB Pointing Device VMware, Inc. 12.5.12.0 Device is working properly.

B Monitors
N T e T

B Generic Monitor Microsoft 10.0.26100.1882 Device is working properly.

Network adapters

Intel(R) 82574L Gigabit Network Connection Microsoft 12.19.1.32 Device is working properly.

Microsoft Kernel Debug Network Adapter Microsoft 10.0.26100.1150 Device is working properly.

i= Print queues

= Microsoft Print to PDF Microsoft 10.0.26100.1 Device is working properly.

@ Root Print Queue Microsoft 10.0.26100.1 Device is working properly.

{=} Processors

{Z} Intel(R) Core(TM) i9-10885H CPU @ 2.40GHz Microsoft 10.0.26100.3037 Device is working properly.

B Software devices

B Microsoft GS Wavetable Synth Microsoft 10.0.26100.1 Device is working properly.

B Microsoft Radio Device Enumeration Bus Microsoft 10.0.26100.1 Device is working properly.
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4 Sound, video and game controllers

High Definition Audio Device Microsoft 10.0.26100.1150 Device is working properly.

@ Storage controllers

@ Microsoft Storage Spaces Controller Microsoft 10.0.26100.3037 Device is working properly.

@ Standard NVM Express Controller Microsoft 10.0.26100.3037 Device is working properly.

== Storage volumes

Volume Microsoft 10.0.26100.1 Device is working properly.
== \/olume Microsoft 10.0.26100.1 Device is working properly.
== \olume Microsoft 10.0.26100.1 Device is working properly.
== \olume Microsoft 10.0.26100.1 Device is working properly.

B System devices

B ACPI Fixed Feature Button Microsoft 10.0.26100.1150 Device is working properly.
B Composite Bus Enumerator Microsoft 10.0.26100.1150 Device is working properly.
B CPU to PCI Bridge Microsoft 10.0.26100.1150 Device is working properly.
B Direct memory access controller Microsoft 10.0.26100.1150 Device is working properly.
B EISA programmable interrupt controller Microsoft 10.0.26100.1150 Device is working properly.
B Generic Bus Microsoft 10.0.26100.1150 Device is working properly.
B Generic Bus Microsoft 10.0.26100.1150 Device is working properly.
B Generic Bus Microsoft 10.0.26100.1150 Device is working properly.
B Generic Bus Microsoft 10.0.26100.1150 Device is working properly.
B Generic Bus Microsoft 10.0.26100.1150 Device is working properly.
B Generic Bus Microsoft 10.0.26100.1150 Device is working properly.
B Generic Bus Microsoft 10.0.26100.1150 Device is working properly.
B Generic Bus Microsoft 10.0.26100.1150 Device is working properly.
B Generic Bus Microsoft 10.0.26100.1150 Device is working properly.
B Generic Bus Microsoft 10.0.26100.1150 Device is working properly.
B Generic Bus Microsoft 10.0.26100.1150 Device is working properly.
B Generic Bus Microsoft 10.0.26100.1150 Device is working properly.
B Generic Bus Microsoft 10.0.26100.1150 Device is working properly.
B Generic Bus Microsoft 10.0.26100.1150 Device is working properly.
B Generic Bus Microsoft 10.0.26100.1150 Device is working properly.
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B Generic Bus Microsoft 10.0.26100.1150 Device is working properly.
B Generic Bus Microsoft 10.0.26100.1150 Device is working properly.
B Generic Bus Microsoft 10.0.26100.1150 Device is working properly.
B Generic Bus Microsoft 10.0.26100.1150 Device is working properly.
B Generic Bus Microsoft 10.0.26100.1150 Device is working properly.
B Generic Bus Microsoft 10.0.26100.1150 Device is working properly.
B Generic Bus Microsoft 10.0.26100.1150 Device is working properly.
B Generic Bus Microsoft 10.0.26100.1150 Device is working properly.
B Generic Bus Microsoft 10.0.26100.1150 Device is working properly.
B Generic Bus Microsoft 10.0.26100.1150 Device is working properly.
B Generic Bus Microsoft 10.0.26100.1150 Device is working properly.
B Generic Bus Microsoft 10.0.26100.1150 Device is working properly.
B Generic Bus Microsoft 10.0.26100.1150 Device is working properly.
B Generic Bus Microsoft 10.0.26100.1150 Device is working properly.
B Generic Bus Microsoft 10.0.26100.1150 Device is working properly.
B Generic Bus Microsoft 10.0.26100.1150 Device is working properly.
B Generic Bus Microsoft 10.0.26100.1150 Device is working properly.
B Generic Bus Microsoft 10.0.26100.1150 Device is working properly.
B Generic Bus Microsoft 10.0.26100.1150 Device is working properly.
B Generic Bus Microsoft 10.0.26100.1150 Device is working properly.
B Generic Bus Microsoft 10.0.26100.1150 Device is working properly.
B Generic Bus Microsoft 10.0.26100.1150 Device is working properly.
B Generic Bus Microsoft 10.0.26100.1150 Device is working properly.
B Generic Bus Microsoft 10.0.26100.1150 Device is working properly.
B Generic Bus Microsoft 10.0.26100.1150 Device is working properly.
B Generic Bus Microsoft 10.0.26100.1150 Device is working properly.
B Generic Bus Microsoft 10.0.26100.1150 Device is working properly.
B Generic Bus Microsoft 10.0.26100.1150 Device is working properly.
B Generic Bus Microsoft 10.0.26100.1150 Device is working properly.
B Generic Bus Microsoft 10.0.26100.1150 Device is working properly.
B Generic Bus Microsoft 10.0.26100.1150 Device is working properly.
B Generic Bus Microsoft 10.0.26100.1150 Device is working properly.
B Generic Bus Microsoft 10.0.26100.1150 Device is working properly.
B Generic Bus Microsoft 10.0.26100.1150 Device is working properly.
B Generic Bus Microsoft 10.0.26100.1150 Device is working properly.
B Generic Bus Microsoft 10.0.26100.1150 Device is working properly.
B Generic Bus Microsoft 10.0.26100.1150 Device is working properly.
B Generic Bus Microsoft 10.0.26100.1150 Device is working properly.
B Generic Bus Microsoft 10.0.26100.1150 Device is working properly.
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Generic Bus

Generic Bus

Generic Bus

Generic Bus

Generic Bus

Generic Bus

Generic Bus

Generic Bus

Generic Bus

Generic Bus

Generic Bus

Generic Bus

Generic Bus

Generic Bus

Generic Bus

Generic Bus

Generic Bus

Generic Bus

Generic Bus

High Definition Audio Controller

High precision event timer

Microsoft ACPI-Compliant System

Microsoft Basic Display Driver

Microsoft Basic Render Driver

Microsoft Hyper-V Generation Counter
Microsoft System Management BIOS Driver

Microsoft Virtual Drive Enumerator

Motherboard resources

Motherboard resources

NDIS Virtual Network Adapter Enumerator

PCI Bus

PCI Express Root Port
PCI Express Root Port
PCI Express Root Port
PCI Express Root Port
PCI Express Root Port
PCI Express Root Port
PCI Express Root Port

PCI Express Root Port

Page 53 of 737

Microsoft

Microsoft

Microsoft

Microsoft

Microsoft

Microsoft

Microsoft

Microsoft

Microsoft

Microsoft

Microsoft

Microsoft

Microsoft

Microsoft

Microsoft

Microsoft

Microsoft

Microsoft

Microsoft

Microsoft

Microsoft

Microsoft

Microsoft

Microsoft

Microsoft

Microsoft

Microsoft

Microsoft

Microsoft

Microsoft

Microsoft

Microsoft

Microsoft

Microsoft

Microsoft

Microsoft

Microsoft

Microsoft

Microsoft
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10.0.26100.1150

10.0.26100.1150

10.0.26100.1150

10.0.26100.1150

10.0.26100.1150

10.0.26100.1150

10.0.26100.1150

10.0.26100.1150

10.0.26100.1150

10.0.26100.1150

10.0.26100.1150

10.0.26100.1150

10.0.26100.1150

10.0.26100.1150

10.0.26100.1150

10.0.26100.1150

10.0.26100.1150

10.0.26100.1150

10.0.26100.1150

10.0.26100.1882

10.0.26100.1150

10.0.26100.3037

10.0.26100.1150

10.0.26100.1150

10.0.26100.1150

10.0.26100.1

10.0.26100.1591

10.0.26100.1150

10.0.26100.1150

10.0.26100.1

10.0.26100.3037

10.0.26100.3037

10.0.26100.3037

10.0.26100.3037

10.0.26100.3037

10.0.26100.3037

10.0.26100.3037

10.0.26100.3037

10.0.26100.3037

Device is working properly.
Device is working properly.
Device is working properly.
Device is working properly.
Device is working properly.
Device is working properly.
Device is working properly.
Device is working properly.
Device is working properly.
Device is working properly.
Device is working properly.
Device is working properly.
Device is working properly.
Device is working properly.
Device is working properly.
Device is working properly.
Device is working properly.
Device is working properly.
Device is working properly.
Device is working properly.
Device is working properly.
Device is working properly.
Device is working properly.
Device is working properly.
Device is working properly.
Device is working properly.
Device is working properly.
Device is working properly.
Device is working properly.
Device is working properly.
Device is working properly.
Device is working properly.
Device is working properly.
Device is working properly.
Device is working properly.
Device is working properly.
Device is working properly.
Device is working properly.

Device is working properly.



B PCI Express Root Port Microsoft 10.0.26100.3037 Device is working properly.
B PCI Express Root Port Microsoft 10.0.26100.3037 Device is working properly.
B PCI Express Root Port Microsoft 10.0.26100.3037 Device is working properly.
B PCI Express Root Port Microsoft 10.0.26100.3037 Device is working properly.
B PCI Express Root Port Microsoft 10.0.26100.3037 Device is working properly.
B PCI Express Root Port Microsoft 10.0.26100.3037 Device is working properly.
B PCI Express Root Port Microsoft 10.0.26100.3037 Device is working properly.
B PCI Express Root Port Microsoft 10.0.26100.3037 Device is working properly.
B PCI Express Root Port Microsoft 10.0.26100.3037 Device is working properly.
B PCI Express Root Port Microsoft 10.0.26100.3037 Device is working properly.
B PCI Express Root Port Microsoft 10.0.26100.3037 Device is working properly.
B PCI Express Root Port Microsoft 10.0.26100.3037 Device is working properly.
B PCI Express Root Port Microsoft 10.0.26100.3037 Device is working properly.
B PCI Express Root Port Microsoft 10.0.26100.3037 Device is working properly.
B PCI Express Root Port Microsoft 10.0.26100.3037 Device is working properly.
B PCI Express Root Port Microsoft 10.0.26100.3037 Device is working properly.
B PCI Express Root Port Microsoft 10.0.26100.3037 Device is working properly.
B PCI Express Root Port Microsoft 10.0.26100.3037 Device is working properly.
B PCI Express Root Port Microsoft 10.0.26100.3037 Device is working properly.
B PCI Express Root Port Microsoft 10.0.26100.3037 Device is working properly.
B PCI Express Root Port Microsoft 10.0.26100.3037 Device is working properly.
B PCI Express Root Port Microsoft 10.0.26100.3037 Device is working properly.
B PCI Express Root Port Microsoft 10.0.26100.3037 Device is working properly.
B PCI Express Root Port Microsoft 10.0.26100.3037 Device is working properly.
B PCl to ISA Bridge Microsoft 10.0.26100.1150 Device is working properly.
B PCI-to-PCl Bridge Microsoft 10.0.26100.3037 Device is working properly.
B PCI-to-PCI Bridge Microsoft 10.0.26100.3037 Device is working properly.
B Plug and Play Software Device Enumerator Microsoft 10.0.26100.1 Device is working properly.
B Remote Desktop Device Redirector Bus Microsoft 10.0.26100.1150 Device is working properly.
B System CMOS/real time clock Microsoft 10.0.26100.1150 Device is working properly.
B System speaker Microsoft 10.0.26100.1150 Device is working properly.
B System timer Microsoft 10.0.26100.1150 Device is working properly.
B UMBuUSs Root Bus Enumerator Microsoft 10.0.26100.1150 Device is working properly.
B VMware VMCI Bus Device Broadcom Inc. 9.8.18.1 Device is working properly.
B VMware VMCI Host Device Broadcom Inc. 9.8.18.1 Device is working properly.
B Volume Manager Microsoft 10.0.26100.1150 Device is working properly.

¥ Universal Serial Bus controllers
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¥ Standard Enhanced PCI to USB Host Controller
Standard Universal PCI to USB Host Controller

Standard USB 3.20 eXtensible Host Controller -
1.20 (Microsoft)

USB Composite Device
USB Root Hub

USB Root Hub

4 4 «E «.

USB Root Hub (USB 3.0)
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Microsoft

Microsoft

Microsoft

Microsoft

Microsoft

Microsoft

Microsoft
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10.0.26100.1882

10.0.26100.1882

10.0.26100.3037

10.0.26100.1882

10.0.26100.1882

10.0.26100.1882

10.0.26100.3037

Device is working properly.
Device is working properly.

Device is working properly.

Device is working properly.
Device is working properly.
Device is working properly.

Device is working properly.



Audio inputs and outputs

Microphone (High Definition Audio Device)

4 Microphone (High Definition Audio Device)

Class

Class GUID

Device Status

PNP Device Identifier

Manufacturer

Audio inputs and outputs

{c166523c-fe0c-4a94-a586-f1a80cfbbf3e}

Device is working properly.

SWD\MMDEVAPI\{0.0.1.00000000}.{06 C654F9-9C9B-4D30-AE12-9BBC817E548E}

Microsoft

21 Driver Details

Driver Date
Device Class
Driver Provider
Signed By
Driver Version
Friendly Name

Inf Name

Sunday, March 31, 2024
AUDIOENDPOINT

Microsoft

Microsoft Windows

10.0.26100.1

Microphone (High Definition Audio Device)

audioendpoint.inf

Speakers (High Definition Audio Device)

o Speakers (High Definition Audio Device)

Class

Class GUID

Device Status

PNP Device Identifier

Manufacturer

Audio inputs and outputs

{c166523c-fe0c-4a94-a586-f1a80cfbbf3e}

Device is working properly.
SWD\MMDEVAPI\{0.0.0.00000000}.{C833DDDB-3A30-4D13-AABC-BDOE14F264AF}

Microsoft

23 Driver Details

Driver Date

Device Class

Driver Provider

Signed By

Driver Version
Friendly Name

Inf Name
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Sunday, March 31, 2024
AUDIOENDPOINT

Microsoft

Microsoft Windows

10.0.26100.1

Speakers (High Definition Audio Device)

audioendpoint.inf
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Batteries

Microsoft AC Adapter

B Microsoft AC Adapter

Class Batteries

Class GUID {72631e54-78a4-11d0-bcf7-00aa00b7b32a}
Device Status Device is working properly.

PNP Device Identifier ACPNACPI0003\1

Manufacturer Microsoft

21 Driver Details

Driver Date Wednesday, June 21, 2006 1:00:00 AM
Device Class BATTERY

Driver Provider Microsoft

Signed By Microsoft Windows

Driver Version 10.0.26100.3037

Inf Name cmbatt.inf
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Computer

ACPI x64-based PC

gl ACPI x64-based PC

Class Computer

Class GUID {4d36e966-e325-11ce-bfc1-08002be10318}
Device Status Device is working properly.

PNP Device Identifier ROOT\ACPI_HAL\0000

Manufacturer (Standard computers)

21 Driver Details

Driver Date Wednesday, June 21, 2006 1:00:00 AM
Device Class COMPUTER

Driver Provider Microsoft

Signed By Microsoft Windows

Driver Version 10.0.26100.1

Inf Name hal.inf

VMware, Inc. VMware20,1

m! VMware, Inc. VMware20,1

Class Computer

Class GUID {4d36e966-e325-11ce-bfc1-08002be10318}

Device Status Device is working properly.

PNP Device Identifier SWD\COMPUTER\MFG_VMWARE__INC.&PROD_VMWARE20_1

Manufacturer Microsoft

23 Driver Details

Driver Date Wednesday, June 21, 2006 1:00:00 AM
Device Class COMPUTER

Driver Provider Microsoft

Signed By Microsoft Windows

Driver Version 10.0.26100.1

Friendly Name VMware, Inc. VMware20,1

Inf Name compdev.inf
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Disk drives

VMware Virtual NVMe Disk

== \/Mware Virtual NVMe Disk

Class Disk drives

Class GUID {4d36e967-e325-11ce-bfc1-08002be10318}

Device Status Device is working properly.

PNP Device Identifier SCSI\DISK&VEN_NVME&PROD_VMWARE_VIRTUAL_N\5&290F3806&0&000000

Manufacturer (Standard disk drives)

Location Bus Number 0, Target Id 0, LUN O

21 Driver Details

Driver Date Wednesday, June 21, 2006 1:00:00 AM
Device Class DISKDRIVE

Driver Provider Microsoft

Signed By Microsoft Windows

Driver Version 10.0.26100.1150

Friendly Name VMware Virtual NVMe Disk

Inf Name disk.inf
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B3 VMware SVGA 3D

Class Display adapters

Class GUID {4d36e968-e325-11ce-bfc1-08002be10318}

Device Status Device is working properly.

PNP Device Identifier PCI\VEN_15AD&DEV_0405&SUBSYS_040515AD&REV_00\3&18D45AA6&0&78

Manufacturer VMware, Inc.

Location PCI bus 0, device 15, function O

21 Driver Details

Driver Date Tuesday, March 26, 2024

Device Class DISPLAY

Driver Provider VMware, Inc.

Signed By Microsoft Windows Hardware Compatibility Publisher
Driver Version 9.17.7.4

Inf Name oeme.inf
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DVD/CD-ROM drives
NECVMWar VMware SATA CDO1

£ NECVMWar VMware SATA CDO1

Class DVD/CD-ROM drives

Class GUID {4d36e965-e325-11ce-bfc1-08002be10318}

Device Status Device is working properly.

PNP Device Identifier SCSI\CDROM&VEN_NECVMWAR&PROD_VMWARE_SATA_CD01\5&36C0OE7D6&0&010000

Manufacturer (Standard CD-ROM drives)

Location Bus Number 1, Target Id 0, LUN O

21 Driver Details

Driver Date Wednesday, June 21, 2006 1:00:00 AM
Device Class CDROM

Driver Provider Microsoft

Signed By Microsoft Windows

Driver Version 10.0.26100.1150

Friendly Name NECVMWar VMware SATA CD01

Inf Name cdrom.inf
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Human Interface Devices

USB Input Device

k5 USB Input Device

Class

Class GUID

Device Status

PNP Device Identifier

Manufacturer

Location

Human Interface Devices
{745a17a0-74d3-11d0-b6fe-00a0c90f57da}

Device is working properly.
USB\VID_OEOF&PID_0003&MI_00\7&4315E8A&0&0000
(Standard system devices)

000b.0000.0000.005.000.000.000.000.000

21 Driver Details

Driver Date
Device Class
Driver Provider
Signed By
Driver Version

Inf Name

USB Input Device

Wednesday, June 21, 2006 1:00:00 AM
HIDCLASS

Microsoft

Microsoft Windows

10.0.26100.1882

input.inf

£ USB Input Device

Class

Class GUID

Device Status

PNP Device Identifier

Manufacturer

Location

Human Interface Devices
{745a17a0-74d3-11d0-b6fe-00a0c90f57da}

Device is working properly.
USB\VID_OEOF&PID_0003&MI_01\7&4315E8A&0&0001
(Standard system devices)

000b.0000.0000.005.000.000.000.000.000

23 Driver Details

Driver Date
Device Class
Driver Provider
Signed By
Driver Version

Inf Name
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Wednesday, June 21, 2006 1:00:00 AM
HIDCLASS

Microsoft

Microsoft Windows

10.0.26100.1882

input.inf
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IDE ATA/ATAPI controllers
ATA Channel 0

@ ATA Channel 0

Class IDE ATA/ATAPI controllers

Class GUID {4d36e96a-e325-11ce-bfc1-08002be10318}
Device Status Device is working properly.

PNP Device Identifier PCIIDE\IDECHANNEL\4&39EC5D8A&0&0

Manufacturer (Standard IDE ATA/ATAPI controllers)

Location Channel 0

21 Driver Details

Driver Date Wednesday, June 21, 2006 1:00:00 AM
Device Class HDC

Driver Provider Microsoft

Signed By Microsoft Windows

Driver Version 10.0.26100.1150

Friendly Name ATA Channel 0

Inf Name mshdc.inf

ATA Channel 1

@ ATA Channel 1

Class IDE ATA/ATAPI controllers

Class GUID {4d36e96a-e325-11ce-bfc1-08002be10318}
Device Status Device is working properly.

PNP Device Identifier PCIIDE\IDECHANNEL\4&39EC5D8A&0&1
Manufacturer (Standard IDE ATA/ATAPI controllers)

Location Channel 1

23 Driver Details

Driver Date Wednesday, June 21, 2006 1:00:00 AM
Device Class HDC

Driver Provider Microsoft

Signed By Microsoft Windows

Driver Version 10.0.26100.1150

Friendly Name ATA Channel 1

Inf Name mshdc.inf
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Intel(R) 82371AB/EB PCI Bus Master IDE Controller

C@ Intel(R) 82371AB/EB PCI Bus Master IDE Controller

Class IDE ATA/ATAPI controllers

Class GUID {4d36e96a-e325-11ce-bfc1-08002be10318}

Device Status Device is working properly.

PNP Device Identifier PCI\VEN_8086&DEV_7111&SUBSYS_197615AD&REV_01\3&18D45AA6&0&39
Manufacturer Intel

Location PCI bus 0, device 7, function 1

21 Driver Details

Driver Date Wednesday, June 21, 2006 1:00:00 AM
Device Class HDC

Driver Provider Microsoft

Signed By Microsoft Windows

Driver Version 10.0.26100.1150

Inf Name mshdc.inf

Standard SATA AHCI Controller

L@ Standard SATA AHCI Controller

Class IDE ATA/ATAPI controllers

Class GUID {4d36e96a-e325-11ce-bfc1-08002be10318}

Device Status Device is working properly.

PNP Device Identifier PCI\VEN_15AD&DEV_07E0&SUBSYS_07E015AD&REV_00\4&B70F118&0&1888

Manufacturer Standard SATA AHCI Controller

Location PCI bus 2, device 3, function 0

23 Driver Details

Driver Date Wednesday, June 21, 2006 1:00:00 AM
Device Class HDC

Driver Provider Microsoft

Signed By Microsoft Windows

Driver Version 10.0.26100.1150

Inf Name mshdc.inf
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Keyboards
Standard PS/2 Keyboard

Standard PS/2 Keyboard

Class Keyboards

Class GUID {4d36e96b-e325-11ce-bfc1-08002be10318}
Device Status Device is working properly.

PNP Device Identifier ACPI\PNP0303\4&25EE97C0&0

Manufacturer (Standard keyboards)

21 Driver Details

Driver Date Wednesday, June 21, 2006 1:00:00 AM
Device Class KEYBOARD

Driver Provider Microsoft

Signed By Microsoft Windows

Driver Version 10.0.26100.1882

Inf Name keyboard.inf
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Mice and other pointing devices

VMware Pointing Device

Il VMware Pointing Device

Class Mice and other pointing devices

Class GUID {4d36e96f-e325-11ce-bfc1-08002be10318}
Device Status Device is working properly.

PNP Device Identifier ACPI\VMWO0003\4&25EE97C0&0

Manufacturer VMware, Inc.

21 Driver Details

Driver Date Wednesday, October 27, 2021 1:00:00 AM

Device Class MOUSE

Driver Provider VMware, Inc.

Signed By Microsoft Windows Hardware Compatibility Publisher
Driver Version 12.5.12.0

Inf Name oemb>.inf

VMware USB Pointing Device

Pl vMware USB Pointing Device

Class Mice and other pointing devices

Class GUID {4d36e96f-e325-11ce-bfc1-08002be10318}

Device Status Device is working properly.

PNP Device Identifier HID\VID_OEOF&PID_0003&MI_01\8&368F3BD5&0&0000

Manufacturer VMware, Inc.

23 Driver Details

Driver Date Wednesday, October 27, 2021 1:00:00 AM

Device Class MOUSE

Driver Provider VMware, Inc.

Signed By Microsoft Windows Hardware Compatibility Publisher
Driver Version 12.5.12.0

Inf Name oem4.inf
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VMware USB Pointing Device

I VMware USB Pointing Device

Class Mice and other pointing devices

Class GUID {4d36e96f-e325-11ce-bfc1-08002be10318}

Device Status Device is working properly.

PNP Device Identifier HID\VID_OEOF&PID_0003&MI_00\8&235F1F97&0&0000

Manufacturer VMware, Inc.

21 Driver Details

Driver Date Wednesday, October 27, 2021 1:00:00 AM

Device Class MOUSE

Driver Provider VMware, Inc.

Signed By Microsoft Windows Hardware Compatibility Publisher
Driver Version 12.5.12.0

Inf Name oem4.inf
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B Generic Monitor

Class

Class GUID

Device Status

PNP Device Identifier

Manufacturer

Monitors

{4d36e96e-e325-11ce-bfc1-08002be10318}

Device is working properly.
DISPLAY\DEFAULT_MONITOR\4&31BE19FA&0&UIDO

(Standard monitor types)

21 Driver Details

Driver Date
Device Class
Driver Provider
Signed By
Driver Version
Friendly Name

Inf Name
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Wednesday, June 21, 2006 1:00:00 AM
MONITOR

Microsoft

Microsoft Windows

10.0.26100.1882

Generic Monitor

monitor.inf
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Network adapters

Intel(R) 82574L Gigabit Network Connection

Intel(R) 82574L Gigabit Network Connection

Class Network adapters

Class GUID {4d36e972-e325-11ce-bfc1-08002be10318}

Device Status Device is working properly.

PNP Device Identifier PCI\VEN_8086&DEV_10D3&SUBSYS_07D015AD&REV_00\000C29FFFFDAF17400

Manufacturer Intel Corporation

Location PCI bus 3, device 0, function 0

21 Driver Details

Driver Date Sunday, March 8, 2015

Device Class NET

Driver Provider Microsoft

Signed By Microsoft Windows

Driver Version 12.19.1.32

Friendly Name Intel(R) 82574L Gigabit Network Connection

Inf Name netlix64.inf

Microsoft Kernel Debug Network Adapter

Microsoft Kernel Debug Network Adapter

Class Network adapters

Class GUID {4d36e972-e325-11ce-bfc1-08002be10318}
Device Status Device is working properly.

PNP Device Identifier ROOT\KDNIC\0000

Manufacturer Microsoft

23 Driver Details

Driver Date Wednesday, June 21, 2006 1:00:00 AM
Device Class NET

Driver Provider Microsoft

Signed By Microsoft Windows

Driver Version 10.0.26100.1150

Friendly Name Microsoft Kernel Debug Network Adapter

Inf Name kdnic.inf
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Print queues

Microsoft Print to PDF

= Microsoft Print to PDF

Class

Class GUID

Device Status

PNP Device Identifier

Manufacturer

Print queues

{1ed2bbf9-11f0-4084-b21f-ad83a8e6dcdc}

Device is working properly.
SWD\PRINTENUM\{10DC8BBC-8CA6-4AC6-9892-4E20BD7CE340}

Microsoft

21 Driver Details

Driver Date
Device Class
Driver Provider
Signed By
Driver Version
Friendly Name

Inf Name

Root Print Queue

Wednesday, June 21, 2006 1:00:00 AM
PRINTQUEUE

Microsoft

Microsoft Windows

10.0.26100.1

Microsoft Print to PDF

printqueue.inf

i= Root Print Queue

Class

Class GUID

Device Status

PNP Device Identifier

Manufacturer

Print queues
{1ed2bbf9-11f0-4084-b21f-ad83a8e6dcdc}
Device is working properly.
SWD\PRINTENUM\PRINTQUEUES

Microsoft

23 Driver Details

Driver Date

Device Class

Driver Provider

Signed By

Driver Version
Friendly Name

Inf Name
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Wednesday, June 21, 2006 1:00:00 AM
PRINTQUEUE

Microsoft

Microsoft Windows

10.0.26100.1

Root Print Queue

printqueue.inf
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Processors

Intel(R) Core(TM) i9-10885H CPU @ 2.40GHz

£} Intel(R) Core(TM) i9-10885H CPU @ 2.40GHz

{50127dc3-0f36-415e-a6cc-4cb3be910b65}

Device is working properly.

ACPI\GENUINEINTEL_-_INTEL64_FAMILY_6_MODEL_165 - INTEL(R)_CORE(TM)_I9-10885H_CPU
_@_2.40GHZ\_0

23 Driver Details

Tuesday, April 21, 2009 1:00:00 AM

Microsoft Windows

10.0.26100.3037

Intel(R) Core(TM) i9-10885H CPU @ 2.40GHz
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B Microsoft GS Wavetable Synth

Class Software devices

Class GUID {62f9c741-b25a-46ce-b54c-9bccce08b6f2}

Device Status Device is working properly.

PNP Device Identifier SWD\MMDEVAPI\MICROSOFTGSWAVETABLESYNTH

Manufacturer Microsoft

21 Driver Details

Driver Date Wednesday, June 21, 2006 1:00:00 AM
Device Class SOFTWAREDEVICE

Driver Provider Microsoft

Signed By Microsoft Windows

Driver Version 10.0.26100.1

Friendly Name Microsoft GS Wavetable Synth

Inf Name ¢_swdevice.inf

Microsoft Radio Device Enumeration Bus

B Microsoft Radio Device Enumeration Bus

Class Software devices
Class GUID {62f9c741-b25a-46ce-b54c-9bccce08b6f2}
Device Status Device is working properly.

PNP Device Identifier SWD\RADIO\{3DB5895D-CC28-44B3-AD3D-6F01A782B8D2}

Manufacturer Microsoft

23 Driver Details

Driver Date Wednesday, June 21, 2006 1:00:00 AM
Device Class SOFTWAREDEVICE

Driver Provider Microsoft

Signed By Microsoft Windows

Driver Version 10.0.26100.1

Friendly Name Microsoft Radio Device Enumeration Bus

Inf Name c_swdevice.inf
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Sound, video and game controllers

High Definition Audio Device

# High Definition Audio Device

Class Sound, video and game controllers

Class GUID {4d36e96¢c-e325-11ce-bfc1-08002be10318}

Device Status Device is working properly.

PNP Device Identifier HDAUDIO\FUNC_01&VEN_15AD&DEV_1975&SUBSYS_15AD1975&REV_1001\5&322E5E46&0&0001

Manufacturer Microsoft

Location Internal High Definition Audio Bus

21 Driver Details

Driver Date Thursday, March 7, 2024
Device Class MEDIA

Driver Provider Microsoft

Signed By Microsoft Windows
Driver Version 10.0.26100.1150

Inf Name hdaudio.inf
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Storage controllers

Microsoft Storage Spaces Controller

@ Microsoft Storage Spaces Controller

Class Storage controllers

Class GUID {4d36e97b-e325-11ce-bfc1-08002be10318}
Device Status Device is working properly.

PNP Device Identifier ROOT\SPACEPORT\0000

Manufacturer Microsoft

21 Driver Details

Driver Date Wednesday, June 21, 2006 1:00:00 AM
Device Class SCSIADAPTER

Driver Provider Microsoft

Signed By Microsoft Windows

Driver Version 10.0.26100.3037

Inf Name spaceport.inf

Standard NVM Express Controller

@ Standard NVM Express Controller

Class Storage controllers

Class GUID {4d36e97b-e325-11ce-bfc1-08002be10318}

Device Status Device is working properly.

PNP Device Identifier PCI\VEN_15AD&DEV_07F0&SUBSYS_07F015AD&REV_00\4&23F707FC&0&00B8

Manufacturer Standard NVM Express Controller

Location PClI bus 19, device 0, function 0

23 Driver Details

Driver Date Wednesday, June 21, 2006 1:00:00 AM
Device Class SCSIADAPTER

Driver Provider Microsoft

Signed By Microsoft Windows

Driver Version 10.0.26100.3037

Inf Name stornvme.inf
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Storage volumes

Volume

== \/olume

Class Storage volumes

Class GUID {71a27cdd-812a-11d0-bec7-08002be2092f}

Device Status Device is working properly.

PNP Device Identifier STORAGE\VOLUME\{D7A994E2-ABFF-11EF-8FBE-806E6F6E6963}#0000000ED5C00000

Manufacturer Microsoft

21 Driver Details

Driver Date Wednesday, June 21, 2006 1:00:00 AM
Device Class VOLUME

Driver Provider Microsoft

Signed By Microsoft Windows

Driver Version 10.0.26100.1

Inf Name volume.inf

Volume

== Volume

Class Storage volumes

Class GUID {71a27cdd-812a-11d0-bec7-08002be2092f}

Device Status Device is working properly.

PNP Device Identifier STORAGE\VOLUME\{D7A994E2-ABFF-11EF-8FBE-806E6F6E6963}#0000000006500000

Manufacturer Microsoft

23 Driver Details

Driver Date Wednesday, June 21, 2006 1:00:00 AM
Device Class VOLUME

Driver Provider Microsoft

Signed By Microsoft Windows

Driver Version 10.0.26100.1

Inf Name volume.inf
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Volume

== \/olume

Class Storage volumes

Class GUID {71a27cdd-812a-11d0-bec7-08002be2092f}

Device Status Device is working properly.

PNP Device Identifier STORAGE\VOLUME\{D7A994E2-ABFF-11EF-8FBE-806 E6F6E6963}#0000000000100000

Manufacturer Microsoft

21 Driver Details

Driver Date Wednesday, June 21, 2006 1:00:00 AM
Device Class VOLUME

Driver Provider Microsoft

Signed By Microsoft Windows

Driver Version 10.0.26100.1

Inf Name volume.inf

Volume

== Volume

Class Storage volumes
Class GUID {71a27cdd-812a-11d0-bec7-08002be2092f}
Device Status Device is working properly.

PNP Device Identifier STORAGE\VOLUMEW{D7A994E2-ABFF-11EF-8FBE-806E6F6E6963}#0000000007500000

Manufacturer Microsoft

“3 Driver Details

Driver Date Wednesday, June 21, 2006 1:00:00 AM
Device Class VOLUME

Driver Provider Microsoft

Signed By Microsoft Windows

Driver Version 10.0.26100.1

Inf Name volume.inf
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System devices

ACPI Fixed Feature Button

Bl ACPI Fixed Feature Button

Class

Class GUID

Device Status

PNP Device Identifier

Manufacturer

System devices
{4d36e97d-e325-11ce-bfc1-08002be10318}
Device is working properly.
ACPI\FIXEDBUTTON\2&DABA3FF&1

(Standard system devices)

21 Driver Details

Driver Date
Device Class
Driver Provider
Signed By
Driver Version

Inf Name

Wednesday, June 21, 2006 1:00:00 AM
SYSTEM

Microsoft

Microsoft Windows

10.0.26100.1150

machine.inf

Composite Bus Enumerator

B Composite Bus Enumerator

Class

Class GUID

Device Status

PNP Device Identifier

Manufacturer

System devices
{4d36e97d-e325-11ce-bfc1-08002be10318}
Device is working properly.
ROOT\COMPOSITEBUS\0000

Microsoft

23 Driver Details

Driver Date
Device Class
Driver Provider
Signed By
Driver Version

Inf Name
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SYSTEM

Microsoft

Microsoft Windows

10.0.26100.1150

compositebus.inf
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CPU to PCl Bridge

B CPU to PCI Bridge

Class System devices

Class GUID {4d36e97d-e325-11ce-bfc1-08002be10318}

Device Status Device is working properly.

PNP Device Identifier PCI\VEN_8086&DEV_7190&SUBSYS_197615AD&REV_01\3&18D45AA6&0&00
Manufacturer Intel

Location PCI bus 0, device 0, function 0

21 Driver Details

Driver Date Wednesday, June 21, 2006 1:00:00 AM
Device Class SYSTEM

Driver Provider Microsoft

Signed By Microsoft Windows

Driver Version 10.0.26100.1150

Inf Name machine.inf

Direct memory access controller

B Direct memory access controller

Class System devices

Class GUID {4d36e97d-e325-11ce-bfc1-08002be10318}
Device Status Device is working properly.

PNP Device Identifier ACPI\PNP0200\4&25EE97C0&0

Manufacturer (Standard system devices)

23 Driver Details

Driver Date Wednesday, June 21, 2006 1:00:00 AM
Device Class SYSTEM

Driver Provider Microsoft

Signed By Microsoft Windows

Driver Version 10.0.26100.1150

Inf Name machine.inf
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EISA programmable interrupt controller

B EISA programmable interrupt controller

Class System devices
Class GUID {4d36e97d-e325-11ce-bfc1-08002be10318}
Device Status Device is working properly.

PNP Device Identifier ACPI\PNP0001\4&25EE97C0&0

Manufacturer (Standard system devices)

21 Driver Details

Driver Date Wednesday, June 21, 2006 1:00:00 AM
Device Class SYSTEM

Driver Provider Microsoft

Signed By Microsoft Windows

Driver Version 10.0.26100.1150

Inf Name machine.inf

Generic Bus

Bl Generic Bus

Class System devices
Class GUID {4d36e97d-e325-11ce-bfc1-08002be10318}
Device Status Device is working properly.

PNP Device Identifier ACPI\PNPOA0O5\44

Manufacturer (Standard system devices)

“3 Driver Details

Driver Date Wednesday, June 21, 2006 1:00:00 AM
Device Class SYSTEM

Driver Provider Microsoft

Signed By Microsoft Windows

Driver Version 10.0.26100.1150

Inf Name machine.inf

Generic Bus

Bl Generic Bus

Class System devices
Class GUID {4d36e97d-e325-11ce-bfc1-08002be10318}
Device Status Device is working properly.

PNP Device Identifier ACPI\PNP0OAO5\43

Manufacturer (Standard system devices)
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21 Driver Details

Driver Date

Device Class

Driver Provider
Signed By
Driver Version

Inf Name

Generic Bus

Wednesday, June 21, 2006 1:00:00 AM
SYSTEM

Microsoft

Microsoft Windows

10.0.26100.1150

machine.inf

Bl Generic Bus

Class

Class GUID

Device Status

PNP Device Identifier

Manufacturer

System devices
{4d36e97d-e325-11ce-bfc1-08002be10318}
Device is working properly.
ACPI\PNPOA05\4&25EE97C0&0

(Standard system devices)

21 Driver Details

Driver Date
Device Class
Driver Provider
Signed By
Driver Version

Inf Name

Generic Bus

Wednesday, June 21, 2006 1:00:00 AM
SYSTEM

Microsoft

Microsoft Windows

10.0.26100.1150

machine.inf

B Generic Bus

Class

Class GUID

Device Status

PNP Device Identifier

Manufacturer

System devices
{4d36e97d-e325-11ce-bfc1-08002be10318}
Device is working properly.
ACPI\PNP0OAO5\41

(Standard system devices)

21 Driver Details

Driver Date
Device Class
Driver Provider
Signed By
Driver Version

Inf Name
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SYSTEM

Microsoft

Microsoft Windows

10.0.26100.1150

machine.inf
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Generic Bus

Bl Generic Bus

Class System devices
Class GUID {4d36e97d-e325-11ce-bfc1-08002be10318}
Device Status Device is working properly.

PNP Device Identifier ACPI\PNP0OAQO5\40

Manufacturer (Standard system devices)

21 Driver Details

Driver Date Wednesday, June 21, 2006 1:00:00 AM
Device Class SYSTEM

Driver Provider Microsoft

Signed By Microsoft Windows

Driver Version 10.0.26100.1150

Inf Name machine.inf

Generic Bus

Bl Generic Bus

Class System devices
Class GUID {4d36e97d-e325-11ce-bfc1-08002be10318}
Device Status Device is working properly.

PNP Device Identifier ACPI\PNPOAO5\3F

Manufacturer (Standard system devices)

“3 Driver Details

Driver Date Wednesday, June 21, 2006 1:00:00 AM
Device Class SYSTEM

Driver Provider Microsoft

Signed By Microsoft Windows

Driver Version 10.0.26100.1150

Inf Name machine.inf

Generic Bus

Bl Generic Bus

Class System devices
Class GUID {4d36e97d-e325-11ce-bfc1-08002be10318}
Device Status Device is working properly.

PNP Device Identifier ACPI\PNPOAO5\3C

Manufacturer (Standard system devices)
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21 Driver Details

Driver Date

Device Class

Driver Provider
Signed By
Driver Version

Inf Name

Generic Bus

Wednesday, June 21, 2006 1:00:00 AM
SYSTEM

Microsoft

Microsoft Windows

10.0.26100.1150

machine.inf

Bl Generic Bus

Class

Class GUID

Device Status

PNP Device Identifier

Manufacturer

System devices
{4d36e97d-e325-11ce-bfc1-08002be10318}
Device is working properly.
ACPI\PNPOA0O5\3D

(Standard system devices)

21 Driver Details

Driver Date
Device Class
Driver Provider
Signed By
Driver Version

Inf Name

Generic Bus

Wednesday, June 21, 2006 1:00:00 AM
SYSTEM

Microsoft

Microsoft Windows

10.0.26100.1150

machine.inf

B Generic Bus

Class

Class GUID

Device Status

PNP Device Identifier

Manufacturer

System devices
{4d36e97d-e325-11ce-bfc1-08002be10318}
Device is working properly.
ACPI\PNP0OA05\45

(Standard system devices)

21 Driver Details

Driver Date
Device Class
Driver Provider
Signed By
Driver Version

Inf Name
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Microsoft Windows
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machine.inf
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Generic Bus

Bl Generic Bus

Class System devices
Class GUID {4d36e97d-e325-11ce-bfc1-08002be10318}
Device Status Device is working properly.

PNP Device Identifier ACPI\PNPOAO5\3B

Manufacturer (Standard system devices)

21 Driver Details

Driver Date Wednesday, June 21, 2006 1:00:00 AM
Device Class SYSTEM

Driver Provider Microsoft

Signed By Microsoft Windows

Driver Version 10.0.26100.1150

Inf Name machine.inf

Generic Bus

Bl Generic Bus

Class System devices
Class GUID {4d36e97d-e325-11ce-bfc1-08002be10318}
Device Status Device is working properly.

PNP Device Identifier ACPI\PNPOAO5\3A

Manufacturer (Standard system devices)

“3 Driver Details

Driver Date Wednesday, June 21, 2006 1:00:00 AM
Device Class SYSTEM

Driver Provider Microsoft

Signed By Microsoft Windows

Driver Version 10.0.26100.1150

Inf Name machine.inf

Generic Bus

Bl Generic Bus

Class System devices
Class GUID {4d36e97d-e325-11ce-bfc1-08002be10318}
Device Status Device is working properly.

PNP Device Identifier ACPI\PNP0OAO05\39

Manufacturer (Standard system devices)
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21 Driver Details

Driver Date

Device Class

Driver Provider
Signed By
Driver Version

Inf Name

Generic Bus

Wednesday, June 21, 2006 1:00:00 AM
SYSTEM

Microsoft

Microsoft Windows

10.0.26100.1150

machine.inf

Bl Generic Bus

Class

Class GUID

Device Status

PNP Device Identifier

Manufacturer

System devices
{4d36e97d-e325-11ce-bfc1-08002be10318}
Device is working properly.
ACPI\PNPOA05\38

(Standard system devices)

21 Driver Details

Driver Date
Device Class
Driver Provider
Signed By
Driver Version

Inf Name

Generic Bus

Wednesday, June 21, 2006 1:00:00 AM
SYSTEM

Microsoft

Microsoft Windows

10.0.26100.1150

machine.inf

B Generic Bus

Class

Class GUID

Device Status

PNP Device Identifier

Manufacturer

System devices
{4d36e97d-e325-11ce-bfc1-08002be10318}
Device is working properly.
ACPI\PNPOAO5\3E

(Standard system devices)

21 Driver Details

Driver Date
Device Class
Driver Provider
Signed By
Driver Version

Inf Name
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Microsoft

Microsoft Windows
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machine.inf
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Generic Bus

Bl Generic Bus

Class System devices
Class GUID {4d36e97d-e325-11ce-bfc1-08002be10318}
Device Status Device is working properly.

PNP Device Identifier ACPI\PNP0OAQO5\46

Manufacturer (Standard system devices)

21 Driver Details

Driver Date Wednesday, June 21, 2006 1:00:00 AM
Device Class SYSTEM

Driver Provider Microsoft

Signed By Microsoft Windows

Driver Version 10.0.26100.1150

Inf Name machine.inf

Generic Bus

Bl Generic Bus

Class System devices
Class GUID {4d36e97d-e325-11ce-bfc1-08002be10318}
Device Status Device is working properly.

PNP Device Identifier ACPI\PNPOAO5\4A

Manufacturer (Standard system devices)

“3 Driver Details

Driver Date Wednesday, June 21, 2006 1:00:00 AM
Device Class SYSTEM

Driver Provider Microsoft

Signed By Microsoft Windows

Driver Version 10.0.26100.1150

Inf Name machine.inf

Generic Bus

Bl Generic Bus

Class System devices
Class GUID {4d36e97d-e325-11ce-bfc1-08002be10318}
Device Status Device is working properly.

PNP Device Identifier ACPI\PNP0OA05\48

Manufacturer (Standard system devices)
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21 Driver Details

Driver Date

Device Class

Driver Provider
Signed By
Driver Version

Inf Name

Generic Bus

Wednesday, June 21, 2006 1:00:00 AM
SYSTEM

Microsoft

Microsoft Windows

10.0.26100.1150

machine.inf

Bl Generic Bus

Class

Class GUID

Device Status

PNP Device Identifier

Manufacturer

System devices
{4d36e97d-e325-11ce-bfc1-08002be10318}
Device is working properly.
ACPI\PNPOAQO5\57

(Standard system devices)

21 Driver Details

Driver Date
Device Class
Driver Provider
Signed By
Driver Version

Inf Name

Generic Bus

Wednesday, June 21, 2006 1:00:00 AM
SYSTEM

Microsoft

Microsoft Windows

10.0.26100.1150

machine.inf

B Generic Bus

Class

Class GUID

Device Status

PNP Device Identifier

Manufacturer

System devices
{4d36e97d-e325-11ce-bfc1-08002be10318}
Device is working properly.
ACPI\PNPOA05\56

(Standard system devices)

21 Driver Details

Driver Date
Device Class
Driver Provider
Signed By
Driver Version

Inf Name
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machine.inf
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Generic Bus

Bl Generic Bus

Class System devices
Class GUID {4d36e97d-e325-11ce-bfc1-08002be10318}
Device Status Device is working properly.

PNP Device Identifier ACPI\PNP0OAOQ5\55

Manufacturer (Standard system devices)

21 Driver Details

Driver Date Wednesday, June 21, 2006 1:00:00 AM
Device Class SYSTEM

Driver Provider Microsoft

Signed By Microsoft Windows

Driver Version 10.0.26100.1150

Inf Name machine.inf

Generic Bus

Bl Generic Bus

Class System devices
Class GUID {4d36e97d-e325-11ce-bfc1-08002be10318}
Device Status Device is working properly.

PNP Device Identifier ACPI\PNPOA0O5\54

Manufacturer (Standard system devices)

“3 Driver Details

Driver Date Wednesday, June 21, 2006 1:00:00 AM
Device Class SYSTEM

Driver Provider Microsoft

Signed By Microsoft Windows

Driver Version 10.0.26100.1150

Inf Name machine.inf

Generic Bus

Bl Generic Bus

Class System devices
Class GUID {4d36e97d-e325-11ce-bfc1-08002be10318}
Device Status Device is working properly.

PNP Device Identifier ACPI\PNP0OAO05\53

Manufacturer (Standard system devices)
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21 Driver Details

Driver Date

Device Class

Driver Provider
Signed By
Driver Version

Inf Name

Generic Bus

Wednesday, June 21, 2006 1:00:00 AM
SYSTEM

Microsoft

Microsoft Windows

10.0.26100.1150

machine.inf

Bl Generic Bus

Class

Class GUID

Device Status

PNP Device Identifier

Manufacturer

System devices
{4d36e97d-e325-11ce-bfc1-08002be10318}
Device is working properly.
ACPI\PNPOA05\52

(Standard system devices)

21 Driver Details

Driver Date
Device Class
Driver Provider
Signed By
Driver Version

Inf Name

Generic Bus

Wednesday, June 21, 2006 1:00:00 AM
SYSTEM

Microsoft

Microsoft Windows

10.0.26100.1150

machine.inf

B Generic Bus

Class

Class GUID

Device Status

PNP Device Identifier

Manufacturer

System devices
{4d36e97d-e325-11ce-bfc1-08002be10318}
Device is working properly.
ACPI\PNPOAO05\47

(Standard system devices)

21 Driver Details

Driver Date
Device Class
Driver Provider
Signed By
Driver Version

Inf Name
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SYSTEM

Microsoft

Microsoft Windows
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machine.inf
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Generic Bus

Bl Generic Bus

Class System devices
Class GUID {4d36e97d-e325-11ce-bfc1-08002be10318}
Device Status Device is working properly.

PNP Device Identifier ACPI\PNP0OAO5\51

Manufacturer (Standard system devices)

21 Driver Details

Driver Date Wednesday, June 21, 2006 1:00:00 AM
Device Class SYSTEM

Driver Provider Microsoft

Signed By Microsoft Windows

Driver Version 10.0.26100.1150

Inf Name machine.inf

Generic Bus

Bl Generic Bus

Class System devices
Class GUID {4d36e97d-e325-11ce-bfc1-08002be10318}
Device Status Device is working properly.

PNP Device Identifier ACPI\PNPOAO5\4F

Manufacturer (Standard system devices)

“3 Driver Details

Driver Date Wednesday, June 21, 2006 1:00:00 AM
Device Class SYSTEM

Driver Provider Microsoft

Signed By Microsoft Windows

Driver Version 10.0.26100.1150

Inf Name machine.inf

Generic Bus

Bl Generic Bus

Class System devices
Class GUID {4d36e97d-e325-11ce-bfc1-08002be10318}
Device Status Device is working properly.

PNP Device Identifier ACPI\PNPOAO5\AE

Manufacturer (Standard system devices)

Page 89 of 737 Contoso Travel



21 Driver Details

Driver Date

Device Class

Driver Provider
Signed By
Driver Version

Inf Name

Generic Bus

Wednesday, June 21, 2006 1:00:00 AM
SYSTEM

Microsoft

Microsoft Windows

10.0.26100.1150

machine.inf

Bl Generic Bus

Class

Class GUID

Device Status

PNP Device Identifier

Manufacturer

System devices
{4d36e97d-e325-11ce-bfc1-08002be10318}
Device is working properly.
ACPI\PNPOAO5\4D

(Standard system devices)

21 Driver Details

Driver Date
Device Class
Driver Provider
Signed By
Driver Version

Inf Name

Generic Bus

Wednesday, June 21, 2006 1:00:00 AM
SYSTEM

Microsoft

Microsoft Windows

10.0.26100.1150

machine.inf

B Generic Bus

Class

Class GUID

Device Status

PNP Device Identifier

Manufacturer

Sys