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XIA Configuration Version
10.2

XIA Configuration Server version 10.2 provides an update to the Windows machine basic compliance
benchmark and various other updates and fixes.

Upgrading from a version older than v10.17

If you're upgrading from a version older than v10.1, please also check the previous version upgrades.

e Version 10.1 upgrade notes

e Version 10.0 upgrade notes

e Version 9.1 upgrade notes

e Version 9.0 upgrade notes

e Version 8.2 upgrade notes
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https://www.centrel-solutions.com/media/xiaconfiguration/xcs101upgradenotes.pdf
https://www.centrel-solutions.com/media/xiaconfiguration/xcs10upgradenotes.pdf
https://www.centrel-solutions.com/media/xiaconfiguration/xcs91upgradenotes.pdf
https://www.centrel-solutions.com/media/xiaconfiguration/xcs9upgradenotes.pdf
http://www.centrel-solutions.com/media/xiaconfiguration/xcs82upgradenotes.pdf

ODBC Driver 17 for SQL Server

The installation now uses the Microsoft® ODBC Driver 17 for SQL Server® to perform the installation.
This is installed automatically as a prerequisite.

6

Prerequisites

Select which prerequisites will be installed

MName Reguired Found Action

MET Framework 4.6.2 Installed Skip
+ | ODBC Driver 17 for SQL Server  17.2.0.10r ... Must Install
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https://www.microsoft.com/en-us/download/details.aspx?id=56567

BREAKING: Basic Benchmark Settings

The Windows machine Basic Compliance Benchmark has been updated to version 2.0.0 and now has
a range of new tests and configuration settings.

The configuration settings have moved to a dedicated tab within the Windows machine agent
settings. Customers should review the default settings and adjust them to meet their organizations
requirements.

local Service | Files | Registry | Tolerance | SNMP | Plugins | PowerShell | WM
Scan Method | Basic Compliance Benchmark | Optional Compenents | Agent Detection

Use Basic Compliance Benchmark Custom Settings

Exclude Resulis
Remove Excluded Results
Scan Action Scan (continue on failure)
Section 1: Password Policy Password Policy

1.1 Enforce Password History

1.2 Madmum Password Age

1.3 Minimum Password Age

1.4 Minimum Password Length
Section 2: Account Lockowt Palicy

201 Account Lockout Duration

2.2 Accourt Lockaout Threshold {Masdmum)

2.2 Accourt Lockaout Threshold {Minimum)

2.3 Reset Accourt Lockout After (Madmum)

2.3 Reset Accourt Lockout After (Minimum)
Section &: Securty Options

&.10 Mumber Cached Logons (Servers)

&.10 Mumber Cached Logons (Workstations)

6,27 Maximum Machine Accourt Password Age

Retum Waming For Additional Auditing

Determines whether the system should retum a "Waming” result if the advanced audit policy is
configured far a higher audit level that desired.
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