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XIA Configuration Version 14

XIA Configuration Server version 14.0 includes a completely rewritten and updated Azure tenant
agent as well as several general improvements and updates.

e Completely rewritten and updated Azure Tenant Agent.
e Support for VMware vSphere 7.0.
e |Improved XIA Configuration Client Administration Tools user interface.

e Several general updates and fixes.

Upgrading from a version older than v13.17

If you're upgrading from a version older than v13.1, please also check the previous version upgrade
notes.

e Version 13.1 upgrade notes

e Version 13.0 upgrade notes

e Version 12.2 upgrade notes

e Version 12.1 upgrade notes

e Version 12.0 upgrade notes

e Version 11.1 upgrade notes

e Version 11.0 upgrade notes
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https://www.centrel-solutions.com/media/xiaconfiguration/xcs131upgradenotes.pdf
https://www.centrel-solutions.com/media/xiaconfiguration/xcs130upgradenotes.pdf
https://www.centrel-solutions.com/media/xiaconfiguration/xcs122upgradenotes.pdf
https://www.centrel-solutions.com/media/xiaconfiguration/xcs121upgradenotes.pdf
https://www.centrel-solutions.com/media/xiaconfiguration/xcs120upgradenotes.pdf
https://www.centrel-solutions.com/media/xiaconfiguration/xcs111upgradenotes.pdf
https://www.centrel-solutions.com/media/xiaconfiguration/xcs11upgradenotes.pdf

TO0O858 - BREAKING: The Azure Tenant agent now
requires the Az PowerShell module

The new Azure tenant agent now uses the Azure Az PowerShell module.

The existing AzureRM PowerShell modules must be removed and the Azure Az PowerShell module
installed.
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https://docs.microsoft.com/powershell/azure/new-azureps-module-az
https://docs.microsoft.com/powershell/azure/new-azureps-module-az

TO0906 - BREAKING: The Azure tenant data model has
changed

The data model for Azure tenants has been updated. The tenants must be rescanned using the latest
version of the XIA Configuration Client.

Azure tenants scanned with a previous version of the XIA Configuration Client will display a warning.

X

@ localhost/XIAConfiguration/ltemTypes/AzureTenant.aspx?ltemID=10108&VersionID=0

File Tools Help

DIAEWE[v A0

|[ Find |

contoso.com | Azure Tenant | 1010
General Information

E Client Information
b; Effective Permissions An Azure tenant is an instance of Azure Active Directory and corresponding resources that
B2 Relationships represents an organization.

m Security

Wersion Histo
© Version H v The item was created using version "10.2 2" of the XIA Configurafion Client.
A {Unsupported Version} . Please upgrade the X1& Configuration Client and rezcan the Azure tenant.

[@) Hierarchy

4b  Azure Active Directory

0, Resource Types
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TO0859 - BREAKING: Azure classic virtual machine
support

Azure classic virtual machines are now deprecated, and specific information will no longer be

collected by the XIA Configuration Client for them, however they will still be scanned as basic
resources.

6|Page XIA Configuration Server



TO0854/T00855 — Operating System Requirements

The supported operating systems for XIA Configuration Server and the XIA Configuration Client have
been updated.

e XIA Configuration Server can no longer be installed on Windows Server 2012.

e XIA Configuration Server and the XIA Configuration Client can no longer be installed on
Windows 8.1.
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T00902 - Windows Management Framework v5.1

To ensure consistency, the XIA Configuration Server and XIA Configuration Client require the Windows
Management Framework 5.1 to be installed.

The Windows Management Framework 5.1 is already included in Windows 10, Windows Server 2016
and above.

https://www.microsoft.com/download/details.aspx?id=54616
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https://www.microsoft.com/download/details.aspx?id=54616

TO0884/T00885 — Active Directory Domain and Forest
Functional Levels Update

The data model for Active Directory Domains has been updated. The domains must be rescanned
using the latest version of the XIA Configuration Client.

Active Directory Domains scanned with a previous version of the XIA Configuration Client will display
“Unknown” values for the domain and forest functional levels.

Tools Help
DD EF[VA|EO

|[ Fina |

: demoxecs2022.int | Active Directory Domain | 1011

General Information
- B2 Client Information
[ ] - P
-~ g5 Effective Permissions .
22 oo General Information
- @ Serurity Active Directory Is a centralized authentication and directory service based around standards such as the
€3] Version History Lightweight Directory Access Protocol (LDAP) and Kerberos. It stores information about user accounts,
| demoxcs2022.int (Unknown) roups, distribution lists as well as information for directory enabled applications such as Microsoft
groups, ry pp!
=~ Directory Service Exchange Server.

The forest acts as a security boundary for an organization and defines the scope of authority for
administrators. By default, a forest contains a single domain, which is known as the forest root domain

5] Domain Controllers however additional domains can be created in the forest.

| ForeignSecurityPrincipals I

| Managed Service Accounts K i General Information

1 users :

E:EJ' Default Domain Policy -

% Fine-Grained Password Policies NetBIOS Name DEMOXC32022

Domain Name demoxes2022 int

#-L Group Policy Objects ‘}| Domain sID 5-1-5-21-3437556102-2303254981-1315332682
=- Inter-Site Transports -

2R

Domain Functional Level Unknown

Forest Functional Level Unknown

% Operations Masters

EE Schema

: Mg Schema Classes

CH sites

[ Default-First-Site-Name
'-:}3 Subnets

[0 Trusts Logon Timesync Interval | Default

Forest Name demoxcs2022.int

Root Domain SID 3-1-5-21-3437556102-2303254981-1315332652

(il Logon Settings

= Active Directory Recycle Bin

Enabled | False
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TO0907 - BREAKING: Scan results file format

Due to major changes in the scan result file format, following the upgrade to XIA Configuration Server
v14 the previous scan results files will no longer be visible.

File  Tools Help
¥ Connect ¥, Disconnect 5] Service Settings |all Save Configuration

4 [}# DEMO-XCS-12R2
4 g Scan Profiles

4 g Default Profile

[ Scan Tasks i N Initiztor

P —
% Default Agent Settings 022\ Administrator

4 5 Azure Test
[ Scan Tasks
%] Default Agent Settings
#3 Dynamic Agent Plugins
o Scan Mornitor
Scan Results

Scan Schedules

Attempting to display the scan results file will display a warning.

ii The scan results file is a classic scan result and cannot be viewed,

The classic scan results files can be removed when the information is no longer required.
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TO0880 - VB.NET was deprecated and removed

The VB.NET language has been deprecated and removed from the Dynamic Code Editor .NET which
now supports only CH#.NET.

PowerShell scripts can still be run using the ExecutePowerShell() and ExecutePowerShellScript()
methods.

Users with existing plugins written in VB.NET should migrate these to C#.NET before upgrading to XIA
Configuration Server v14.0.

|_|_|l;*

I Save #l Validate Compilation Format Document =B References

[Flusing CENTREL.XIA.Configuration.Client.Model;
using CENTREL.XIA.Configuraticn.Types;

using CENTREL.XIA.Support;

L using System;

[=lnamespace CENTREL.XIA.Configuration.Agents

1

=
u:-mumm-pl.umn—*%

f/f <summary:

/7 Provides custom plugin functicnality.

A7 </ summary>

public class DynamicAgentPlugin : DynamicAgentPluginBase

t
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J/ <summary:

/// Provides the code executed by this plugin.
JA </ summary >

public override woid Execute()

{
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ExecutePowerShellScriptFile(@"D:\Scripts\Sample.psl™);

fa
=

}
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