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XIA Configuration Version 18.1

XIA Configuration Server version 18.1 includes:

Support for Azure SQL Managed Instances.

e Support for scanning SQL Server and Azure SQL databases using Entra service principals.
e Anew built-in SQL Server Security Compliance Benchmark.

e An updated built-in Windows Security Compliance Benchmark.

e Updated support for Exchange Online and Exchange On-Premises organizations.

e A new high speed search system including the ability to search for security identifiers and
item identifiers.

e An updated and refined relationships detection system.

e Various bug fixes and improvements.

Upgrading from a version older than v18.07

If you're upgrading from a version older than v18.0, please also check the previous version upgrade
notes:

e Version 18.0 upgrade notes

e Version 17.1 upgrade notes

e Version 17.0 upgrade notes

e Version 16.1 upgrade notes

e Version 16.0 upgrade notes

e Version 15.2 upgrade notes

e Version 15.1 upgrade notes

e \ersion 15.0 upgrade notes

e \ersion 14.2 upgrade notes

e Version 14.1 upgrade notes

e Version 14.0 upgrade notes
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https://www.centrel-solutions.com/media/xiaconfiguration/xcs180upgradenotes.pdf
https://www.centrel-solutions.com/media/xiaconfiguration/xcs171upgradenotes.pdf
https://www.centrel-solutions.com/media/xiaconfiguration/xcs170upgradenotes.pdf
https://www.centrel-solutions.com/media/xiaconfiguration/xcs161upgradenotes.pdf
https://www.centrel-solutions.com/media/xiaconfiguration/xcs160upgradenotes.pdf
https://www.centrel-solutions.com/media/xiaconfiguration/xcs152upgradenotes.pdf
https://www.centrel-solutions.com/media/xiaconfiguration/xcs151upgradenotes.pdf
https://www.centrel-solutions.com/media/xiaconfiguration/xcs150upgradenotes.pdf
https://www.centrel-solutions.com/media/xiaconfiguration/xcs142upgradenotes.pdf
https://www.centrel-solutions.com/media/xiaconfiguration/xcs141upgradenotes.pdf
https://www.centrel-solutions.com/media/xiaconfiguration/xcs140upgradenotes.pdf

Updated Indexing System

The system now automatically generates indexes for items when they are created or updated. This
allows for a faster, more efficient, and more intelligent search and relationship matching system.

The detected indexes can be viewed in the user interface.

Indexes are generated for each item to provide fast, reliable identifiers used to accelerate functionality such as
search and relationship detection. The information in this section always displays the indexes for the current live

/LOL'I:I Indexes

VErsion.

A 13 1tem Indexes

- Type Component Type Component Display Name Value

O Canonical Name Domain Controller CSDEMO-DCO1 CSDEMO-DCOT

¢ Canonical Name Domain Controller CSDEMO-DC02 CSDEMO-DCO2

7 Canonical Name Domain Trust emea.centrelsolutionsdemo.int emea.centrelsolutionsdemo.int

<7 Canonical Name None centrelsolutionsdemo.int

Elg, Domain Security Identifier Domain Controller CSDEMO-DCO1 §-1-5-21-3339536540-T46212746-1526301273-1000

& Domain Security Identifier Domain Controller CSDEMO-DC02 5-1-5-21-3339536540-746212746-1526301273-111

“" Forest Mame None centrelsolutionsdemo.int

O Fully Qualified Domain Name None centrelsolutionsdemo.int

b MetBIOS Mame None CSDEMO

El_:, Security |dentifier Domain Trust emea.centrelsolutionsdemo.int 5-1-5-21-4001604914-3476277476-2905698323

& Security Identifier None 5-1-5-21-3339530540-746212746-1526301273

mE Serial Number Domain Controller CSDEMO-DCO01 VMware-56 4d 4f0e f3 9a ef 95-ed 03 ca f3 02 f2 14 fe
mE Serial Number Domain Controller CSDEMO-DC0Z VMware-36 4d 14 9a 67 5f Of 4a-e7 be 4c f4 a8 67 1f db

Update ltem Indexes
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Following an upgrade to version 18.1 for the new functionality to be available the items should be
rescanned with the latest version of the XIA Configuration Client.

To update the indexes manually either click the “Update Item Indexes” button in the user interface, or
right-click the items and select Advanced > Update Item Indexes in the context menu.

. 2 Itemis)
Item ID Type - Name
I b 1144 Active Directory Domain centrelsolu is a demonstration Active Directory domain.
New Item...
b 1168 Active Directory Domain emea.centl

Generate Documentation
@ Save As XML

Delete

Advanced B fﬁ] Update Item Indexes

a1 X

t

Compare

(k3

Update Environment ldentifiers

Duplicate 3

Decommissioning b

Increment Version Number

Move To Container

Move To Location

Edit Security

Select All

" C H & a0 © & B O

Properties
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Exchange Schema Update

The schema has been updated for Exchange organizations to include new information. This affects
both Exchange On-Premises and Exchange Online.

For information to be available the Exchange organizations must be scanned with the XIA
Configuration Client v18.1.0 or above.

Contoso Corporation

Microsoft Exchange is an enterprise-class email and calendaring system, available either as a cloud-based

solution, or as an on-premises installation.

The item was created using version "18.0.0° of the XIA Configuration Client.
Please upgrade the XIA Configuration Client to version 18.1.0 or above and rescan the Exchange Organization.
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Updated Compliance Benchmarks

The built-in compliance benchmarks for Windows Servers, SQL Servers and SQL Server Managed
Instances have been updated.

These benchmarks will be available automatically when the items have been scanned with the XIA
Configuration Client v18.1.0 or above.

Passed 175
Failed 154
Excluded
Other —:
o 20 40 &0 80 100 120 140 160 180

|£ 332 Benchmark Results

Ref. Result Title Configured Value

[ Section 1: Password Policy

@ 1.m Passed Set “Enforce password history” to remember at least 24 passwords 24

@ 1.02 Passed Set "Maximum password age” to 60 days or less 42 days
@ 1.03 Passed Set "Minimum password age” to at least 1 day(s) 1 days
@ 1.04 Failed Set "Minimum password length” to 14 or more characters 7

@ 1.05 Passed Set "Password must meet complexity requirements” to "Enabled” Enabled
@ 1.06 Passed Set "Store passwords using reversible encryption” to "Disabled” False

=5 Section 2: Account Lockout Policy

@ 20 Failed Set the "Account lockout duration” to 30 minutes or longer Not Applicable
G 2.02 Failed Set the "Account lockout threshold” to greater than 4 and less than 10 0
@ 2.03 Failed Set the "Reset account lockout counter after” value to between 15 minutes and 30 minutes Not Applicable

Set the "Windows Security: App and browser protection: Prevent users from modifying

57.01 i
® Failed settings” security option to “Enabled”

Not Defined
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SQL Server Entra Service Principals

The XIA Configuration Client now supports scanning SQL Server and Azure SQL databases using Entra
service principals.

This can be set in the agent settings.
https://www.centrel-
solutions.com/media/xiaconfiguration/adminguideweb/SqlinstanceAgentSettings.html

#Y SOL Instance Agent Sethings

Local Service Tolerance PowerShell WM Plugins

Connection Built-In Compliance Benchmark Optional Cempenents

Connection Settings

Enter the settings to use for the database server connection.

Authentication

Microsoft Entra Service Principal ~

Application (Client D)
172c1017-b58d-446f- b909-0fab 3f4f6bde

Client Secret

Advanced Connection Settings

0K Cancel
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https://www.centrel-solutions.com/media/xiaconfiguration/adminguideweb/SqlInstanceAgentSettings.html
https://www.centrel-solutions.com/media/xiaconfiguration/adminguideweb/SqlInstanceAgentSettings.html

