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XIA Configuration Version 9.0

XIA Configuration Server version 9.0 adds new support for documenting Microsoft Azure resources to
the existing range of capabilities, as well as official support for Windows Server 2016 and various
enhancements and fixes.

Some of these updates require that data model changes be made that break existing data within the
system*

Upgrading from a version older than v8.27

If you're upgrading from a version older than v8.2, please check the previous upgrade notes:

e \ersion 8.2 upgrade notes

e \ersion 8.1 upgrade notes

* This is in addition to any breaking changes from previous versions. If you are upgrading for example from version 8.0 then
you should read the version 8.1 upgrade notes in addition to this document.
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http://www.centrel-solutions.com/xiaconfiguration/capabilities.aspx
http://www.centrel-solutions.com/media/xiaconfiguration/xcs82upgradenotes.pdf
http://www.centrel-solutions.com/media/xiaconfiguration/xcs81upgradenotes.pdf
http://www.centrel-solutions.com/media/xiaconfiguration/xcs81upgradenotes.pdf

T00249 - Local Accounts

The Windows machine agent, Local Accounts setting in the XIA Configuration Client has changed from
a true/false option to an OptionalComponent.

If you have changed this setting previously to false you may need to change this setting now to one of
the new options.

Settings | Options |Detec:tion I Local Service | Files ITD|E-‘|EIHCE | SNMP | Plugins | PowerShell

M=

Disk Quota Entries Falze ~
Environment Varables True
Environment Variables (User) False
Event Log Entries 5
Local Account Policies Scan (continue on failure)

Scan (continue on failure) [v]
Local Administrator Password Solution (LAPS Scan (continue on failure)

E90426 - Windows Firewall using PowerShell

The Windows Firewall configuration can now be read using windows PowerShell remoting from
remote machines. This provides numerous advantages including reliability, and the ability to
document individual firewall rules configured within Group Policy objects.

Users may however notice that the data comparer will highlight changes in Windows machines as the
new improved information is gathered.

‘ DEMO-CORE-2016 | Windows Server | 30059

Inbound Rules

Inbound rules determine what action should be taken by the firewall when inspecting traffic coming into the machine from external sources. Only enzbled rules are displayed
[ 88 Windows Firewall Rules

‘ Rule Name || Profile Names | Protocol Local Addresses || Local Ports ” Remote Addresses ” Remote Ports
@ @{Microsoft AAD. BrokerPlugin_1000.14393.0.0_neutral_neutral_cwSn1h2tcyewy... Domain, Private Any Any Any

@ @{Microsoft AAD.BrokerPlugin_1000.14393.0.0_neutral_neutral_cwanTh2tcyewy... Domain, Private Any Any Any

@ @{Micresoft Windows.CloudExperienceHost_10.0.14393.0_neutral_neutral_cw5Sn Domain, Private Any Any Any

@ @{Microsoft Windews CloudExperienceHost_10.0.14393.0_neutral_neutral_cw5n Domain, Private Any Any Any

@ @{Microsoft Windows Cortana_1.7.0.14393_neutral_neutral_cw5n1h2teyewy ms- Domain, Private, Public Any Any Any

@ @{Microsoft Windows.Cortana_1.7.0.14393_neutral_neutral_cw53n1h2tcyewy?ms-.. Domain, Private, Public Any Any Any

@ AlJoyn Router (TCP-In} Domain, Private TCP Any 9955 Any Any
@ Alloyn Router (UDP-In} Domain, Private uopP Any Any Any Any
@ Cast to Device functionality (qWave-TCP-In} Private, Public TCP Any 77 Any Any
@ Cast to Device functienality (qWave-UDP-In) Private, Public uopP Any bl Any Any
@ Cast to Device SSDP Discovery (UDP-In} Public uoP Any Ply2Disc, Any Any
@ Cast to Device streaming server (HTTP-Streaming-In} Public TCP Any 10246 Any Any
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