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XIA Configuration Server

XIA Configuration Server is a network documentation tool which automates the audit, inventory and

documentation of your IT infrastructure including reporting, analysis and change tracking.
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Installation

This section describes the installation process of XIA Configuration Server. For information about the
removal of the product see the uninstallation section.

e Download the latest installation package.

e Ensure you have an appropriate license file, or request a trial license.

e Review the roles and features that will be automatically installed.

e Check that the system you are installing on meets the server requirements.

e Check that you have a database server that meets the database requirements.
e Start the installer.

e |[fthe .NET Framework 4.8 is not installed the Prerequisites Setup Wizard will be displayed.

I? AlA Configuration Server Setup >

Welcome to the Prerequisites Setup Wizard

Setup has determined that some of the prerequisites needed to run X4
Configuration Server are missing. Setup will now assist you in getting and

0 ‘ installing those prerequisites.

e You will be prompted to install the .NET Framework 4.8 as required.
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https://dotnet.microsoft.com/download/dotnet-framework/net48

I? XA Configuration Server Setup
Prerequisites
Select the prerequisites to be installed.
Mame Required Action
MET Framework 4.8 Must Install
S prwrann | s e

The .NET Framework 4.8 will be installed and a log file created for the installation.
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I?'_ XI& Configuration Server Setup

Prerequisites Setup Progress

Please wait while the Setup Wizard installs prerequisites for X4
Configuration Server. This may take several minutes,

Status: Installing JMET Framewaork 4.8

e You may be required to reboot to continue the installation. The installation will resume
automatically after logging in following the reboot.

e The main installation screen will then be displayed.
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I? XA Configuration Server Setup *

XIA Configuration Server Setup

Setup will install XI& Configuration Server on your computer. Click "Mext"
to continue or "Cancel” to exit setup.

— Installation Guide

Open the installation guide in a web browser

e Review the End User License Agreement (EULA) and only accept if you agree to the terms. If you
do not accept the terms of the agreement please cancel the installation.
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I? XA Configuration Server Setup

End User License Agreement (EULA)
Please review the end user license agreement (EULA) and enly proceed if
you agree to the terms.

CENTREL SOLUTIONS LTD A
XA Configuration Server
Copyright © 2008-2024 CENTREL Solutions Ltd

EMD-USER LICEMSE AGREEMEMT
Last revised 16™ January 2024

IMPORTANT - PLEASE READ THIS END-USER LICENSE
AGREEMENT ["AGREEMENT") CAREFULLY BEFORE
DOWNLOADING OR USING THE SOFTWARE PRODUCT INCLUDED |

i) I accept the terms in the License Agreement

(®) I do not accept the terms in the License Agreement

e Select the directory into which XIA Configuration Server should be installed and click Next.

I? XA Configuration Server Setup —

Installation Folder

‘/: Please select the installation folder.

Folder:
ChProgram Files\ CEMTREL Solutionsh\X1A Configuration®, Browse...
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e Enter the application name, this is used to form the URL at which XIA Configuration Server can
be accessed and click Next.

I? XA Configuration Server Setup x

Virtual Directory Application

Enter the |15 virtual directory application name.

Application Name
¥lAConfiguration

By default you can access this server via
http s} CEMTREL-WS01/XIAConfiguration

e Determine whether to use the Network Service account as the web server account
(recommended) or whether to use a specific account.
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I? XA Configuration Server Setup %

Web Server Credentials Type

Select the web server credentials type to use for the 15 application pool.

(®) Use the Metwork Service account (recormnmended)

() Use specific credentials

e |f Use specific credentials was selected then enter the credentials for the web server account
and click Validate Credentials to validate the account, and then click Next.
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I? XA Configuration Server Setup

Web Server Credentials

These credentials are used for web server and access to the SCL
? Server database. They are not used for scanning items and require
anly minimal privileges,

Uzername

| AiaConfigurationServer |

Domain

| DEMONSTRATION |

Pazsword

Validate Credentials

Select or enter the instance name of a local or remote Microsoft SQL Server that meets the
database requirements.

Enter the database name and click Validate, and then click Next.
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I? XA Configuration Server Setup *

Database Settings

Enter the database settings used by XA Configuration Server.

SOL Instance Mame
| (local)SOLEXPRESS v|

Database Mame

| AlACaonfiguration |

[] Use existing database, preserving the schema

Validate

SQL Express
If you don't have 0L Server you can download

SOL Express (FREE).

€

If you do not have Microsoft SQL Server installed you can download Microsoft SQL Express for
free.

Click Browse to browse for the trial or production license file you have been provided. If you do
not have a license you can request a trial license.
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I? XA Configuration Server Setup *

License File

‘/: Select the XA Configuration Server license file to use.

License File

Browse...

=h Request Trial License

?: If you don't have a trial license you can request
one (FREE).

e Select the trial or production license file you have been provided (this must have a .licx
extension) and click Open and then click Next.

e Enter the credentials to use for the service account, this is the account that will by default be
performing the scans of devices and click Validate.
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I? XA Configuration Server Setup %

Client Service Account

0

This account is used to connect to and scan machines and items on
the network. This account needs sufficient privilege to perform
these tasks.

Uzername

| AiaConfiguration |

Domain

| DEMONSTRATION |

Pazsword

Validate Credentials

e NOTE: When using a computer on a WORKGROUP enter the computer name in the Domain field.

e Confirm that the account has the appropriate permissions and click OK, then click Next.

Validation 16.2.0.0 >

The username and password are valid.
The account will be granted the 'Logon as a Service’ privilege,

The account has Administrators privilege,

e Determine the appropriate advanced settings and click Next.
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& xa Configuration Server Setup

Advanced Settings

The client and server advanced settings to use.

Organization name (this can be changed later)

| Demonstration Company

Setup and schedule the default scan profile
Add the current user (Administrator) as a systemn administrator
Install Active Directory tools

Enable PowerShell Remoting and configure trusted hosts settings

e Click Install to begin the installation.

& xa Configuration Server Setup
XIA Configuration Server Setup
XIA Cenfiguration Server is now ready to install.

Application Name:
XIACenfiguration

Database Instance:
(local)

Database Mame:
XIAConfiguration

Web Server Account:
MNT AUTHORITY\METWORE SERVICE

Service Account:
DEMOMSTRATION XiaConfigurationSers

Cancel < Back Install
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e When the installation is complete you will be prompted to View Server or Configure Scan Client.

I? KA Configuration Server Setup >

X1A Configuration Server Setup Complete

XA Configuration Server setup has completed.

—= View Server

Open XIA Configuration Server in a web browser

—> Configure Scan Client
Configure the XIA Configuration Client

e |f you experience any issues please see the server installation issues section.

e For more information, view the performing your first scan section.
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Server Requirements

This section describes the requirements for the installation of XIA Configuration Server.
Operating Systems (Server)

The following operating systems are supported for installation of a production version of XIA
Configuration Server:

e Windows Server 2025

e Windows Server 2022

e Windows Server 2019

e Windows Server 2016

e Windows Server 2012 R2

Desktop Operating Systems
The following desktop operating systems are supported for testing purposes and single user
technician license installations:

e Windows 11 Pro (64-bit)

e Windows 10 Pro Anniversary Edition (64-bit)

.NET Framework

e _NET Framework 4.8 * (installed automatically) **

ODBC Driver

e Microsoft® ODBC Driver 18 for SQL Server® (installed automatically) *

Windows Management Framework

e Window Management Framework 5.1 (pre-installed on Windows 10, Windows Server 2016 and

above).

Internet Information Server

e Internet Information Server * (installed automatically)
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Acrobat Reader

e |tisrecommended that Acrobat Reader is installed on the machine running XIA Configuration
Server to allow the viewing of generated documentation.

SQL Server

e A Microsoft SQL server is required - for more information see the database requirements
section.

* This prerequisite is a shared component and not removed when the product is uninstalled.

** Please see the Microsoft .NET Framework 4.8 installation requirements for further information.
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Client and Server Advanced Settings

When installing XIA Configuration Server the following client and server advanced settinsg are

presented.

? XA Configuration Server Setup %

Advanced Settings

The client and server advanced settings to use.

Organization name (this can be changed later)

Demenstration Company

Setup and schedule the default scan profile
Add the current user (Administrator) as a system administrator
Install Active Directory tools

Enable PowerShell Remoting and configure trusted hosts settings

Cancel < Back Mext =

Organization name

This determines the organization that will be set automatically as the root container name, branding
in the browser title, and text in the PDF footer. This can be changed later in the configuration
settings. This has no effect if the Use existing database setting was checked during the installation.

Setup and schedule the default scan profile
Determines whether the installation should create a scan profile which is scheduled to automatically

scan common items.

Add the current user ([Account Name]) as a system administrator
Determines whether the user performing the installation should be automatically added as a system

administrator.
Install Active Directory tools

Determines whether the installation should install the following Active Directory tools that are

required by the Active Directory agent.
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e Active Directory module for Windows PowerShell (RSAT-AD-PowerShell)
e DFS Management Tools (RSAT-DFS-Mgmt-Con)
e Group Policy Management (GPMC)

Enable PowerShell Remoting and configure trusted hosts settings

Determines whether the installation should enable PowerShell remoting on the local machine, and

configure the trusted hosts setting to allow connections to any host.
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Configure SSL (HTTPS)

To configure XIA Configuration Server to use SSL complete the following steps.

NOTE: This section is for guidance only, for more information review the documentation for the

version of Internet Information Server (1IS) in use.

e An SSL certificate in .pfx format is required before proceeding - this can be generated by your
network administrator or purchased from a 3rd party.

e Open the Internet Information Server (IIS) Manager tool.

e Select the server node, then double click Server Certificates.

&3 Internet Information Services (IIS) Manager - O *
& & | €5, DEMO-XCS-2022 » & = @
File  View Help
Connections Actions
@9 DEMO-XCS-2022 Home
iﬁ:" H &. : Open Feature
------ gy Start Page
Filter: ~ W Go - 5 Show All Manage Server
v -9 DEMO-XCS-2022 (DEMONSTRAT | - Go - 5y ShowA 2 (|2 g
[} Application Pools HTTP ISAPland  ISAPIFilters  Logging P - FES .
s [ Sites Respon..  CGI Restri... z Start
[N St
-__1"12 " 3 2| = op
J 4=t i, = View Application Pools
MIME Types  Modules Output Request View Sites

Caching Filtering
) Get New Web Platform

q Compenents
& o @ Help
i Server Worker
i Certificates | Processes

Management A
- -
= B & &
= £y
Centralized Configurat... Feature 1S Manager
Certificates Editar Delegation  Permissions

& 2 EH

115 Manager Management  Shared

Users Service Configurat... v
. ;| [ Features iew ] & Content View
Ready Q.

e Right click and select Import
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&5 Internet Information Services (I1S) Manager - O X
& & | €5, DEMO-XCS-2022 » & @

File  View Help

Q"i! Server Certificates
iﬁ," H &, 4 Import...
o gﬂ Start Page Use this feature to request and manage certificates that the Web Create Certificate Request...
¥ ﬂ DEMO'X_G'_M (DEMONSTRAT | cerver can use with websites configured for 55L. Complete Certificate Request...
o Q Application Pools
)' @] Sites Filter: + W Go - % Show All _ Create Domain Certificate...
MName lssued To Create 5elf-Signed Certificate...

Enable Automatic Rebind of
Renewed Certificate

@ Help

Import... |

Create Certificate Request...

Complete Certificate Request...

Create Domain Certificate...

Create Self-5igned Certificate...

Enable Automatic Rebind of Renewed Certificate

@ Help

£ >

< 5 | [[=] Features View |72 Content View

Ready Q.

e Browse to the SSL certificate and enter the password.

Import Certificate ? >

Certificate file {.pfx):

| CENTREL Solutions. pfix |

Password:

Select Certificate Store:

| Persanal - |

Allow this certificate to be exported

QK Cancel

e Ensure that the certificate is installed.
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ﬁ Internet Information Services (15) Manager

— O x

e > |95 » DEMO-XCS-2022 »

& ot @

File  View Help

@-H 2|8

P ?ﬂ Start Page
v qﬂ DEMO-XC5-2022 (DEMONSTRAT

..... @ Application Pools
5 .[&] Sites Filter:

(Comections @3 server Certfcates

Use this feature to request and manage certificates that the Web
server can use with websites configured for S5L.

- % Go - g Show All |

Mame

Issued To

www.centrel-solutions.com

www.centrel-solutions.com

<

Ready

< > | [0 Festures View | 5 Content View

Import...

Create Certificate Request...
Complete Certificate Request...

Create Demain Certificate...

Create 5elf-Signed Certificate...

Enable Automatic Rebind of
Renewed Certificate

a Help

e Select the web site hosting XIA Configuration Server and click Bindings

ﬁ Explore
Edit Permissions...

Edit Site
Bindings...
Basic Settings...

View Applications
View Virtual Directories

e Add a new binding selecting the certificate and assign the host name as required.
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Add Site Binding

Type: IP address: Port:
https ~ | |All Unassigned v| |443 |
Host names:

|www.centrel-so|uti ONs.com |

] Require Server Mame Indication

[ ] Disable TLS 1.3 over TCP [ ] Disable QUIC
[] Disable Legacy TLS [] Disable HTTR/2
[] Disable OCSP Stapling

S5L certificate:

| www.centrel-solutions.com A Select... View...

] Cancel

e Optionally remove the default HTTP binding if required.

Site Bindings ?
Type Host Mame Port IP Address Binding Informa... Add...
https  www.centrel-solutions.... 443 : i

Edit...
Remove

Browse
Close

e Select the XIA Configuration Server application and double click SSL Settings.
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&5 Internet Information Services (I1S) Manager - O *
& | @ » DEMO-XCS-2022 » Sites » Default Web Site » w @
File  View Help
Connections . Actions
0 Default Web Site Home ~
iﬁ," H .tl & Open Feature
------ gy Start Page |
Filter: - W Go - 5 Show Al 4 Explore
v -9 DEMO-XCS-2022 (DEMONSTRAT | _ " Go - Gy Show A .
; T Edit Permissions...
.[Z} Application Pools Document 2
w .[&| Sites _ Edit Site
5 &b Default Web Site | Q'ﬂ. & Bindings...
) Basic Settings...
Directory  Error Pages Handler HTTP
Browsing Mappings Respon View Applications
1 Y View Virtual Directories
O B = &
J A\ Manage Website ()
ISAP| Filters  Loggin MIME Types  Modules "
g9ing P = Restart
o, o= P Start
#@ o= & : B Stop
Output Request $L5ett|ngs Browse Website
Caching Filtering Browse 80 (http)
Management ~ Advanced Settings...
& Configure
y Limits...
Configurat... 15 Manager .
Editor Permissions v HSTS...
Add FTP Publishing...
. , | [EFeatures view] i Content view @ rep .
Ready Q.

e Select Require SSL if required.
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?j Internet Information Services (15) Manager

O x

|w r DEMO-XC5-2022 » Sites » Default Web Site »

W@

—
File  View Help
Connections

€-H|z 8

v --qj DEMO-XC5-2022 (DEMOMNSTRAT
..... Q Application Pools
v .[&] Sites
> 4P Default Web Site

£ >

0 SSL Settings

This page lets you modify the 551 settings for the content of a
wehbsite or application.

Require S5L

Client certificates:

(® [gnore

() Accept

I )]

() Require

[=] Features View | =2 Content View

Configuration: 'localhest’ applicationHost.config, <location path="Default Web 5Site">

Alerts

& The site does not have a
secure binding (HTTPS) and
cannot accept S50
connections.

Actions

& Apply
B¢ Cancel

@l Help

qﬂ.:i

e Ensure that the installation can be accessed from a web browser.

e Open the scheduler configuration tool and set the server address as required.
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© Scheduler Configuration — X
General Settings

Server Address
|https:ffwww.cerrtrel-sulutiuns.cumfxiacunﬁguratiun |
Cliert Certificate
[] Enable Diagnostics Log

Service Contral

Service Status:  Running
Stop Start
OK || Cancel || Apply

e Open the XIA Configuration Client administration tools.

e Goto the service settings, and go to the server tab.

e Set the server address as required.
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B Service Settings x>
g

Automatic Updates Reqistration Mairtenance
General Metwark Security Server SMTP
Server Settings

B Erterthe details required to connect to the server, this can be set at
H? the service and scan profile level.

wrg =

Fa
|
e

Inhert service settings

Connect to server
|hﬁps:fﬁwww centrel-solutions .com. Xl AConfiguration

(@ Us=e default credentials
() Use the following credentials

Advanced Settings Test Connection

QK Cancel

e Right click the XIA Configuration Server shortcut on the desktop, and click properties.

o Set the server address as required.
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b xia Configuration Server Properties X

General Web Document  Security Details  Previous Versions

ﬁ% XA Configuration Server

URL: | wwnwcentrel-salutions, com/XIACanfiguration |

Shortet key: |N=me |

Visits: Lnknown

OK | Cancel | Ppply

NOTE: If client certificates are required these must be configured for the scheduler service, and also

set on the server advanced settings within the XIA Configuration Client.
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Server Installation Log Files

Server Installation Logging

To enable server installation logging run the setup command with MSI command line logging
parameters - for example

setup.exe /I*v "C:\setup.log"

Custom Installation Log Files
Please note additional information related to the installation may be logged to the custom actions
log files which is stored in the following locations

%temp%\XIA Configuration Database Installation Actions.log
%temp%\XIA Configuration Server Installation Actions.log
%temp%\XIA Configuration Client Installation Actions.log

.NET Framework Installation Log File
If the .NET Framework 4.8 is installed a log file will be created in the following location
%temp%\Microsoft .NET Framework 4.8 Setup_xxxxxxxx_xxxxxxxxx.html
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Database Requirements

XIA Configuration Server stores configuration information in a Microsoft SQL Server database, either
locally or on a remote machine.

SQL Server Versions
e SQL Server 2022
e SQL Server 2019
e SQL Server 2017
e SQL Server 2016

e SQL Server 2014

SQL Server 2012

SQL Server Additional Requirements

All editions of Microsoft SQL Server are supported, please review the requirements and
limitations of each edition against your storage requirements.

e [f you don't have Microsoft SQL Server installed, download and install SQL Express for free.

e We recommended that SQL Server Management Studio (SSMS) is installed to allow for
troubleshooting.

e Installations with server level, case sensitive collations are not supported.
e For security and performance reasons it is recommended that the Microsoft SQL Server used
should be dedicated for the XIA Configuration Server installation, however this is not a

requirement.

e C(Clustered installations of Microsoft SQL Server are supported.
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Installed Roles and Features

During the installation of XIA Configuration Server the following roles, features and other shared

components will be automatically installed.
e _NET Framework 4.8

o The Group Policy Management Console when selected on the client and server advanced

settings.

Web Server (lIS)

The following Internet Information Server (1IS) roles and features are installed automatically.

Application Development > .NET Extensibility 4.8

o Application Development > ASP.NET 4.8

e Application Development > ISAPI Extensions

e Application Development > ISAPI Filters

e Common HTTP Features > Default Document

e Common HTTP Features > HTTP Errors

e Common HTTP Features > Static Content

e Security > Request Filtering

e Security > Windows Authentication

e Management Tools > IS Management Console

e Management Tools > IS Scripts and Tools
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Performing your first scan

Once the installation has been completed, you are ready to perform a scan of your environment.

Start the XIA Configuration Client by double clicking the desktop icon.

=
=
L—-

R

Configuration
Client

If you selected the Setup and schedule the default scan profile option during the installation you
can simply right click the Default Profile, and select Scan Now.

= XA Configuration Client Administration Tool - O >

File Tools Help
%1 Service Settings lal Save Configuration | @

~ [ DEMO-XCS-2022

Default Profile

Scan profiles group scan settings and scan tasks together,

~ 5 Default
# Mew Profile Start Scan Profile Edit Scan Profile

w~ z 5Scan Profiles

s Scar
Rename Profile
#t Defa
. X Delete Profile Credentials:
%3 Dynamic Age Pefault Credentials
B Scan Moni |E Duplicate Profile
can Maonitol
Description
| Export Profile . P )
Es Scan Results This is the default scan profile created by setup.
Scan Sched 2 Import Profile
] Scan
;| Scan Now
p Properties

The scan monitor will be displayed with the progress of the scan.

DEMO-XCS-2022 [40%]
]
Reading processor utilization value 510 using Powershell remoting.
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Click View Scan Results to view the results of the scan.

& Scan Results File

File  Help

Scan Results File

The results of the scan.
Scan Profile: Default Profile
Start Time: 05 September 2024 10:31:54
Finish Time: 05 September 2024 10:33:04
Started By: DEMONSTRATION\Administrator (User Initiated)

Task Mame Type Start Time  Finish Time
&) Scan 'DEMO-XC5-2022" Microsoft DMNS Server 10:32:48 1:32:56
O Scan 'DEMO-XC5-2022' Microsoft DHCP Server  10:32:48 10:32:55
O Scan 'DEMO-XCS-2022" Windows Machine 10:31:54 10:32:48

Scan Time
8 seconds
7 seconds

3 seconds

Status
Success
Success

Success

Details

Completed successfully.
Completed successfully.
Completed successfully.

Once complete, double click the link to XIA Configuration Server on the desktop.

XA
Configuration
Server

The information from the scan will appear in the list.
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: 0 & Demonstration Company

x  +

I 2, Organization

Q. Item Type

4, Location

Browse Reports

Cj O localhost/XIAConfiguration/ A {é
File View Tooks Help
C) | | Search Demonstration Company (ALT P - | B ] | I'__Q 0
b Browse by Organization i
v [ Dernonstration Company Demonstration Company
T Deleted ltems / Displays the items that reside within this container.
5 Item(s)
Item 1D Type - Name Description
: Ei 1001 Active Directory Domain demonstration.int
E- 1002 Windows Server DEMO-XC5-2022
E) 1003 Microsoft DHCP Server DEMO-XC5-2022
F_'.:._ 1004 Microsoft DNS Server DEMO-XC5-2022
@ 1005 115 Server DEMO-XC5-2022

Double click an item in the list to view information about that item.

Right click an item, and select Save as PDF to generate a PDF of the item.
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I i- 1002 Windows Server DEMO-XC5-2022

i* Mew Item...
S5  Save As PDF
= Save As XML
X Delete

@l Compare

Update Environment Identifiers

7 B

Duplicate
n  Decommissioning
Iﬂ Increment Version Number

Move To Container
'ﬁ Move To Location
®  Edit Security

+&  Select All

o Refresh

J¥  Properties
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Server Installation Troubleshooting

This section provides troubleshooting information for the installation of the XIA Configuration

Server.

e Please ensure that your system meets the server requirements.

o Please ensure that your database meets the database requirements.

e You can request support by going to our support page.

e For additional information about the installation please see the server installation log files.

e For non-installation issues see the server troubleshooting section.

A certificate chain could not be built to a trusted root authority
ODBC Connect: timeout exceeded

The cabinet file filename.cab has an invalid digital signature
The installation package could not be opened

There is already an object named 'name' in the database

Related Client Installation Issues
Service 'XIA Configuration Service' (XIAConfigurationSvc) failed to start

Page 44 of 1553 XIA Configuration Administrator's Guide


https://www.centrel-solutions.com/support/support.aspx

A certificate chain could not be built to a trusted root authority
Symptoms

When installing XIA Configuration Server, the installer reports
A certificate chain could not be built to a trusted root authority.

Issue
This issue is caused by the .NET Framework 4.8 installer when an internet connection is not available
and the certificates on the machine have not been updated.
Resolution
e Connect the machine to the internet.

- Or -
e Manually update the root certificates and certificate revocation lists (CRLs) on the machine.
More Information
For more information about running Windows machines in disconnected environments see the
following Microsoft article.

https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2012-R2-and-
2012/dn265983(v=ws.11)
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Encryption not supported on the client

Symptoms
When installing or upgrading the XIA Configuration Server you see the error

[Microsoft][ODBC Driver 18 for SQL Server]Encryption not supported on the client.
[Microsoft][ODBC Driver 18 for SQL Server]SQL Server Network Interfaces: The parameter is

incorrect.

Cause
This can occur when performing the installation on Windows Server 2008 R2 where TLS 1.0 is
disabled and the latest security patches are not installed on the machine.

Resolution
Ensure that the latest patches from Windows Update are installed on the machine.
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ODBC Connect: timeout exceeded
Symptoms
When installing or upgrading the XIA Configuration Server you see the error "ODBC Connect:

timeout exceeded".

Cause
There are several reasons

e The SQL Server instance name has been specified incorrectly.

e The SQL Server instance is not available over the network.

Resolution

e Ensure that the SQL server instance name has been specified correctly. When performing an
upgrade the following registry keys are used for the instance and database name.
HKEY_LOCAL_MACHINE\SOFTWARE\CENTREL Solutions\XIA Configuration Server\Setup
Databaselnstance (REG_SZ)

DatabaseName (REG_SZ)

e Ensure that the SQL server instance is available.
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The cabinet file filename.cab has an invalid digital signature

Symptoms

When installing or upgrading the XIA Configuration Server you see the error

"A file that is required cannot be installed because the cabinet file <path>.cab has an invalid digital
signature. This may indicate that the cabinet file is corrupt."

Cause

This is typically caused in a disconnected environment where the trusted certificate authorities are
not updated automatically. The system can therefore not validate the certificate that was used to
sign the XIA Configuration Server installer.

To validate the signature:

e Right click the installer and select properties.

e Select the Digital Signatures tab.

& XlAConfigurationServer.exe Properties x
Security Details Previous Versions
General Compatibility Digital Signatures
Signature list

MName of signer: Digest algoithm  Timestamp

CENTREL Solutions Ltd ~ sha256 05 September 2024

£ >

Details

Cancel Bpply

e Select the signature and click Details, issues with the signature will be displayed here.
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Digital Signature Details 7 X

Gereral  Advanced

—_. Digital Signature Information
This digital signature is QK.

Signer information

Name: |CENTREL Solutions Ltd
E-mil: INnt available|
Signing time: |05 September 2024 13:30:52
View Certificate

Countersignatures

Mame of signer: E-mail address: Timestamp

DigiCert Timesta... Mot available 05 September 2024 ...

Details

e Clicking View Certificate and then viewing the Certification Path tab will display the certificates
that are required to complete the chain.
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n  Certificate >

General Details Certification Path

Certification path
5] DigiCert

~~{Z5] DigiCert Trusted G4 Code Signing RSA4096 SHA334 20211
B | CENTREL Solutions Ltd

View Certificate

Certificate status:
is certificate is Ok,

More Information
For more information about disconnected environments please see the following Microsoft article

https://support.microsoft.com/en-us/help/2813430

Resolution

If any of the certificates from the trust chain displayed in the Certification Path tab are missing they
can be manually downloaded from the DigiCert site.
https://www.digicert.com/digicert-root-certificates.htm

The required certificates should then be installed into the Trusted Root Certification Authorities
certificate store.
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The client and server cannot communicate (common algorithm)

Symptoms
When installing or upgrading the XIA Configuration Server you see the error

A connection was successfully established with the server, but then an error occurred during the
login process. (provider: SSL Provider, error: 0 - The client and server cannot communicate, because

they do not possess a common algorithm.) (Microsoft SQL Server, Error: -2146893007)

Cause
This can occur when security protocols such as TLS 1.0 are disabled, however other protocols are
not available.

The connection from SQL Server Management Studio (SSMS) also fails with the same error.

Resolution

e Review the security configuration of the machine where you are installing XIA Configuration
Server and where SQL Server is installed and ensure that these are set correctly.

e [f you have disabled TLS 1.0 ensure that the version of SQL Server that you are running supports
newer protocols.
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The installation package could not be opened

Symptoms
When installing XIA Configuration Server, the installer reports

This installation package could not be opened. Verify that the package exists and that you can access

it, or contact the application vendor to verify that this is a valid Windows Installer package.

Issue
This issue is seen when the installer package has been corrupted, typically during the download
process.

Resolution
Download the installer and start the installation again.
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There is a problem with this Windows Installer package

Symptoms

The following error is seen when clicking the validate button installing XIA Configuration Server.
There is a problem with this Windows Installer package. A program run as part of the setup did not
finish as expected. Contact your support personnel or package vendor.

Issue
The issue is seen on Windows 10, Windows Server 2016, or Windows Server 2019 when the .NET
Framework feature has been removed.

More Information

The .NET Framework 4.x is built-in to these operating systems as a Windows feature and is enabled
by default. When the feature is removed operating system functionality such as Server Manager and
PowerShell may be affected.

Resolution

The .NET Framework 4.x can be enabled on the server without access to Server Manager by using
the DISM command.

DISM /Online /Enable-Feature /FeatureName:NetFx4 /all
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There is already an object named 'name' in the database

Symptoms
When installing XIA Configuration Server, the installer reports
{SQL_ERROR}: {SQL_STATE: 42501} There is already an object named 'name' in the database.

Issue
This issue is seen when performing a new installation of XIA Configuration Server where the

database already exists.

Resolution
When performing a new installation and the database already exists ensure the Use existing

database, preserving the schema is selected.

I? XA Configuration Server Setup

Database Settings

Enter the database settings used by XA Configuration Server.

SOL Instance Mame
| (local)SOLEXPRESS -

Database Mame

XlACenfiguration

[] Use existing database, preserving the schema

Validate

SQL Express
If you don't have 5CL Server you can download

S0L Express (FREE].

€,

Cancel < Back Mext =
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There was an error during the Windows features configuration process

Symptoms
When installing XIA Configuration Server, the installer reports
There was an error during the Windows features configuration process. Your original configuration

will be restored.

Issue
This issue is caused by a problem with the Windows component based servicing (CBS) system.

Resolution

It may be possible to determine more information about this issue by completing the following
steps.

e Attempt to install the required roles and features manually using Server Manager or the Install-
WindowsFeature cmdlet.

e Review the component based servicing (CBS) log file.
%windir%\Logs\CBS\CBS.log

e The issue may be caused by additional language packs being installed.

Settings — O X
G Home Language
Find a setting yel | Languages
Time & Language Windows display language
| English (United States) v

Date & time Windows features like Settings and File Explorer will appear in this

language.
@ Region
Preferred languages
I AF  language Apps and websites will appear in the first language in the list that they
support. Press and hold (or select) a language, then drag to rearrange
@ Speech them.

Add a language
+

@, English (United States) Piallcal
A Default app language, Windows display language

™ b QOptions Remove

Related settings

Date, time, & regional formatting
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Server Migration

In the event that you need to migrate your XIA Configuration Server installation to a new physical or
virtual machine, you should complete the following steps:

Server Migration
For information on migrating the XIA Configuration Server installation, see the server migration
section.

Database Migration
For information on migrating the XIA Configuration Server database, see the database migration
section.

Client Migration

For information on migrating the XIA Configuration Client that is installed with the server see the
client migration section.
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Server Migration

The following steps describe how to move the XIA Configuration Server installation to a different
physical or virtual machine:

Ensure you have a full system backup of the existing and new server.

If the new server is on a different Active Directory domain, or you have a named server license,
you may need to contact CENTREL Solutions Support for an updated license file before
proceeding.

On the new server, install the same version of XIA Configuration Server as is installed on the
existing machine. If you are using an existing SQL Server database, ensure that you tick the "Use
existing database, preserving the schema" option during the installation.

I? XA Configuration Server Setup *

Database Settings

Enter the database settings used by XA Configuration Server.

SOL Instance Mame
| (local)SOLEXPRESS v|

Database Mame

| AlAConfiguration |

[] Use existing database, preserving the schema

Validate

SQL Express
If you don't have 0L Server you can download
SOL Express (FREE).

€n

Ensure that you can access the installation on the new server and that it performs correctly.

NOTE: If you wish to use a newer version of XIA Configuration Server, upgrade the existing
server before performing the new installation. This may require you to obtain an updated
license file from CENTREL Solutions Support.

Copy the files from the App_Data folder on the existing server to the new server, overwriting
any existing files:
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| = | app_data - O x
Home Share View 0
« =2 v 4 « ¥|A Configuration » XA Configuration Server » app_data » v O L
Name Date modified Type Size
3 Quick access
Encryption 05/09/2024 13:37 File folder
E4 This PC Images 05/00/2024 13:37 File folder
. Data (D) Import 05/09/2024 13:37 File folder
Installers 0 124 13:37 File folder
I_i MNetwork Licensing 0 2024 13:37 File folder
Logs 05/09/2024 13:38 File folder
Temp 03/09/2024 13:38 File folder
& serversettings.xml 05/09/2024 13:37 XML Document 31 KB
items =z =

By default, these files are found in this location:
C:\Program Files\CENTREL Solutions\XIA Configuration\XIA Configuration Server\App_Data

e If you have made any custom modifications to the Web.Config file, copy the file from the
existing server to the new server.

e If you have installed any SSL certificates on the existing server, these must be migrated manually
to the new server. Please see the documentation from your SSL certificate provider for more

information.

e If you are hosting the database on a separate server and that server is not being migrated, you
should now be able to access the XIA Configuration Server.

e If you also wish to migrate the XIA Configuration Client settings, please complete the steps in the
client migration section.

e If you are also migrating the database, please complete the steps in the database migration
section.

Once complete, uninstall the existing XIA Configuration Server.
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Database Migration

The following steps describe how to move the XIA Configuration Server database to a different
physical or virtual machine.

e On the existing database server, start SQL Server Management Studio.

e Right click the XIA Configuration Server database and select Tasks > Back Up:

File Edit View Debug Tools Window Help
Pl D | A NewQuey (PR | 4 B9 - - B0 i
Object Explorer > i x

Connect~ 3 3 @m @ﬁ
= LB WIN-26VIQDEFFMOSOLEXPRESS (501 Server 11.0.2100 -
= [ Databases
[ System Databases
] <1ACon G
"3 Security Mew Database...
[ Server Obje New Query
[ Replication Script Database as
[ Manageme

Tasks Detach...

Policies Take Offline
Facets Ering Online

Start PowerShell Shrink

Reports Back Up...

Fename Restore

Delete Generate Scripts...

Refresh Extract Data-tier Application...

Properties Deploy Database to S0L Azure...
Export Data-tier Application...
Register as Data-tier Application...
Upgrade Data-tier Application...

Delete Data-tier Application...

Import Data...
Export Data...
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e Ensure you are performing a Full backup and select an appropriate backup destination:

25 Seript [ Help

Source

Database: XIAConfiguration
Recovery model: SIMFLE
Backup type: Ful
[] Copy-onty Backup
Backup component:
(®) Database

Files and filegroups:

Backup set
Mame: |T|E|nsferEE|d-:up|
Description: |

Backup set will expire:

c ; (@) Mter: |ﬂ
() On: 24/06/2015
WIN-B6VIQDEFFM4ASGLEXPRE | Destination

Connection: Back up to: (®) Disk
DEMOZ2012R2\Administrator

Server:

c:"temp'transfer.bak
_i? View connection properties

Progress

o C(Click OK to start the backup.
e Copy the backup file to the new database server.
e On the new database server, start SQL Server Management Studio.

e Right click databases and click Restore.
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e Select the backup file that you are restoring:

Ha Restore Database - XIAConfiguration = =
0 Ready
?ﬂdilﬂp 8 Seript - | [ Help
& General
ESF Files Source
5 Options
() Database:
®) Device: |C:\temp\tra nsfer.bak | El
Database: | KlAConfiguration v |
Destination
Database: |XIAConfiguration v|
Restore to: The last backup taken (02 January 2014 15:02:18) | Timeline...
Restore plan

Backup sets to restore:

Restore  Mame Componert  Type  Server Databaze Posttion  First LSM
TransferBackup  Database Full  WIN-86VJOQDEFFMA4...  XIAConfiguration 1 1

Connection

A3 WIN-36VIQDEFFIMA\SQLEXPRE
sS
[DEMO2012R2\Administrator]

View connection properties

< >

Progress
@ Done
Verify Backup Media

| oK ‘ ‘ Cancel ‘ ‘ Help ‘

e On the Files tab, ensure that the database files are going to be restored to the correct location.

e Click OK to begin the restore.
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Expand the restored database > Security > Logins and ensure that the service account (by default
the Network Service account) is listed correctly.

NOTE: If you used the Network Service account during the installation, by default, the account
name should be "NT AUTHORITY\Network Service" for English versions of Windows. For other
language versions, you may have to use the localized variant of this built-in account.

NOTE: If you used the Network Service account during the installation and the database server is
on a different machine to the computer running the XIA Configuration Server product, you
should use the computer account of the computer running the XIA Configuration Server product
in the format DOMAIN\ComputerNameS$ - for example "CORP\DEMO-SRV01S".

Object Explorer * 1 x

Connect~ 3 3 m " [#] g
= | WIN-26VIQDEFFMA\SQLEXPRESS (SOL Server 11.0.2100 -
= [ Databases
[ System Databaszes
L] KlACenfiguration
= [ Security
= Cd Logins
&, #2MS5_PolicyEventProcessinglogings
&, ZEMS_PolicyTsqlExecutionLogings
A DEMO2012R2\Administrator
fr] DEMO2012R2\SQLAdmins
a
A NT AUTHORITYSYSTEM
B NT Service\MSSCOLSSOLEXPRESS
& NT SERVICE\SCOLWriter
& NT SERVICE\Winmgmt
&, sa
[ Server Roles
[ Credentials
[ Server Objects
[ Replication
[ Management

If the user doesn't exist right click Logins > New Login.
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e Enter the login name as determined above and select the default database:

Selecta page ) =

2 General ‘g Saipt ~ Help
ﬁ Server Roles
12* User Mapping Login name: MT AUTHORITYSNETWORK SERVICE

% Securables
g Status (@) Windows authentication

() 50L Server authentication

Password:
Confirm pazsword:
[] Specify old password
Qld passward:
Enforce password policy
Enforce password expiration
Usger must change password at next login
() Mapped to cartificate

(") Mapped to asymmetric key

C 5 [] Map to Credential

Server: Mapped Credentials Credertial Provider
WIN-86VJQDEFFMAYSQLEXPRE

Connection:
DEMOZ2012R2\Administrator

_i? View connection properties

Progress Remoye

Default database: |XJ-P‘-C°|"|ﬁEIUI'Eﬁ0r1

Default language: | <default>
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e On the User Mapping tab, select the XIA Configuration database and ensure that db_owner is
ticked:

e S - O

12 Server Roles
ﬁ LUger Mapping |Users mapped to this login:
& Securables Map Database Default Schema

2 Status

master

model

msdb

tempdb

XIAConfiguration NT AUTHORITYMETWORK SERVICE

Guest account enabled for; X|AConfiguration

Database rale membership for: XIAConfiguration

[] db_accessadmin
Server: [] db_backupoperator
WIN-86VJQDEFFM&A\SQLEXPRE [ db_datareader
Connection: [] db_datawriter
DEMO201 2R2 Administrator [] db_ddizdmin

[] db_denydatareader
[] db_denydatawriter
Progress [] db_securityadmin
public

Connection

_i? View connection properties

e Click OK to create the login.

e If you are informed that the login already exists within the database, browse to "Databases >
Database Name > Security > Users" and remove the user and repeat the steps above to create
the login.

Create failed for User 'WT ALTHORITY\METWORK SERVICE', (Microsoft, SglServer.Smao)

Additional information:

i.»  An exception occurred while executing a Transact-SQL statement or batch,
(Microsoft. SglServer, ConnectionInfo)

t.» User, group, or role 'NT AUTHORITY\WETWORK SERVICE' already exists in the current database.
(Microsoft SQL Server, Error: 15023)

[ x|
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e Open the XIA Configuration Server web interface.

NOTE: There may be a delay as the system attempts to locate the previous SQL server instance if
this is no longer available on the network.

e On the Database Settings tab, enter the new database server instance name and ensure the
database name is correct.

e Click Save Database Settings.

Database Settings

¥1A Configuration stores its data within a Microsoft SQL 2005 or 2008 Server.

Database Server | VVIN-86VJODEFFMd\sqlexpress |

Databaze Name |){1ACanﬁ_:|u ration |

|l Ssve Dstabase Settings

e To ensure that upgrades are performed correctly, open regedit.exe and modify the following
registry key values to match the values in the web interface:

HKEY_LOCAL_MACHINE\SOFTWARE\CENTREL Solutions\XIA Configuration Server\Setup
Databaselnstance [REG_SZ]
DatabaseName [REG_SZ]

e |t should now be possible to access the XIA Configuration Server web interface.
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Client Migration

The following steps describe how to migrate the XIA Configuration Client settings following a server
migration. For the migration of a stand-alone installation of the XIA Configuration Client see the
client migration section.

e Ensure you have a full system backup of the existing and new server.

e Onthe new server, stop the XIA Configuration Service.

i Services _ 0 X
File Action View Help
= | FEc: HE v o n

’-a Services (Local) Mame Description Status Startup Type &
;‘:&Workstation Creates and maintains clie., Running  Automatic
'-;’il/,WorId Wide Web Publishing Service Provides Web connectivity... Running  Automatic
'-.*E%,XIA Configuration Local Service Provides remote access to .. Running  Automatic
%KIA Configuration Scheduler Schedules actions onthe ... Running  Automatic
|4 Cenfiguration Service eccec and documents .. Running  Automatic
£ Start >
Extended }\ Standard / Stop
Stop service XIA Configuration Service on Local Com Pause
Resume
Restart
All Tasks ¥
Refresh
Properties
Help

e Copy the encryption and configuration directories from the existing server to the new server,
overwriting any existing files.
C:\Program Files\CENTREL Solutions\XIA Configuration\XIA Configuration Service\Configuration
C:\Program Files\CENTREL Solutions\XIA Configuration\XIA Configuration Service\Encryption

e Onthe new server, start the XIA Configuration Service.

e Open the administration tools, go to the service settings, general tab and click the Generate
Identifier button.
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B Service Settings x>
g

Automatic Updates Reqistration Mairtenance
General Metwark Security Server SMTP
General Settings
ﬂ The service general settings.
Operating System

|I'H'Iicmsuﬁ Windows Server 2022 Standard |

Service Account Mame
| DEMONSTRATION\XIAConfiguration Serv |

Service Unique |dentifier
| 484 2be-34ac-49a6-5037-91185749a8eb |

Generate |dentifier

Description

QK Cancel

Click yes when prompted.

Generate Mew ldentifier

| Would you like to generate a new identifier for this service?

Yes Mo

Save the settings and close the administration tools.

Page 67 of 1553 XIA Configuration Administrator's Guide



Web Server Account Migration

The following steps describe how to manually change the web server account after XIA
Configuration Server has been installed.

WARNING: This process is not recommended, the installer should be used to assign the web server
account.

e Ensure you have a full system backup of the server.

e |f you wish to use a custom account, create the user account that is to be used as the web server
account following the guidelines in the web server account section.

e Add the web server account to the [IS_USRS group. This is not necessary when using the
Network Service account.

e Open the Internet Information Services (IIS) Manager tool, and stop the XIA Configuration
application pool.

.= XIAConfiguration - NS Fr e
Add Application Pool... e

@:j:}

Set Application Pool Defaults...

Start

Stop

Recycle..

fif] ¢ m

Basic Settings...
Recycling...
Advanced Settings...
Renarne

K  Remove

View Applications

@ Help

e If you wish to use the Network Service account ensure that application pool is named
"VirtualDirectoryName - NS", renaming if necessary.
NOTE: You will have to reassign the XIA Configuration application to a different application pool
temporarily while renaming.

e If you wish to use custom account ensure that application pool is named
"VirtualDirectoryName", renaming if necessary.
NOTE: You will have to reassign the XIA Configuration application to a different application pool

temporarily while renaming.

e Inthe advanced settings of the application pool modify the Identity property.
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Advanced Settings ? =

Start Mode AlwaysRunning "
v CPU

Limit (percent) 0

Limit Action Mohction

Lirnit Interval {minutes) 5

Processor Affinity Enabled False

Processor Affinity Mask 4204967295

Processor Affinity Mask (64-bit ¢ 4204967295

Processor Group 0
v  Process Model
» Generate Process Model Event L

Identity NetworkService

Idle Time-out (minutes) 120

Idle Time-out Action Terminate

Load User Profile False

Maximum Worker Processes 1

Ping Enabled True

Ping Maximum Response Time | 90

Ping Pericd (seconds) 30 W
Identity
[identity Type, username, password] Configures the application pool to run
as built-in account, i.e. Application Pool ldentity (recommended], Metwork
Service, Local Systern, Local Service, or as a specific user identity.

OK Cancel

e Set the credentials for the web server account or select Network Service from the built-in
account drop-down.
Application Pool Identity ? >
() Built-in account:
Metworkservice
(® Custom account
HesServer Set...
QK Cancel
e Modify the NTFS permissions on the App_Data directory, this is located by default in the

following location.

C:\Program Files\CENTREL Solutions\XIA Configuration\XIA Configuration Server\App_Data
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e Remove the previous web server account from the access control list, and ensure that the new
web server account has full control.

Permissions for App_Data et
Securty
Object name:  C:\Program Files\CENTREL Solutions* XA Configu

Group or user Names:

SR SYSTEM

SR Admiristrators (DEMONSTRATION Administrators)
l ¥esServer (XosServer@demonstration int)

Add... Bemove
Pemissions for XcsServer Allow Deny
Full cantral o~
Modify ]
Fead & execute ]
List folder contents ]
Read ] I

Cancel Apply

e Open Regedit and locate the following registry key
HKEY_LOCAL_MACHINE\SOFTWARE\CENTREL Solutions\XIA Configuration Server\Setup

B Registry Editor - O X
File Edit View Favorites Help

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\CENTREL Solutions\XIA Configuration Server\Setup

v g Computer A || Name Type Data
» HKEY_CLASSES_ROOT g‘_'i REG_SZ (value not set)
:-’ Eig_fggiiN;féﬁTNE ab| Account REG_SZ MNT AUTHORITY\NETWORK SERVICE
- - - ab .
> [ scocotoy i o p—
» HARDWARE -
>' SAM ab| Databaselnstance REG_SZ (local}
.|| SECURITY E}_ﬂ DatabaseMame REG_SZ XIACenfiguration
\; SOFTWARE ab| Domain REG_SZ MNT AUTHORITY
N Caphyon 3}_'] InstallDirectory REG_SZ C:\Program Files\CENTREL Solutions\XIA Cenfiguration',
- CEMTREL Solutions f_ﬂOrganizationName REG_SZ Demonstration Company
: KIA Configuration Express 3,‘_'] URL REG_SZ http://localhost/KIAConfiguration
XIA Configuration Scheduler ab]Username REG_SZ NETWORK SERVICE
KA Configuration Server ab|Version REG_5Z 16.2.5
L Setup ab]VIRDIR. REG_SZ XIAConfiguration
XA Configuration Service
> Classes
> Clients
CVSM
- DefaultUserEnvironment
> Description
> Google
> Intel
5 Microsoft v

e Set the AuthenticationMode value to "NETWORKSERVICE" when using the Network Service
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account, or "CUSTOM" when using a custom web server account.

e Set the Account value to be "NT AUTHORITY\NETWORKSERVICE" when using the Network
Service* account, or the full account name of the custom web server account**.

e Set the Domain value to be "NT AUTHORITY" when using the Network Service* account, or the
domain name of the custom web server account**.

e Set the Username value to be "NETWORKSERVICE" when using the Network Service* account, or
the username of the custom web server account**,.

e Open SQL Server Management Studio (SSMS).

e Expand Security > Logins and ensure that the appropriate account exists, creating the account if
required.

Object Explorer * 0 x

Connect~ ¥ ¥ VI
= @ DEMO-XCS-2022 (S0L Server 16.0.1000.6 - DEMONSTRATION A
Databases
= Security
=

Lagins
#EMS_PolicyBventProcessinglogin®s
##M5_PolicyTsqlExecutionLogin®#
DEMONSTRATION Administrator
DEMONSTRATION XCSServer

MNT AUTHORITY\METWORK SERVICE
MT AUTHORITYVSYSTEM

MT Service\MSSOLSERVER

MT SERVICENSCLSERVERAGENT

MT SERVICENSCLTELEMETRY

MT SERVICENSCLWriter

MT SERVICEYWinmgmt

53

o "NT AUTHORITY\NETWORKSERVICE" when using the Network Service* account locally.

o "DOMAINNAME\ComputerNameS" when using the Network Service* account over the
network.

o The account name of the custom web server account**.

e Modify the properties of the XIA Configuration Server database, setting the owner to the server
login from the previous step.
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Select a page

& General

& Files

& Filegroups

& Options

& Change Tracking
& Pemissions

& Extended Propertiss
& Mimoring

& Transaction Log Shipping
& Cuery Store

Connechon

Server:
DEMO-XC5-2022

Connection:
DEMOMSTRATION \Administrator

w¥ \iew connection properties

Progress
Ready

i Database Properties - XIACenfiguration

— O 4
LT Script ~ @) Help
Database name: XIAConfiguration
Quwiner: DEMONSTRATION\XCSServer ]
Database files:
Logical Mame  File Type  Filegroup Size (MB) Autogrowth / Maxsize PatH
X|ACorfigur.. ROWS.. PRIMARY Y By &4 MB, Unlimited D
XIACorfigur... LOG Mot Applicable 72 By 64 MBE, Limited to 2... RN
£ >
Add Bemave
QK Cancel
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XA Configuration Scheduler Properties (Local Computer) X

General LogOn  Recovery Dependencies

Service name: XCS5chedulerService
Display name: ¥1A Configuration Scheduler

Description: ’SGhedules actions on the ¥|A Corfiguration Server.

Path to executable:
"C:\Program Files"CENTREL Solutions*XIA Corfiguration¥|A Corfiguration

Startup type: Automatic &
Service status:  Running
Start Stop Pause Besume

You can specily the start parameters that apply when you start the service
from here.

Start pararmeters:

Corcal | | oo

e Modify the NTFS permissions on the XIA Configuration Scheduler directory, this is located by
default in the following location.
C:\Program Files\CENTREL Solutions\XIA Configuration\XIA Configuration Scheduler

e Remove the previous web server account from the access control list, and ensure that the new
web server account has full control.
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Permissions for X1& Configuration Scheduler X
Securty
Object name:  C:\Program Files\CENTREL Solutions*IA Configu

Group or user names:

SR SYSTEM

SR Admiristrators (DEMONSTRATION Administrators)
l ¥rcsServer (XosServer@demonstration int)

Bemove
Permissions for XcsServer Deny
Full control .
Modify []
Read & execute ]
List folder cortents ]
Read ] v
QK Cancel Apphy

e Modify the logon properties and set to use the Network Service* account or account name and
password of the custom web server account**.
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XA Configuration Scheduler Properties (Local Computer) X

General LogOn  Recovery Dependencies

Log on as:

() Local System account
Allow service to interact with desktop

(@) This account: |EMONSTHATION\KcsSewer | Browse...
Eﬂsswnrd: |I-III-III-III-I |
gonﬁrm password: ||-|-|-|||-|||-| |

Concsl | | 0wl

e Start the XIA Configuration Scheduler service.

e Test that the XIA Configuration Server can be accessed through a web interface, and that
scheduled tasks work as expected before proceeding.

* WARNING: The Network Service account name differs for non-English versions of Windows.

** WARNING: When the web server account is on a WORKGROUP use the local computer's NetBIOS name
for the domain name.
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Server Upgrade

This section describes the upgrade process of XIA Configuration Server, for new installations please
see the installation section.

e Ensure that you have a full system backup.

e Ensure that the support expiry date of your license file is still valid, or if support has expired,
later than the release date of the upgrade.

e Review the upgrade notes for the version being installed.

e Review the roles and features that will be automatically installed.

e Check that the system you are installing on meets the current server requirements.

e Check that you have a database server that meets the current database requirements.
e Download the latest installation package.

e Start the installation, the system should report Ready to Upgrade, click Next.

I? AlA Configuration Server Setup >

XIA Configuration Server Setup

Setup will install XIA Configuration Server on your computer. Click "Mext"
to continue or "Cancel” to exit setup,

* Ready to Upgrade

— Upgrade Guide

Open the upgrade guide in a web browser

e Review the end user license agreement (EULA) and only accept if you agree to the terms. If you
do not accept the terms of the agreement please cancel the upgrade.
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Cancel

I? XA Configuration Server Setup

End User License Agreement (EULA)

Please review the end user license agreement (EULA) and enly proceed if
you agree to the terms.

CENTREL SOLUTIONS LTD A
XA Configuration Server
Copyright © 2008-2024 CENTREL Solutions Ltd

EMD-USER LICEMSE AGREEMEMT
Last revised 16™ January 2024

IMPORTANT - PLEASE READ THIS END-USER LICENSE
AGREEMENT ["AGREEMENT") CAREFULLY BEFORE
DOWNLOADING OR USING THE SOFTWARE PRODUCT INCLUDED |

(®) I accept the terms in the License Agreement

() I do not accept the terms in the License Agreement

e The Ready to Install dialog will be shown, click Install to start the installation.

Page 77 of 1553

XIA Configuration Administrator's Guide




I? XA Configuration Server Setup *
XIA Configuration Server Setup
XIA Cenfiguration Server is now ready to install.

Application Name:
XIACenfiguration

Database Instance:
(local)

Database Name:
XIAConfiguration

Web Server Account:
NT AUTHORITYMETWORK SERVICE

Service Account:
DEMOMSTRATION XiaConfigurationSery

Cancel < Back Install

e Click Finish to complete the upgrade.

I? XA Configuration Server Setup *

XIA Configuration Server Setup Complete

XIA Cenfiguration Server setup has completed.

— View Server

Open XIA Configuration Server in a web browser

— Configure Scan Client
Configure the XIA Configuration Client
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Technician License Installation Best Practice

The technician license is designed for use by IT professionals to perform an audit of customer, or

prospective customer environments.

NOTE: Each technician license may be used by one IT professional on a single machine only, the
machine cannot be shared or used by others. For more information see the End User License
Agreement (EULA).

The following process describes the best practice for the installation and use of the technician

license.

e Select a laptop or virtual machine that will be used for the installation that meets the server

requirements.

e Ensure that the NetBIOS computer name of the machine matches the name specified in the
technician license that you have purchased - for example "CORP-WS01".

e |[f you are planning to scan customer environments directly the machine should be a
WORKGROUP member rather than a member of a domain to simplify its connection to customer

environments.

o C(Create alocal user account in the name of the technician - for example "msmith". It is also
possible to use an Active Directory domain account if the machine is not a WORKGROUP
member. Ensure that this user account name matches the name specified in the technician

license that you have purchased - for example "CORP-WS01\msmith".
e Add the user account to the local Administrators group.

e Logon as the user account and follow the installation instructions. The user account will be
automatically added as a system administrator. Only the user account specified in the technician

license is able to access the server installation.

e When prompted the same user account can be specified for the service account or a dedicated
account created if required. This account will be used to run the XIA Configuration Client service,
however custom credentials will need to be specified when scanning customer environments

directly.
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I? XA Configuration Server Setup *

Client Service Account

0

This account is used to connect to and scan machines and items on
the network. This account needs sufficient privilege to perform
these tasks.

Uzername

| msmith |

Domain

| CORP-WS01 |

Pazsword

Validate Credentials

e [f using scan tasks that require PowerShell remoting it is recommended to configure the trusted
hosts setting. This is done automatically by the installer's "Enable PowerShell Remoting and

configure trusted hosts settings" advanced option.
e When the installation is complete, follow the steps in the scanning customer environments

(directly) or scanning customer environments (with XIA Configuration Client) section to perform

a scan.
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Scanning Customer Environments (Directly)

Once the steps in the technician license installation best practice have been completed the
following steps describe how to connect to, and scan a customer environment directly from the

computer where the XIA Configuration Server is installed.

e Connect the machine to the customer network and ensure that valid IP addressing information is

provided by DHCP, otherwise this may have to be configured manually.

Internet Protocol Version 4 (TCP/1Pvd) Properties >

General

¥ou can get IP settings assigned automatically if your network supparts
this capability, Qtherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
(@) Use the following IP address:!

IP address: | 192 . 168 . 175 . 180 |
Subnet mask: | 255 .255.255. 0 |
Default gateway: | 192 . 168 . 175 . 2 |

Obtain DNS server address automatically

(@) Use the following DMNS server addresses:

Preferred DMS server: | 27,0 .0 .1 |
Alternate DMS server: | . . . |
[ ] validate settings upon exit o "

Cancel

o C(Create a new scan profile for the customer.

“ g Scan Profiles
w g CONTOSO Foods
[%# Scan Tasks

-ﬁ' Default Agent Settings

e Configure the credentials to scan the customer environment as required in the scan profile

settings.
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£ | Scan Profile Settings X

Exclusions Email Motffications Performance
General Credertials Server Upload File Output
Credentials

. The credentials to use for the scan profile.

MO

() Use default credertials
(@) Usze the following credentials

|Isemame |:iacunﬁguratiun |

Domain |currtnsafuuds.irrt |

Password |----||Il|||IIIIl|||I |

The specified credentials will be used to scan remote
gystems and upload to the X|A Configuration Server when
hosted on a remote machine.

QK Cancel
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e Create an Active Directory Domain scan task to document the Active Directory domain if
required.
NOTE: The Scan default computer domain option cannot be used as the computer is not a

domain member.

B Active Directory Domain List Scan Task >
General Settings  Targets  Agent Settings

Active Directory Domain Targets

I Erterthe names of the Active Directory domains to be scanned by
I this scan task.
1

Active Directory Domains or Domain Controllers
contosofoods int

[ Scan the computer domain
[ ] Scan the user domain

] Recurse child domains

QK Cancel
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e Create an Active Directory Search scan task to search the Active Directory domain if required.
NOTE: The [Default Computer Domain] option cannot be used as the computer is not a domain

member.

¥ Active Directory Search Scan Task >
General Search Seftings  Agert Settings

Search Settings

5' The search settings for the scan task.
1
Jor 1

Search Paths

Path Recurse

LOAP:#/contosofoods int

Search Type

Windows Servers w

Search Filter

(&[&(&objectCategory=compLterjobjectClass=useri!
useraccountcontrol:1.2.840.113556.1.4.803:=2)operating System="server"}})

Advanced

QK Cancel

e C(Create any additional scan tasks as required.

o NOTE: Due to the default configuration of a Microsoft Exchange on-premises organization, you

may need to manually enter the credentials in the Exchange on-premises scan task.

e NOTE: Due to scanning across domains it may be necessary to configure the TrustedHosts

setting for PowerShell remoting. This is configured by default by the installation.
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Scanning Customer Environments (with XIA Configuration Client)

Once the steps in the technician license installation best practice have been completed the
following steps describe how to install a copy of the XIA Configuration Client in the customer

environment, scan the customer environment and send the data to the XIA Configuration Server.
e Select a machine in the customer environment that meets the client installation requirements.

e |[nstall the XIA Configuration Client specifying credentials appropriate for the customer

environment when prompted.

%) X1A Configuration Client Setup >

Client Service Account

This account is used to connect to and scan machines and items on
the network. This account needs sufficient privilege to perform

* o these tasks.

Uzername

| xiaconfiguration |

Daomain

| contosofoods.int |

Passward

Validate

e Modify the server settings and specify the appropriate connection settings for the XIA

Configuration Server.
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B Service Settings x>
g

Automatic Updates Reqistration Mairtenance
General Metwark Security Server SMTP
Server Settings

B Erterthe details required to connect to the server, this can be set at
H? the service and scan profile level.

wrg =

Fa
|
e

Inhert service settings

Connect to server

|hﬁps:fﬁcnrrtnsumsp.irrtf:iacnnﬁguratiun

() Use defautt credentials
(® Use the following credentials

|lzemame |:iacnnﬁguratinr1 |

Domain |corrtosomsp int |

Password |-------------------- |

Advanced Settings Test Connection

QK Cancel

e If the machine running XIA Configuration Server is not accessible through HTTP/S it is possible to

transfer the data from the XIA Configuration Client manually by following the steps below.

e Modify the scan profile and ensure that the file output settings are enabled.
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£ | Scan Profile Settings X

Exclusions Email Motifications Performance
General Credertials Server Upload File Cutput
File Output Settings
The file output settings for the scan profile.
Enabled

Digitally zign output

ZIP Settings

QK Cancel

e This will save the scan data to the file system on the machine running the XIA Configuration
Client by default in the following location.

C:\Program Files\CENTREL Solutions\XIA Configuration\XIA Configuration Service\Data\data.zip

e Copy the data file to the computer running XIA Configuration Server and upload the data
manually.
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Uninstallation

To uninstall XIA Configuration Server

Go to Control Panel, Programs, Uninstall a program.

Control Panel

+ » Control Panel »

Adjust your computer’s settings

System and Security
Feview your computer's status
D View event logs

Metwork and Internet
Connect to the Internet
View network status and tasks

Hardware
View devices and printers
Add a device

Programs

Uninstall a program

Get programs

Q Turn Windows features on or off

® &R

View by: Category =

User Accounts
G Change account type

Appearance and
Personalization

Clock and Region
Set the time and date

Change date, time, or number
formats

Ease of Access
Let Windows suggest settings
Optimize visual display

Right click XIA Configuration Server and select Uninstall/Change.
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[ Programs and Features — O >

&« v A E <« Programs » Programs and Features v & Search Programs and Features O
Control Panel Home .
Uninstall or change a program

View installed updates To uninstall a program, select it from the list and then click Uninstall, Change,

) Turn Windows features on or or Repair.
off
Install a program from the Organize *  Uninstall/Change = - @
network w
Mame Publisher
{5 XIA Configuration Sancr CENTREL Selutions
Uninstall/Change
£ >

CEMNTREL Solutions Product version:  16.2.6
Help link:  https://www.centrel-solutions.c...

The wizard welcome screen will be displayed, click Next to continue.

I? XA Configuration Server Setup %

XIA Configuration Server Setup

Setup will allow you to modify X1A Configuration Server or remove it from
your computer. Click "Mext" to continue or "Cancel” to exit setup.
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Click the Remove button.

'-?' KA Configuration Server Setup >

X1A Configuration Server Maintenance

Please select the maintenance action to perform.

Repair

ﬁ Repairs errors in the most recent installation state - fixes
rissing or corrupt files, shortcuts and registry entries,

Remove

;E Removes XA Configuration Server from your computer,

Cancel < Back Mext =

To continue with the removal, click the Remove button.
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I? XA Configuration Server Setup *

XIA Configuration Server Maintenance

This allows you to remeve XIA Configuration Server,

N

Cancel < Back Bemove

e Click Finish to complete the removal. The show feedback on the product checkbox automatically
launches a web browser when you click the Finish button allowing you to provide feedback on
the product.
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I? XA Configuration Server Setup *

XIA Configuration Server Setup Complete

XIA Cenfiguration Server setup has completed.

Send feedback on the product (opens a browser window)

NOTE: Certain shared roles and features are automatically installed by the product, you may need to
review these and remove them manually if they are no longer required.

If you experience any problems, please see the manual uninstallation instructions.
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Manual Uninstallation Instructions
WARNING:

You should always remove XIA Configuration Server using the uninstallation instructions unless
there is a problem preventing this process from completing.

Using Registry Editor incorrectly can cause serious problems that may require you to reinstall your
operating system.

These instructions are provided as guidance only and are completed at your own risk. If you have
any questions or concerns, do not proceed, instead, log a support call at the following address
https://www.centrel-solutions.com/support/logsupportcall.aspx.

Manual Uninstallation Steps

e Ensure you have a full backup of your system.

e Logon as an administrator.

e Start a command prompt as administrator:

Best match

Command Prompt

App Ly Run as administrator
Settings T4 Run as different user
[l oOpen file location
-2 Pin to Start
-2 Pin to taskbar
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Remove the scheduler service with the following command (replacing the path with your
installation path):

"C:\Program Files\CENTREL Solutions\XIA Configuration\XIA Configuration
Scheduler\CENTREL.XIA.Configuration.Server.Scheduler.exe" -uninstall

BN Administrator CVWINDOWS\system32icmd.exe — O >

ipuration\XI
-uninstall

Ensure that the command states that the service has been successfully removed from the
system.

Remove the client service with the following command (replacing the path with your installation
path):

"C:\Program Files\CENTREL Solutions\XIA Configuration\XIA Configuration
Service\CENTREL.XIA.Configuration.Service.exe" -uninstall
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BN Administrator: CVWINDOWS\systemn32\cmd.exe — O >

Configuration\XIA Configuration Serwvice\(

A Confi

IA Configuration\XIA Configurat

Configuration\XIA Configuration S

from the system...

sfully removed from the system.

Ensure that the command states that the service has been successfully removed from the
system.

Remove the installation directory (replacing the path with your installation path):
C:\Program Files\CENTREL Solutions\XIA Configuration

Remove the registry key:
HKEY _LOCAL_MACHINE\SOFTWARE\CENTREL Solutions

Remove the registry key:
HKEY LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\{4943FAD2-
E2E0-4071-9830-3B8COE456C03}

Start 1IS manager and go to the Application Pools section.

Right click the XIAConfiguration or XIAConfiguration - NS application pool and select Remove:
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qg! Application Pools

This page lets you view and manage the list of application pools on the
server, Application pools are associated with worker processes, contain
one or more applications, and provide isclation among different

applications,
Filter: - Go v%ShowAll Group by:
Mame Status METCLR ...  Managed Pipeli...
5} NET4.5 Started w40 Integrated
Q.NEI'M.S Classic Started wd Classic
5} DefaultAppPool Started w40 Integrated
! XIACenfigura® Pemmtmd o l=to=-gted
Bl = el g ........ o~ . N vt
=y Add Application Poal...
Set Application Pool Defaults...
Start
B Stop
=  Recycle...
D Basic Settings...
Recycling...
Advanced Settings...
Rename
|x Remove
Yiew Applications
@ Help
£ >

e Expand the Default Web Site.
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e Right click the XIAConfiguration virtual directory (or other virtual directory that you selected
during the installation) and select Remove:

v --'H__Ej DEMO-XC5-2022 (DEMOMSTRATIOM Administrator)
3 Application Pools
w . [@| Sites
v &) Default Web Site
5 -] azpnet_client
o [P XlACenfiguratinn
L Explore

Edit Permissions...

& Add Application...

& Add Virtual Directory...
Manage Application 3

i3 PRefresh

|x Remowve

Switch to Content View

d.. &

e Open SQL Management Studio on the machine running the SQL database.

e Expand the Databases node.

e Right click the XIAConfiguration database (or the database you named during the installation)
and select delete:
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Object Explorer * @1 x

Connect = * K* T G W

= @ DEMO-XC5-2022 (50L Server 16.0.1000.6 - DEMOMNSTRATION A
= Databases
Systern Databases
Database Snapshots

= i EERg-—-—

Mew Database...

Security
Server Ohbjed New Query
Replication Script Database as r
Always On
Managemer A g
Integration Policies ’
Iﬂ SOL Server 4 Facets
{#] XEvent Prof
Start PowerShell
Azure Data Studio 3

Azure SOL Managed Instance link — »

Reports k

Rename

Delete

Refresh
Properties

e Certain shared roles and features and prerequisites are automatically installed by the product,
you may need to review these and remove them manually if they are no longer required.

e Reboot the system when ready.
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Web Server Account

When installing XIA Configuration Server, a user account is selected that is used to run the XIA

Configuration Server web application. By default this account is the Network Service account,

however a specific account can be selected.

When using a specific account the following should be considered

The account must be created manually, it will not be created by the installer.

The account should be dedicated for this purpose.

The account should not have privileges other than those configured by the installer - for

example the account should not be an Administrator.

The account will be assigned to the application pool created by the installer.

The account has access to the potentially sensitive data within the XIA Configuration Server
database, such as user accounts and IP addresses and should therefore should have a suitably

complex password.

The account will be configured as the database owner (db_owner) of the XIA Configuration

Server database.
The account will be added to the IIS_IUSRS group.
The account can be a domain or local account if the Microsoft SQL Server is hosted on the same

machine as the XIA Configuration Server, however should be a domain account if the XIA

Configuration Server is hosted on another machine.
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Compare ltems

The compare function allows the comparison of any two items of the same type, or two versions of
the same item, and display the differences.

To do this, select one or more items, right click, and click the Compare context menu item.

NOTE: If more than two items are selected, the first two items in the list are compared.

i- 2 Item(s)
Item 1D Type - Mame
I i- 1007 Windows Server DEMO-SRVO1
I i- 1002 Windows Server MIERAN SRWN3

B*  New item...

@L] Save As PDF

= Sawve As XML

XX Delete

@l Compare

@ Update Environment |dentifiers
|E Duplicate ]

n  Decommissioning ¥
Iﬂ Increment Version Number
Move To Container
'ﬁ Move To Location
w  Edit Security
+&  Select All
o Refresh

J  Properties

If the two items are not visible in the list at the same time, select the first item and click Compare,
then browse to and select the second item and click Compare. Both items will now be visible in the
item comparison dialog.
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ltem Comparison Dialog

The item comparison dialog allows you to compare any two items of the same type, or two versions
of the same item to see the differences.

To display items for comparison, see the compare items section.

Provides the ability to compare items for differences or compare two versions of the same item for changes.

Compare ltems
[

DEMO-5RWV01 [1007]
|| Demaonstration Windows senver,

DEMO-5RV02 [1002]

- i- Demaonstration Windows server,

Clear Selection

Clear Selection

43 Select Version

<) Select Version

Version Date Time Version Date Time
I {f] 1.00 9/6/2024 3:18 PM I @ 1.02 9/6/2024 318 PM
@ 1.01 9/6/2024 3:00 PM
£9 1.00 9/6/2024 3:00 PM

e Select the source and destination version from the version history.

e Hovering over a version displays additional information about that version.

e Click Compare to compare the two items and display the results in the browser window.

e Click Report to compare the two items and display the results in the PDF report.

o C(Click XML to compare the two items and display the results in an XML file.

e Click the swap icon to swap the source and destination items.
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Comparing Components
Certain item types, such as VMware systems, have components which can be compared directly.

This allows, for example, two individual virtual machines within a VMware system to be directly
compared.

=
-~ DEMO-XC5-2022 [1005]

[ =1 Demonstration 15 server.

Clear Selection

3 Select Version

Version Date Time
I{?; 1.02 9/6/2024 3:20 PM
£ 10 59/6/2024 3:01 PM
4 1.00 9/6/2024 3:01 PM

25 Select Component

Name Component Type
I @ DEMO-XC5-2022 Entire 1IS Server
y DEMO-XC5-2022 Server Configuration
&h Default Web Site Site

@ Default Web Site/XIAConfigur.. | Application

When an item supports components, the component can be selected from the list.

Hovering over the component displays additional information for that component:
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25 Select Component

Mame Component Type
@ DEMO-XC5-2022 Entire 1S Server
p DEMO-XC5-2022 Server Configuration
{p Default Web Site Site

I @ Default Web Site/XIAConfigur.. | Application

Default Web Site/XlAConfiguration
dcdleeic-e1b7-41fe-a871-84528%9cbb3

Application
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ltem Comparison Dialog Parameters

The item comparison dialog can be accessed directly using a URL, for example:
http://localhost/xiaconfiguration/tools/compareitems.aspx?Sourceltemldentifier=1578&Destinatio
nltemldentifier=2631

ItemID

The item to add to the comparison dialog, for example, 1072. If a source is not currently configured,
the item is set as the source for the item. If a source is currently configured, the destination item is
set to the value.

VersionlD

The version of the item to compare, for example, 1.31. If a source is not currently configured, the
item is set as the source version. If a source is currently configured, the destination version is set to
the value.

Componentldentifier
The unique identifier of the component to compare, where appropriate.

Sourceltemldentifier
Specifies the unique identifier of the source item, for example, 1552.

SourceVersion
The version of the source item to compare, for example, 1.31. When this value is not set or
configured as zero, the current live version of the item will be selected.

SourceComponentldentifier
The unique identifier of the source component to compare, where appropriate.

Destinationltemidentifier
Specifies the unique identifier of the destination item, for example, 1056.

DestinationVersion
The version of the destination item to compare, for example, 1.31. When this value is not set or

configured as zero, the current live version of the item will be selected.

DestinationComponentldentifier
The unique identifier of the destination component to compare, where appropriate.
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Viewing Results in Excel

To view comparison results in Microsoft Excel, perform a comparison, then export the data to XML
using the item comparison dialog.

e Open Microsoft Excel.
e Click Open and browse to the XML file.

o When prompted, select to open As an XML table:

Open XML ? >

Please select how you would like to open this file:
O e

O As a read-only workbook

O Use the XML Source task pane

e |f prompted with a schema warning, click OK:

Microsoft Excel ? X
. The specified XML source does not refer to a schema. Excel will create
a schema based on the XML source data,

~

|:| In the future, do not show this message.

Help
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