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Disclaimer
This document is for authorised use by the intended recipient(s) only. It may contain proprietary material,
 confidential information and, or be subject to legal privilege. It should not be copied, disclosed to, 
retained or used by, any other party.

Microsoft, Windows and Active Directory are either registered trademarks or trademarks of Microsoft 
Corporation in the United States and/or other countries.
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VMware Hosts Firewall Rules
Summary
Provides a summary of the firewall rules configured on the VMware hosts in the environment.
This information is available on vSphere 5.0 and above only.

38 Results

Rule Name VMware System Host Name Enabled Allowed 
Addresses

Active Directory All demo-vc55.contosotravel.com demo-esx55i-01.demonstration.int False Disabled

CIM Secure Server demo-vc55.contosotravel.com demo-esx55i-01.demonstration.int True Allow 
connections 
from any IP 
address

CIM Server demo-vc55.contosotravel.com demo-esx55i-01.demonstration.int True Allow 
connections 
from any IP 
address

CIM SLP demo-vc55.contosotravel.com demo-esx55i-01.demonstration.int True Allow 
connections 
from any IP 
address

cmmds demo-vc55.contosotravel.com demo-esx55i-01.demonstration.int True Allow 
connections 
from any IP 
address

DHCP Client demo-vc55.contosotravel.com demo-esx55i-01.demonstration.int True Allow 
connections 
from any IP 
address

DHCPv6 demo-vc55.contosotravel.com demo-esx55i-01.demonstration.int True Allow 
connections 
from any IP 
address

DNS Client demo-vc55.contosotravel.com demo-esx55i-01.demonstration.int True Allow 
connections 
from any IP 
address

DVFilter demo-vc55.contosotravel.com demo-esx55i-01.demonstration.int False Disabled

DVSSync demo-vc55.contosotravel.com demo-esx55i-01.demonstration.int True Allow 
connections 
from any IP 
address

Fault Tolerance demo-vc55.contosotravel.com demo-esx55i-01.demonstration.int True Allow 
connections 
from any IP 
address

FTP Client demo-vc55.contosotravel.com demo-esx55i-01.demonstration.int False Disabled

gdbserver demo-vc55.contosotravel.com demo-esx55i-01.demonstration.int False Disabled

HBR demo-vc55.contosotravel.com demo-esx55i-01.demonstration.int True Allow 
connections 
from any IP 
address
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httpClient demo-vc55.contosotravel.com demo-esx55i-01.demonstration.int False Disabled

IKED demo-vc55.contosotravel.com demo-esx55i-01.demonstration.int False Disabled

ipfam demo-vc55.contosotravel.com demo-esx55i-01.demonstration.int True Allow 
connections 
from any IP 
address

NFC demo-vc55.contosotravel.com demo-esx55i-01.demonstration.int True Allow 
connections 
from any IP 
address

NFS Client demo-vc55.contosotravel.com demo-esx55i-01.demonstration.int False Disabled

NTP Client demo-vc55.contosotravel.com demo-esx55i-01.demonstration.int False Disabled

rabbitmqproxy demo-vc55.contosotravel.com demo-esx55i-01.demonstration.int True Allow 
connections 
from any IP 
address

rdt demo-vc55.contosotravel.com demo-esx55i-01.demonstration.int True Allow 
connections 
from any IP 
address

SNMP Server demo-vc55.contosotravel.com demo-esx55i-01.demonstration.int True Allow 
connections 
from any IP 
address

Software iSCSI Client demo-vc55.contosotravel.com demo-esx55i-01.demonstration.int True Allow 
connections 
from any IP 
address

SSH Client demo-vc55.contosotravel.com demo-esx55i-01.demonstration.int False Disabled

SSH Server demo-vc55.contosotravel.com demo-esx55i-01.demonstration.int True 192.168.1.1
10.100.1.1
192.168.2.0/24

syslog demo-vc55.contosotravel.com demo-esx55i-01.demonstration.int False Disabled

vCenter Update Manager demo-vc55.contosotravel.com demo-esx55i-01.demonstration.int False Disabled

VM serial port connected over network demo-vc55.contosotravel.com demo-esx55i-01.demonstration.int False Disabled

VM serial port connected to vSPC demo-vc55.contosotravel.com demo-esx55i-01.demonstration.int False Disabled

vMotion demo-vc55.contosotravel.com demo-esx55i-01.demonstration.int True Allow 
connections 
from any IP 
address

VMware vCenter Agent demo-vc55.contosotravel.com demo-esx55i-01.demonstration.int True Allow 
connections 
from any IP 
address

vprobeServer demo-vc55.contosotravel.com demo-esx55i-01.demonstration.int False Disabled

vsanvp demo-vc55.contosotravel.com demo-esx55i-01.demonstration.int True Allow 
connections 
from any IP 
address

vSphere Client demo-vc55.contosotravel.com demo-esx55i-01.demonstration.int True Allow 
connections 
from any IP 
address

vSphere High Availability Agent demo-vc55.contosotravel.com demo-esx55i-01.demonstration.int True Allow 
connections 
from any IP 
address

vSphere Web Access demo-vc55.contosotravel.com demo-esx55i-01.demonstration.int True Allow 
connections 
from any IP 
address
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WOL demo-vc55.contosotravel.com demo-esx55i-01.demonstration.int True Allow 
connections 
from any IP 
address
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